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Overview of Linuxptp Project

PTP4L & PHC25YS
Linuxptp Project provides software daemons: S ptp41 adjusts
* ptp4l v System Clock
« PTP Message over L2, UDP (IPv4 or IPv6) g
* Hardware & Software Timestamping & / \
* Synchronize distributed PHC clocks L
+ |EEE1588 and compatible with IEEE 802.1AS
gPTP daemon (daemon_cl of Avnu) " ptpA4l adjusts phc2sys
E PTP HW Clock adjusts system
* phc2sys £ (PHC) clock with PHC
* Synchronize System Clock (CLOCK_REALTIME) 2
to PTP Hardware Clock (PHC) = r\ K’\
T

System Clock , —— ' 0 (m S*ystem El[ock !
o B 39 0
~ Machine A 0 Switch Machine l

Grand Master Clock Boundary Clock Slave Clock
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Overview of Linuxptp Project
OFFSET FROM MASTER CLOCK (MASTER OFFSET)

Master Clock Slave Clock

T1

T4

Path Delay (known to Slave Clock)
PD = [(T2-T1) + (T4-T3)]/2

F,
Tb
Offset from Master Clock (master offset)
Tc ~ =Tb-Ta-PD
\ New Time at Slave Clock

= Tc - Master Offset

time v time

«
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Overview of Linuxptp Project
PTPALLOG AT SLAVE CLOCK

S ptp4l -i <eth devname> -H|S -2|4|6 -s -m

ptp4l[61720.627]: selected /dev/ptp0 as PTP clock a Offset from Master Clock
ptp4l[61720.628]: port 1: INITIALIZING to LISTENING on INIT COMPLETE

ptpdl[61720.628
ptpdl[61722.021

port O: INITIALIZING to LISTENING on INIT COMPLETE
port 1: new foreign master e8eaba.fffe.0938e8-1

]
]
[ ]
[ ]
ptpdl[61726.022]: selected best master clock eBeaba.fffe.0938e8 So: unlOCk
ptpdl[61726.022]: port 1: LISTENING to UNCALIBRATED on RS SLAVE .
ptpdl[61728.355]: master offset -1207 s0 freq +2406 path delay =7 S1: clock Step
ptpd1[61729.355] : master offset 1287 s2 freq +2326 path delay -6 S2: locked
ptpdl1[61729.356]: port 1: UNCALIBRATED to SLAVE on MASTER CLOCK SELECTED
ptpd4l(61730.356]:| master offset -1284|[s2||freq +1042 |[path delay =7
ptpdl[61731.356] :| master offset 5||s2||[freq  +1946|path delay -11 9 PHC Frequency
ptp41[61732.35¢€] :| master offset 408||s2||[freq  +2350|path delay -32 Adjustment (pbb)
ptp4dl[61733.356] :| master offset 386|[s2|[freq +2451 |jpath delay -32
ptpdl[61734.356] :| master offset 241|[s2|[freq +2422 |[path delay -11
ptpdl[61735.356] :| master offset 143||s2||freq +2396 |[path delay =7
ptp41[61736.357] :| master offset 83||s2||freq +2379 |path delay -7 Path Delay values
ptpd4l[61737.357]:| master offset 33||s2||freq +2354 |path delay -8
ptpdl[61738.357] ;| master offset 6||s2||freq  +2337|path delay -8 between Master and
ptp4l[61739.357] :| master offset 0||s2||freq  +2332|jpath delay -11 Slave Clocks

© © 4
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Inter Native Machines

TEST SETUP

Objective:

* To obtain baseline PTP synchronization performance for native environment under direct end to end connection.

* PTP message timestamping mode: Hardware Vs Software.

* Cross check ptp4l (linuxptp under gPTP mode) works with daemon_cl (openavnu).

Internet of Things Group

. *\ [ )
OR
m daemon_cl
Linux kernel AL— Linux kernel
p _ .' | =
PTP Clock PTP Clock
Local Machine o o Remote Machine
\_ .
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Inter Native Machines

TEST RESULT: HARDWARE TIMESTAMPING (L2 & L4)

Offset From Master Clock

m 802.1AS (native - ptp4l)

802.1AS (native - ptp4l & daemon_cl)

OFRL N WP UL O

Time Adjustment (ns)

e 1588 (native - ptp4l L2)

e 1588 (native - ptp4l L4)

Time Adjustment (ns)

Time Adjustment (ns)
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|nter Native Machines Synch spike: us Syncvariation: us
TEST RESULT: SOFTWARE TIMESTAMPING (L2 & L4)

Offset From Master Clock

Offset From Master Clock

1588 (native - L2 SW & HW) ——1588 (native - L4 SW & HW)
~——— 1588 (native - L2 SW) 1588 (native - L4 SW)
P 1588 (native - L2 HW) e 1588 (native - L4 HW)
7)) 5 . 200000
2 1588 (native - L2 HW) e 1588 (native - L4 HW) -
z £ 100000
)
<|E> [=
()
= Il | ol £ g
S ! o
= M | ' 3 -100000
<- I T
o << -200000
E £
= -200us = -300000
18 68 118 168 218 268 318 368 418 468 518
18 68 118 168 218 268 318 368 418 468 518 .
X Time (s)
Time (s)
Mean -0.91 -6,068.86 -7,206.24 -12,280.36 -21,737.50
Std. Dev. 28 6 65,881 25,086 63,306 61,330
Max 531 13 217,991 43,634 158,221 104,007
Min -254 -18 -194,514 -172,642 -228,450 -264,095
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Inter Virtual Machines
TEST SETUP: UNET SWITCH + NAT NETWORKING BETWEEN UM'S

* No PTP hardware time-stamping mode.
» This configuration supports L2 & L4 PTP messages.

Objective:
(" h . _ .
Ubuntu OS * To obtain PTP synchronization performance for Virtual
Machine to Virtual Machine under the same machine.
Ubuntu OS Ubuntu OS
Facts:
kernel K 1 ! e * For VM, we used VMPlayer with “NAT"
H erH server * For “VYM to VM" is within vnet switch. “VM to Internet” is
e1000 1000
over NAT server.
82540 82540 ] sz:,-:r * Inside a VM, we see e1000 driver loaded for intel 82540
virtual card.
y

l

Linux kernel

TCP/IP

Objective (revised):

i PTP Clock h * To obtain default PTP synchronization performance for
Local Machine 1210 “ VM to VM under the same machine for software time-
o stamping only.
e J
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Inter Virtual Machines Sync variation: s
TEST RESULT: SOFTWARE TIMESTAMPING (L2 &L4)

Offset From Master Clock Offset From Master Clock
1588 (Inter-VM L2) 1588 (Inter-VM L4)

Sample 1 Sample 2 Sample 3
12000000 Sample 1 Sample 2 Sample 3

180000000
100000 m 160000000
140000000
8000000 120000000
100000000

80000000
60000000 m
40000000
20000000
0 . - 4 H e lh“llllll . 0
-20000000

-2000000 -40000000
18 68 118 168 218 268 318 368 418 468 518 19 69 119 169 219 269 319 369 419 469 519
Time(s) Time(s)
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Inter Virtual Machines
BRIDGED NETWORKING (TAP) BETWEEN QEMUS

e ~\ Objective:
Ubuntu OS « To obtain PTP synchronization performance for Qemu to
; _ . Qemu under the same machine for software time-
Yocto Project Yocto Project stamping only over in-kernel L2 software bridge

Facts:

kernel

* For Qemu, we used gemu-kvm option.

* Inside a Qemu, we see e1000 driver loaded for intel 82540
virtual card (no PTP hardware time-stamping)

e1000

kernel
e1000

qemu 82540 gemu 82540
— —— —

* We connect tap0O and tap1 to brO (software bridge).
tap0 ,':>J * Under software bridge, L2 PTP message sent out from tap
oo interface contains Ethernet FCS error. So, L2 PTP
r

J-I—I

In Host, Qemu is connected to tap/tun driver.

synchronization fails.

Linux kernel Objective (revised):

I
PTP Clock h * To obtain default PTP synchronization performance for
Qemu to Qemu under the same machine for software

Local Machine 1210 o time-stamping only over in-kernel L2 software bridge for

) L4 PTP message only.

(_

L
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Inter Virtual Machines Sync variation: s
TEST RESULT: SOFTWARE TIMESTAMPING (L4 ONLY)

Offset From Master Clock 1000000
1588 (Inter-Qemu L4) 800000

16000000 G000ES

14000000 400000
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0 N fw"u'..’l.,-,'uf,",“"‘ '.-f "ﬂl'ﬁ.‘"/j*"w"“i'huhn
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Time(s)
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VM to Local Machine
TEST SETUP

(

Ubuntu OS

Ubuntu OS

kernel
€1000

vm 82540

netfilter driver

Linux kernel

\

a

-

Local Machine

PTP Clock

g Je
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Objective:

* To obtain PTP synchronization performance for Virtual
Machine to Host Machine for software time-stamping only
over bridged networking.

» Configurations:-
e Grandmaster clock in Host Machine + Slave Clock in VM.
* Grandmaster clock in VM + Slave Clock in Host Machine.

Facts:

* netfilter intercepts PTP message exchange (multicast) and
forward them between VirtualBox and Host Machine.

* This configuration supports both L2 & L4 PTP messages.
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VM to Local Machine
TEST RESULT: SOFTWARE TIMESTAMPING (L2 &L4)

Offset From Master Clock

—— 1588 (GMC-VM & SC-LM L2 SW) S1
1588 (GMC-VM & SC-LM L2 SW) S2
—— 1588 (GMC-VM & SC-LM L4 SW) S1
1588 (GMC-VM & SC-LM L4 SW) S2

TIME ADJUSTMENT (NS)

18 68 118 168 218 268 318 368 418 468 518

TIME (S)

GM at Virtual Machine
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il W ol

TIME ADJUSTMENT (NS)

A
UGN

-2E+09

Offset From Master Clock

—— 1588 (SC-VM & GMC-LM L2 SW) S1

1588 (SC-VM & GMC-LM L2 SW) S2

3E+09 —— 1588 (SC-VM & GMC-LM L4 SW) S'1
1588 (SC-VM & GMC-LM L4 SW) S2

2E+09

1E+09

’

-3E+09

18 68 118 168 218 268 318 368 418 468 518
TIME (S)

GM at Local Host
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VM to Remote Machine
TEST SETUP

( A Objective:

Ubuntu OS : L .
* To obtain PTP synchronization performance for Virtual
Ubuntu OS Machine to Remote Machine for software time-stamping only
over bridged networking.

» Configurations:-
* Grandmaster clock in Remote Machine + Slave Clock in VM.
* Grandmaster clock in VM + Slave Clock in Remote Machine.

( N

Ubuntu OS

Ph Linux kernel

Linux kernel

- i A A
PTP Clock PTP Clock Remote
i 1210 HW o
Local Machine | _ 210 @) Machine

J

C Y,

tamp
|4
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VM to Remote Machine
TEST RESULT: SOFTWARE TIMESTAMPING (L2 & L4)

Offset From Master Clock Offset From Master Clock

—— 1588 (GMC-VM & SC-RM L2 SW) S1 —— 1588 (SC-VM & GMC-RM L2 SW) S1
1588 (GMC-VM & SC-RM L2 SW) S2 1588 (SC-VM & GMC-RM L2 SW) S2
—— 1588 (GMC-VM & SC-RM L4 SW) S1 —— 1588 (SC-VM & GMC-RM L4 SW) S1
1588 (GMC-VM & SC-RM L4 SW) S2 1588 (SC-VM & GMC-RM L4 SW) S2

"( | j

1E+09
2E+09

TIME ADJUSTMENT (NS)
m
+
o
© o

TIME ADJUSTMENT (NS)

68 118 168 218 268 318 368 418 468 518 18 68 118 168 218 268 318 368 418 468 518
TIME (S) TIME (S)
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Summary of Results

Inter-machine (HW timestamping) +/- 20 ns -200ns to +550ns spike
Inter-machine (SW timestamping) +/- 200 us Not Observed
Inter VM (Qemu + L2 bridge) +/- 400 us -2ms to +15ms spike
Inter VM (VMP + vnet switch) +/- 400 us -1ms to +160ms spike
VM to Local or Remote Machine Synchronization Fault Error

Key Points:

* Hardware time-stamping gives best time sync accuracy.

» Virtual switch introduces additional PTP time synchronization jitter.
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ACRN Project:

Consolidating Automotive

Workloads
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Overview of ACRN Project

SAFETY/SECURITY CRITICAL DOMAIN

Service 05
(S0S)

ﬂpps

Middleware & Frameworks

Middieware & Device Wucel

Frameworks Linux | (RTOS)

Linux | (RTOS)

Kernel Mediators

Hypervisor

Bootloader

SoC

NON-SAFETY CRITICAL DOMAIN

f—‘—\

VM2

Apps

Middleware & Frameworks

Windows | Android

VM3

Apps

Middleware & Frameworks

Linux | [(RTOS)

ACRN Project Value Proposition
* Small Code Size / Lightweight
« Open Source Project

Real Time

Safety Criticality In Mind
Support Multi OS

ACRN Hypervisor

* Type 1 Hypervisor (bare-metal)
* Service OS (VMO) [DomO in Xen]
* User OS (VM1) [DomU in Xen]

* Reference I/O Mediation

https://projectacrn.org/wp-content/uploads/sites/59/2018/07/ACRN-Overview_v14_Web.pdf

Internet of Things Group
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Ethernet Networking between VMs: virtio-based I/O

Service 05 ([——~ User 05 Ethernet Connectivity between UOS
A D l L H J | and SOS:-
I _ | N _ » Virtio driver pairs (FE & BE)
Use:r"'m Framework | S e * Shared memory virtqueues
e e - /j e between SOS & UOS: 1x Tx ring
[ remete memory map | ( ) and 1x Rx ring (current design).
Virtio & HV service Network , - '  UOS: standard Linux virtual NIC
w e { | g driver (discovered as PCl device)
| — e (S Shared ring »  SOS: tap/tun driver + SW bridge
' @ﬂ Driver +native Ethernet driver
1 « Native Ethernet Driver owns the
PTP clock.
[ BILE s ACRN hypervisor
e

Internet of Things Group

virtio framework lacks TSN support
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Overview of Clock Source Technology in x86

* Typical clock sources available for system clock:-
« HPET (High Precision Event Timer) : 10MHz = one tick every 100ns
* ACPI PM Timer: 3.58MHz = one tick every 279ns
* TSC (Time Stamp Counter) : Same as CPU frequency
* TSCis commonly chosen due to high accuracy and low overhead.
« Advancement in TSC (check your CPU flags /proc/cpuinfo):-
* rdtscp : atomic operation. 32-bit counter value & 32-bit auxiliary data (CPU ID)
» constant_tsc : TSC counter synchronized across all sockets/cores.
* nonstop_tsc : constant rate across PM states a.k.a. invariant TSC.
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Clocks in both Service OS & Guest OS

* In ACRN, both Service OS and Guest OS are virtual machines (VM).
* Currently, ACRN hypervisor fixed the CPU that VM runs on.
* ACRN VM depend on below sources to calculate its system clock:-
» System-wide TSC (constant_tsc, nonstop_tsnc, rdtscp without VM Exit)
* virtual RTC (vRTC) — Port I/O mediation for actual RTC device.
RTC does not provide accurate real-time (temperature factor).
To obtain more accurate real-time, use NTP or PTP.
Under ACRN environment, Service OS has sole right to PTP hardware clock
in Ethernet card. Its system time accuracy achieves PTP synchronization
accurancy in nano-second range.
Best to run time-sensitive application on Service OS.

Internet of Things Group 2018 IEEE-SA Ethernet & IP @ Automotive Technology Day




High Precision System Time in Service OS

Service OS

APP

Time-aware

a Hardware Time-stamping used for PTP messages

e phc2sys waits for ptp4l to enter locked state in PTP
synchronization with master clock

m‘ién

e phc2sys uses clock_settime(CLOCK_REALTIME) to

N Virtio-
| ?' net BE
update system clock. Note: system clock depends on

i 2 TSC and VRTC.

kernel e Time-aware app uses clock_gettime(CLOCK_REALTIME)
1 to schedule itself for time-sensitive workload
v System 7] processing
VHM Clock Q"h 0
T Native Driver e Time-aware app interacts with native Ethernet directly
ACRN
Hypervisor
4 D
I5eal PTP Clock Time Sync with
. 1210 HW ___» External PTP (Grand
Machine o Master Clock)
< 5/
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Conclusion

* ACRN is FuSA certified, lightweight, real-time reference hypervisor and
workloads (time-sensitive and not) can be consolidated on its VMs.

» Service OS has native Ethernet driver that solely owns PTP hardware clock.

« Hardware time-stamping achieves PTP clock synchronization accuracy in
nano-second range. System clock time of SOS is synchronized to PTP clock.

* Virtio framework and virtual Ethernet do not have time-sensitive
infrastructure.

 Therefore, for real-time workload, use SOS and direct the TSN traffics out of
native Ethernet directly without going through virtual switch.
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