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‘We are the Fancy Bear and we have chosen | as target for our next DDOS aftack.

Please perform a google search for "Fancy Bear' to have a look at some of our previous work, Also, perform
a search for "NZX" or "New Zealand Stock Exchange” in the news. You don't want to be like them, do vou?

LIl =2 AZ7d M =110)
‘Your whole network will be subject to a DDoS attack starting in 7 days, Monday next week, (This is not a m= '_H_ < ';Ij-l EH_'_ e ookl‘aﬂ 0|_-1 =
hoax, and to prove it right now we will start @ small attack on your DNS servers that will last for about 60

minutes. It will not be heayy attack, and will not cause you any damage, so don't worry at this moment.)

There's no counter measure 1o this, because we wil be attacking your IPs directly and our attacks

are extremely powerful (peak over 2 Thps)

This means that vour websites and other connected services wil be unavaiable for everyone. Please also
note that this will severely damage your reputation among your customers who use online services

AU LEYEIX o

worst of all for you, you wil lose Internet access in your offices too! —e

HY 222 o|o|x u°'§ g
o

‘We will refrain from attacking vour network a small fee. The current fee is 20 Bitcoin (BTC). It's a small price l === l l l I‘ '_

for what wil happen when your whole network goes down. Is it worth it? You decide!

We are giving you time to buy Bitcoin if vou don't have it already. And hopefully for this message to reach

somebody who can handle it properly,

If you don't pay the attack will start and fee to stop will increase to 30 BTC and wil increase by 10 Bitcoin for

each day after the deadline that passed without payment = — ™ =t A ol

. ) SAH-E20E7| g+ UEE
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