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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin(@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main

benefits are lost if a trusted third party 1s still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.
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» EEFHQ UOIH EAME XL USH Miner2E5H Hell SE0| 22 NIE2 EES 2UOHH, oY E89 RS 2Soln JIE SSH2l0 o2& AZ.
» SEXA0HE Hell HESO0| JEZ YD (Hell E), XIZ0| AHE Jisd & 1DE Metal)| |8t OBE JHX 1D U8 (UTXO set in LevelDB)
» OE E20 SEDX 22 HAE Rads Z2S6t1 (UTXO, Signature), Memory pooltl &8t £ 2 =2 &I} (Relay) &t
» (I EC0AM =SHQ UOIEHY UWES 38 Il UIOIHE N2 (25 U0, 25 o, Merkle branch, JHE Hell LI (Tx) S).
» CIE FUll tESIHEEXQ HIOIEIES SJ18H AlIAH HIOIESQ A2 4 (Consistency)S & 2ot JIsS 8E& (ESH22 & AH, 28 0| S).
Lc
Request Reply

TX _ /
BitCoin NEZ &5
(-]

el ararara a ek

Blockchain
Tx % 254 A
£ SE

wc % % '\EA CIOIE S2I3

LEe TX Full L=
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c

Lightweight (SPV) &

- 2=30 GO0 MRS JIXD

= XHAIS] HHeholl CHEl

ol ol Y=RKl (Block height) 2S& £
» Ol LE=ESHQ O MAE &
» Full €0l 2=aliotol)] 20 S&

Full ==

UXl &1, 2

» X2 ApplicationE2 =2 SPV = E0|0, Xtalo X2tnh & =

FEAS2Full €9 =32 2LOI0IE. Full ctEE8H XHal 23E Hell B2 E (Bloom Filter) 262 £ U1, XHAI2] Hel LH=0]
=¥

clot)| 2etst A8

2t g=o| I MEOIIND US. B2 SIGE I HOOZ (AH L 80 byte) HE RS Hoe 4 US.
| S Hell (22, £22)9 S540H HEE (Merkle branch 21E). CH2 Hell LK 2 2Z& 4 g2,
5 g=

0l

CEBH A Hefot ZEtE 85 01F
J101 (ADHEE %)OH Hghe.
Full =S0E Ot O JHS| Full =& SO A8 BRI US. Full = E 24

20| 20 Q=X (Block depth) S
10il HloH Ct& A (Security)2 €0 &.
Full =&

Tx 23 Filter& S 18t

' i =8 dd,
Filter EE WG, Merkle Branch,
Tx =

Filter
) == 54 o8
> Blockchain Header < Full =&
Ty = s= 50 39
Filter® S8t Tx £ % % 4{

=5
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» 2S00 BUHE Hell LHE (T)EQ K242 250l S S8 TXES 20lA 22 252 MAE. (1l &2 A, Proof of Work : PoW).
» MHSHEES FUl CtEZ2 ESE. Full tE= 0| 282 K42 256t JIE SN0 F=oHE
» MinerSE2 A2 BHEOIZ EES MHGID ZHUA 012! Miner= (S &8t 228 e BtEH) O UJI2 BAS 29S (Coinbase Transaction).
= Miner= A0 A 01217] |8 GPU, ASIC &2 &HIE 0|26l ZIst Y| KRS8t 22 0S| |oll =28 MinerS2 M= Soll HIEZQI HIEK3AS &
40| =O0IEICID & &= AUS. Ol EES &) MAHS £ Q002 EE2(0| U Hel LY S |, HEXs =8, pAZet £ US
» Miner tE= & & Hell HE 2 =806 = ot, Full =S OFE 250 SSC Xl &1 Memory poolfll 0t Q= Hell S EE =5 US (mempool).
» 88 Hell 02t 42 (Fee)dt EEE O UX RLOH MinerE0| SQ16HK RS = US. Hell =22 (Fee)= Minerlildl XIZE = K02 2.
Full &
==
. Jle—es=3ad
558
Lce
Tx -
\ N — | — Memory Pool2| Hel e 23
Tx S Tel el To = .
Lt —mm Full &
Tx, Tx, Tx,
/ GPU or <
ASIC 22 AH Memory Pool2 He{ L
Le TX
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4. 3rd—party API client

sl

)

LE X0l XIS L= SSAHo doEHU G, He 2 I UK 210 28 XA HeHE |8t X2 3] A0 JiX10 US. [l
O Heliot &S0 SI”R=X, Kool &0 (Balance)lt ZORIXI, XtAI0| AFEE £ A= HellQ Z2IH (UTXO)= AKX S 3rd-partytil A 2
ot= MH S APIE Ol E# (ex : Blockchain.info).
X2 XtHE 3rd—party MH 0l IESH= B : 3rd-party MBI 0l JILSHH XI2E L3330 =10, AHE Soll Hliot 0IFHA. Xrale X120l MHO MBS0 U
1, A2 Webs Soll &8 EQISIHHLE, HAHE & &= USB.
dR S HEDIQ UESRIDY 74 42 € 4 211, 3rd-party AHE Soll 2t == H5E SEfY.
=8t 8El= 3rd-party NHOl 822 Q| &ot2Z AHE AlZIoH0F ot= AL, HAQ PO =EC0 223 A0l & £+ U= A0l ENE.

Ol IEGHE SEHE RHAIC JHQIFDF LEHIZ 20 UACOZE H2 AEE. MBI X2 &1DNE DF AIRE £ US.
& 3rd-party2t LSO A= HOHA HIEZQ HEROF XIg6t= Hh= OlLILE (2 SL3 80 0 RE), Held H20 AASSD|IE & (ex @ A4l
2, HHE T2 )32 2HHS| MEMHA AHE3dHe &2 3rd-party APl J|s2 0|51 EH2IE).

N
=
=
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J 40
32 2

(=]
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0 mjo

S ==
ooy O
4oV

x

= H

3rd—party APl A H

X2 dHlA BitCoin

MHIA 2

» Web

< Hell HulA Blockchain

HHIA API
A3 MElA % %
3rd—party APl 22I0|HE % %

A
v
==
|m
kU
o

ol HERA
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» 20189 48 102 &M HIEDO HIERDN HAl BSEH Js =52 == 11,0310 . &4Al EX5EHH U= =ES2 Full node%%‘.

= Ol Z2= 01=20]1 24.24% 2 JHE =1 20| 18.26%, :lEI 5=3019.61% =22 =2. FZ 0|=, 78, S=0 0| 2ol US.
oF 120t 28 &0 AS.

= OfcH “11031 NODES”E 2&i6tH 2t S EE2 HAE, ER6tD A= E8 M, XN S AN & X3l %

= Otell ALOIE = Full NodeE 2Y3dlHA HIEDQ HIERD &9 EZ0| ELHE‘— T2 &£ 2 (Version, Tx, Inv §)8 =&
Version IAIXI0= SHE SEIAIES0 Z2E2 HAE, BRI 282 I+ 32 S0 Y12, g =E9 IP FAE
L8, Ping—-Pong HIAIXIE =10 2HoHA oY =St H0IU=EX AAI2AH2Z E01E £ YS.

ol
MO.

= AN
GLOBAL BITCOIN NODES * Xt& £H ! https://bitnodes.earn.com/
EIISTH!HI.ITH:IN
bl s of Tue Apr 10 2018 T3 o
Lf«_—_,l':'—:—-w.;-&_".'-'_ . \\_,,—J =IE Y M ¢
e g 8 . of Wit 4
" 11031 NDDES \ o454 o o
eI - 5 ' . HEEA
Top 10 countries w imber - tH ! . : % 5 EyhitEal 2w
reachable nodes are &= follow ‘ ’ L LR i s [
. ; “ HEC 4 : = dorl g
RAMK COUNTRY MODES E Y P i W e .// Ve F 15‘52 | ]
. LR - » WAL - SR 2l AN 2
s e T o oy b v ESE0 Y .
2 P E{1B.28 : et i, . PN Y s Ty ~EIY
China 1060 (S.E1%) L i 5
P— e i o 1 ohatA)
N 17 AL % e
’ a5 S 2 _HE '
: a
Al 41 W o EJ“‘I :\-;'f""
1 T 321 (3.54% g y |.|-| i H = & i -H.-I't'-!-'\l
..II- - L ] - d .
1 1 Fex E . .
#e a™ o
. 31 - Q4 A)
BEA
1 e 4
- Xz QO] geme QRO EHELA|
Wap shinws concentration of reachahle Bitcoin nodes found In countries around the workd, m J..'I,.'-I |_l
AL Zl% CLOIEL #9118 Gnenle 2K telere
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METWORK SMAPSHOT
Snapshot of reachable nodes as of Tee Apr 10 2018 10:55-09 GMT-0900 ({222 ZTZ A _
E— — XY a0 s 2%y
11031 USER AGENTS COUMTRIES NETWORKS 1000 ms
MNodes
; Top b user agents with their respective number of reachable nodes. EX LCO AN Y >
9233 500 ms
Pd RAMK LISER AGENT NODES
1 Satoshi0.16.0 3729 (33.65%) = Oms
1483 N e » XNY 8 EH EE MAEE ™ apes Aprg Apr10 Apr 10
4 Fus 2 Satnshif.15.1 3103 (28.03%) » DI2EZ HAEOC2 Y SO} 52 - =M e e Hean
- - - 7
303 3 Bitcoin ABCD.16.1 766 {5.32%) ol =IIE! D152 XASI=X = v TR s
onion /
4 Satnshifl14.2 S0 {5.06%) 2+ US. ] s St e A
- - . . . .
531;...43 5 Satoshi0.150.1 548 (4.95%) * Satoshi 0.16.0 : Bitcoin Core H& | vt e
- . I = I WERAGE LATEMLCY
B Satoshi0.15.0 264 (2.39%) » 70015 ZEES HAE 1 1651.9411 Mbps
51 ?454 l 1 METWOREKE SFEED
Height I
I /Satoshi:0.15.0.17
1 USER AGENT
ADDRESS USER AGENT HEIGHT LOCATION NETWORK ,' 70015
- ) . . ) ) N o . . . . 1 PROTOCOOL VERSION
78.56.66.245:8333 fSatoshizD. 151/ (70015) 515153  Vilmius, Lithuania Telia Lietwsa, AB 1 NODE_NETWORK., NODE_BLOOM, NODE_WITNESS [13)
78-56-6E6-249 static.zebra it NODE_NETWORE, NDDE_BLOOM, NODE_WITMESS (13} Europe \ilnius ASETE4 ll SERVICES
Sinoe 2 minutes ago I 517464 (100.00%)
1 HEIGHT
B1.182.23.34:8333 /5atoshicD. 13.04 (70014) 516704 Budapest. Hungary Magyar Telekom pic. 1
S1BE1722.dsl.pool telekom_hu MNODE_METWORK, NODE_BLOOM (5) Europe/Budapest ASG4R3 I' Tor network
Since 2 minutes ago | rETERS
b TOR
209.33.232.230:8333 /Satoshiz0.8.6¢ (70007) 357143 Saint George, United States InfioWest, Inc. 1 ASH
Sinoe 2 minutes ago NODE_METWORE (1} AmericasDemver AS11071 "
123.2.217.46:8333 /Matoshic. 16.0¢ (70015) 5020586 Melbourne, Australia M2 Telecommunicatio ,' = HERIANA 22l ESol=e LEESAZASE £~ AS
46.217.2.123 dv.iprimus.net.au NODE_METWORK, NODE_BLOOM, NOOE_WITMESS {1037} Australia/Victoria AS38285 1 =
B (v MISHI0IE §20M2E LEES 201 BAISIAL, I
o - 1
22X OlO|NO| 2 X2 95
[2001:0:5ef5: 797247 3:849:bc0d:51f3]:8333  /Satoshizl. 151/ (70015) 517464 - EHTHE |2 (HE S8 & +T0IL, Xl [R)E
Since 2 minutes ago NODE_METWORK, NODE_BLOOM, NODE_WITMESS (13)  se— o=z Al 0l 3.
iyivnom@ddmadob.onienB333 T /Satoshi0. 1507 (fooisy Si7ded - T Tor network ';: = 2N S HoES 206N FUE UHE ESU IZESD
M TWORK, NODE_BLOOM, K WIT| {13} — 1 =1 =
DDE_METWOREK, NODE_B 1, NODE_WWITMESS { TOR Bl 0] 220 UEIY 2 Qs 20,

15ince 2 minutes ago

* Xt& & X : https://bitnodes.earn.com/nodes/

yoivnom4d4d4dmxx4dob.onion:8333

Uptime 76.25%
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+ 80 & =2 Big &F - Python &5

= HX AMOIEZ2 APl MHIAE 0|26t 22 HIEZRQ HERINAN 8SS2 & 2 BigE 2. Otd 2= 2 &

1# HIEB WEHIY TS 2 WSS REEC ~ |l page 16 loaded.
2# E'E : https://bitnodes.earn.com/api/ page 17 loaded.
3# page 18 loaded. * & £X : https://bitnodes.earn.com/api/
4 # 2018.4.18 page 19 loaded.
s# OHNEMH BE (ZEH)
B# ------ommoomm oo oo oo Bitcoin Nodes
7 import requests 2018-04-01 21:58:31~2018-04-10 04:12:05
8 import time
9 import matplotlib.pyplot as plt
18
11 # 188 pagelPA|ZE ZZ(EHCH 0] AOIE= T2 seZE NHA IDIEHE RIZE. 11200 -
12 nPage = 28 “
13 if nPage > l@a: ‘
14 print("2 & HIOIRIZH HUF FHob Al0l 22 28LCh")
15 else:
16 11100
17 t=1]
18 n=[]
19
28 for page in range(l, nPage):
21 # HIOIE S 1eerf # RS} (Max = 1ee) 11000 '
22 url = "https://bitnodes.earn.com/api/vl/snapshots/?1limit=188&page=" + str{p:
23 resp = requests.get{url=url)
24 data = resp.json()
25 print({"page %d loaded." % page) 10900 -
26
27 for 1 in range(len(data[ 'results'])):
28 ts = time.gmtime(data[ 'results'][i][ "timestamp’])
29 t.append(time.strftime( "%y -Em-%d HH: 225", €s))
38 n.append({data[ 'results"][1i][ "total_nodes']) |'] gén 5cl|{| ',r5',[| ]_ﬂf:]lj ]_2'55 ]_r,f:]c. 1]"50
31
32 t=t[::-1
33 n=n£::—’|;|| v|LIn [5]:
> History log [Python console
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1. HHE2Q HERIA L
+ EEX QIS X
» EEXC OOIE= OteHet 20l S S 62 Hell Ltk & 2 A4E. Otell dlAl=2018.4.11 13:41:0201l & Hl MHE SFHCIC 517, 7078HM =5 <.
» XX EE (28 #0)2 2009.1.3 18:15:0501l SatoshiJt éﬁo?_F 2. > Genesis Block
» SE0H=HAE, Ol SF 6IEHS HAl 2t S = 80 bytes®Z AL UL, Hel HHES E Hell ==, Coinbase Hell, Transaction? &2 2HEN US
- SEHO0IEE 2F Al 222 QA0 FICIN IS0 YD, SSSS MR A0 Y22, EE H0IEY LSS HMPS £+ AS. AX, HEIL Y
Moz Zote
- E= 3¢ =5 #517,707
i =5 dll Al : 0000000000000000003de395ad668699c0cbc2236585d585f0d99%e.. ..
1
0ld 28 212 | Version 4 bytes | 20000000
. [ Hel i
(Chain) | Previous Block 39 bytes 00000000000000000002098ab5se2ac4d5
' Header Hash y ab6f9cc3cc8c764dcaecd5a9c6290523
\" = = 19¢c6d65057762a53c153b681b3adb6d46e
- =500 Hisido Foot 32 bytes | . t50aaf7236chbd9eebab365ed6dbE £=5H
/
: Timestamp 4 bytes 5acd91de = 2018-04-11 13:41:02
|
I Hell LIS Bits 4bytes | 17502ab7
1
‘\\_’ Nonce 4 bytes 5c81558
R . Transaction count | 4 bytes 05e8
! .
| Coinbase transaction
\
~ 3l o= = Transaction #1 == golg
=5 ol o
Transaction #2 Hell S
Genesis Block
Hel e
Transaction #1512
HEDC HERRAL E=HMQ! J1=9 0loH — Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved. 22
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[l

=010 2=

E529 HA (Version)2 HIEDQI S/W2 HAE HE . S/WIt HH0IELHA FIIE J|S2 Version2& HE A&, Genesis block2l version =1 0l 1,

version = 2,3,4 JtX| JA#EICHI} 8= BIP-9 EE2 2 Soft ForkIt Z&E [ MinerS0l 0™ JIsE XIJAGt=Xl EAIE.

Previous block header hash= 0I& 25 GG Al 2te. 0l g2 01™ EEE Jlcldl= oAl ZoIH HE2S 6t), EESS M2 HZE 0

= 22 Hell Y (Transaction)0l HEAEIH E5 GG 2 GHAl gt0l HISI22 OIS 25222 HE0 BHE. 259 3

Merkle Roote= Hell LHHE8 Roust AE 2 (Merkle Tree2l Root). 28 Hell LHH 0l B Z 5™ Merkle Root)t HEEISE 258 GG Hotd, E5 dlH2 6HAl

2t0] B5t22 252 M 2l0l ZHA. Merkle Root= S& Helidl 0l S50 EMSH=X &8 T AFEE £ AS (SPVIL XA Helidt 0l ES0l A XHSH=XI &

Olet M& AIEE).

Timestampi= 0l 2501 M4 E MW, A2+, Al2t2 UTC ( 22

Bits (or Target) 2 Nonce= Minerdt E52 M8 [ S5 oAl &2 2=t 20| U (HO0IE H=). HLHSH S5 Al 20l BitsOll A X AISH= &t 0I5t (2

S oAl & 222 09 M=)t &I == Nonce &t £330k &. = Miner= 0l ZHE 2HESH= Nonce a2 &&= 20| 2242, (Al LHSE=2 Mining BHOIA CHS)

Ol E=F ol XtM2 HAl 2t MEEN UK & S.

Transaction Counte Hell LW 2l & i<,

Coinbase Transaction® MinerJt 0| E52 448t OOt
2

L2t Miner AAZ M)|= A HEDC & ezt

2 (8= 12.5BTC + Fee) XJ| X222 £3dt= Helld. LIS 5 It XIZdt= 20l OF
MHOLCH (2 102 OtCH) 12.5 BTC (8 JIE22)4 SItE.
. 0l 250/ ESH0N SEH (H&dl= 01F 6

Oot2 B2 2= AIAEY. > HEIQ UHERIY 84 220Ict & = AUS.

=)
07
Lo
e
J
un
=)
=t
?
¥
Y
un

Transaction HIEDQ HIE/INAN st (2102 S92
20

= o
=T
Ol 21& s2& A, Minerdt 0] HellE2 s¢

ro
N
S|
&
=
5
®
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g
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+ =SA2 ol &2
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&
=
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Im
Ed
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(2]
Z
o
o
(@]
3
(@)
I
o
>
5
e
2
x
>
=
[/l
Hu
é
e
o
L=
@
Il
n e
e
o

US. 0l AHOIE= 3rd—party APl AHH AIOIE=Z B2 HHIAE K36t /US.
d 102 OiCH 4 E. (B2 102 OICH HHE S =5 H0IEoF E&))

e -
- =<

e e ) @ Blockchain Luxembourg SARL [L’lj\] hitps//blockchain.info/blocks 5 -i'fr 71"5 I =

BLOCKCHAIN WALLET |O_ BLOCK, HASH, TRANSACTION, | GET A FREE WALLET

<< Previous Blocks mined on: 11/04/2018 Next >>

Height Time Relayed By Hash Size (kB)
& —» 517731 (Main Chain}) 2018-04-11 18:03:40 BTC.com 0000000000000000000di5a34a4180205916cdebac?b391d9d53f5047 de918M5 1,055.38
517730 (Main Chain) 2018-04-11 17:30:21 AntPoaol 000000000000000000222b062ce2fadbb70047b41a85514b264fe8a6417504ec 22308
517729 (Main Chain) 2018-04-11 17:28:19 F2Poo 0000000000000000000921Tceb2f0727ebBbed2984adchb60648dfa%95fdd1e9¢ 231.32
517728 (Main Chain) 2018-04-11 17:26:49 BTCC Poaol 0000000000000000002882907b05d6591dcbef83b996e303564caTbleldeT25 91534
517727 (Main Chain) 2018-04-11 17:26:35 BTC.com 00000000000000000022d2:292318274095f2934d3fd6bc087083e6abfbedfal 1,024 47
517726 (Main Chain) 2018-04-1117:12:24 BitClub Network 000000000000000000182a%c16be3bdf282c69795021336f922cf24246bT92f 136.55
517725 (Main Chain) 2018-04-1117:11:52 SlushPoo 0000000000000000004794Te29d0daec21c70cT487dcd 1 1cbibfib2ead0167 3 948 .47
517724 (Main Chain) 2018-04-11 17:07:36 BTC.com 000000000000000000152657cbe787b1caalblbd58b1ddE653bal52a90a%0fe 1,065.45
517723 (Main Chain) 2018-04-1117:07:13 AntPoaol 0000000000000000001101767253c744d86113e7ad58.296729c4cff2b085¢: 1,204.37

HEDC HERRAL E=HMQ! J1=9 0loH — Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved.




1. HIEZC HERKIA IR
+ EEAHQ GIOIE &2l - 25 6l (Header)
= Olc LHE2 517,731 2 22 6IH 2. 0| =52 2018.4.11.18:03:400| MU, S 1,323 M2 Hel HES JHX1D US.
Height 517731 (Main chain)
Hash 0000000000000000000df5a34a4180205916cdebac?b391d9d53f5047de918f%
Pravious Block 0000000000000000002e2b062ce2fadbbT0047b41a85514b264feBab417504dec «—— 517,730 H E2 52 SHAl 3t
Time 2018-04-11 18:03:40
Difficulty 3,511,060 562 899 72
Bits 391129783 & X : https://blockchain.info/block-height/517731
i == (R ZCE=EMAHS)
Number Of Transactions 1323 «— 208 = N o 5T == =Je
Qutput Total 6,498.90301862 BTC
Estimated Transaction Volume 88515704864 BTC
Size 1055375 KB
Version 020000000
Merkle Root Ecb40dbeb117638710b31fdeS7 7149167 cbe1cbedr 343973260058 5420d6eBf
Monce 1513409972
Plock Reward 128 / 1,323 Hellot X8t 242 8tH. Hell & 22,8002 HCE X260 U=,
Transaction Fees 0.51052947 BTC (BT AIAI 7,39,1000 =& Al)
HEDC HERRAL E=HMQ! J1=9 0loH — Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved.



1.HEZQA UERAT N

ESHQ oIy &el -
= OteH LHES 517,731 ®

Hell LW (Transaction)

E29 Hefl WYY (51,323 ). H HM Hell LHE 2 Coinbase Transaction®. &% (Balance)2 25

d79d58812367d4a1173abab247 040923767 adflf5 34045087 a 1ced303fbiab2 (Size: 243 bytes) 2018-04-11 18:03:40

No Inputs (Newly Generated Coins) =g 1C1mCxRukix 1KfegAY5zQQJVTsamAciZpy -

Unable to decode output address - (Unspent)

(Unspent)
0BTC

13.01052947 BTC

(Fee: 0.0025 BTC - 240.38 sat’'WU - 961.54 sat/B - Size: 260 bytes) 2018-04-11 17:52:50

£ X : https://blockchain.info/block/0000000000000000000df5a34a4180205916cde5ac2b391d9d53f5047de918f5

TeT6558dd93b6be 07457311 16f6e 10beacid 1b3dibd2ecTbdb3c4bbedcS923f

1KT23Ug1CqsJ1arsTdSrPTcfD3eZFUJGKC (8.65176 BTC - Output) mp  18WhCv4Y6rsgme1KSadZDsyHuSCNxdQ4M - (Spent) 4.975 BTC
1KWCRyGFggdesybMzY MAnyTXAFrSGLwsaC - (Unspent) 0.070446 BTC

T 1KT23Ug1CasJ1arsTdSPTefD3eZFUJgKC - (Unspent) 3.603814 BTC

28 N2 =A (B NZ0A 202 X202 LINA S2#S. 8 He CHAl TrRAIH 22 AAIBE X2 A 6.64926 BTC

3377d772e6df5abBecf4565eaf00309662d749b7 1e1bdbdd16fe575d482b7529 (Fee: 0.001695 BTC - 188.33 sat/WU - 753.33 sat/B - Size: 225 bytes) 2013-04-11 17:47:40

- ==~

13.01052947 BTC <

Ol JI1S& 210] Ot

Coinbase
Transaction.

0| S5 M4st
CHotZ Miner2t Ol
2 JtH&. 12.5
BTC= &2 &
= Ao, LN
Xl= 13290 Heh ot

NES es

(Fee) &.

1BescTLEZRmMKBXQoUn1Fob2jrLFeNELS2 (0.15190894 BTC - Output) mp  1DVityftgLkimJn1hASGCLnysDBpgbN3XS - (Unspent) -7 00526328BTC N ATH A
1f767kVLmemDgY 2MNS5SvEn2Wodkjokd AHW - (Unspent) \\ U 1]9?581 14 BTC - ;gl_ ~ 9
f ~ - S T
- T 0H
Spent= 0/0] AL (AHI)&F 24011, unspent= &5 AI2E 4 QU= THHQL, 0.15021334 BTC - e
(UTXO)
e6361de048288d3310587059a5F160928ea 13069611 0bd0ba0282 adcle55a24 (Fee: 0.00612 BTC - 188.19 satWU - 752.77 sat/B - Size: 813 bytes) 2018-04-11 17:46:50
1JvJq5DZVw3nFaJ1cMPkxnVWTBGECEBY (0.7566463 BTC - Output) mp  35grUIntqEYXJ7aiXKyWDA8CvGBHfixGe - (Unspent) 425521079 BTC
1Cob3DdvF8qGLJEWFoFYESQSMSQHHDY (1.06291953 BTC - Output) 18hCiINGJSMAT TsX5PZ2rmwwoAgZ6Uy TkHu - (Unspent) 003617875 BTC
THAcTkxHdAdz7pxRmNAKEAS2xkzr9jFHSv (0.84957251 BTC - Output)
1945345453 TkQ8d8fpBScPvysSHxq1ERSP (1.52782112 BTC - Output) ‘o _ -
} Ao @ 2oz £3S :
1CJTCEaqVxpvKYKsTRvGzuCPISEtemTu (0.10055008 BTC - Output) el i X2l RS 20tM 20 Ad 2= SESEREEIE
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1. HIEZC UERAI IR

L 22 50 2E - Python 98 (&l& M @ 1-2.BitcoinBlock.py)
= https://blockchain.info/blocks APl AHIAE 0|30 E80| MAET= A2t 2tZ 2 BEE 2FE. 22 102 S MEE ES6HE 2EHE
1# Minerlll 26 S=0| &%= Al ZFES 2hEEiCh ~
2# & : https://blockchain.info/blocks In [143]: sdf[@:28]
g Out[143]:
sy EE0| UNHTIE AIZE2HES RSEES 202 1 Helot index Height Time Hash
s —i— OILHH miningE E=E0| Z0OMIE HIHHEE = & 2ICH @ 1445 516282 1522628182 QEEEEEEOREOEPEOREREbG6eTbb3461adfle6atachc4f1a. ..
6 # Satoshi =2H= T0ls 2¥x= A0gD D12 1 1445 516283 1522628852 0OOGOGGEEEEE0B0PRE347da3Taff2720a21ddad7fadd74. ..
73 2 1447 516284 1522629473 (QEOEGREEE0E0028888110ecc3ccdTiB3aallfsodasifes. ..
z# 2018.4.12 OH0FEH HE (E’E”é@) 3 1448 516285 1522629858 (EEOEEREREEEEAEBERE4A5947aleeTeda3fselalevecelfa. ..
T U 4 l4a4g 5le2ée 1522629961 GAGEAEEEEE222888881dc7256ceals7ac23f17858e662c. ..
10 import requests 5 1458 516267 1522638173 QEOEEREEE00000000037acBebaiodEliebdad2edefdabls. ..
11 import time 6 1451 516268 1522631224 @EOEEEEEE000000008497abTd2de40Te4f4d3ef4a8b308. ..
12 import pandas as pd 7 1452 516269 152263260038 @QEOEEEEEE0000000801daT3c8Tba2485d8d2bad5%cchie. ..
13 import numpy as np a 1453 51s216 1522632382 (000000000000000003bblcd2556baeodfob71lebb773ea. ..
12 import matplotlib.pyplot as plt 9 1454 516211 15226336878 £EOEEBEEE0E0080688148112637153276ccbd24a5c5cqd. ..
15 18 1455 516212 1522633668 GEOEGBEEEEE0008808414badecoTEB6288T81329:068T46. ..
16 pr‘int("%cél MME 2= %‘I}IEI_IEP") 11 1456 516213 1522633755 (EOEARERE0E00000080cbE778d6leac5e51148eddledab. . .
17 url = 'https://blockchain. info/blocks?format=json’ 12 1457 516214 1522634884 QEOEAREEE0E0020883a3b756eToCal@cPrsPe2BrTR24G. ..
18 resp = requests.get(url=url) 13 1458 516215 15226356816 @EEEEGEEEEE0E00000EE0743alabddf3i7e9ala7cfE2b7e0a. ..
19 data = resp.json() 14 1459 516216 1522635295 @GOOEEEERE0000000001T42:867dT10d%e9Tde7oca 8218, ..
. 15 1468 516217 1522635327 @pEOEEEEEE00000000026eTdc725e74el17absbeeldl36c4s. ..
Zi header = [] 16 1461 516218 1522635871 @eeeee00000000000000bR%ee6c28TcShddldedb3da264. ..
22 block = data[ 'blocks'] 17 1462 516219 1522635947 (£EOEEEEEE0200000081eT32609a387e528ac8c6T598ab7. ..
23 for n in range(len(block)): 15 1463 516228 1522636468 QEOEEREEEEE08888883dbTI3c81132Ta73cld7efT23dBa. ..
24 height = block[n][ height’] 19 1464 516221 1522636514 (EEEEREEEEE0022PPE20aTe4e93ee@BT52aaa82T1dR5T0. ..
25 btime = block[n][ "time"]
26 bhash = block[n][ "hash"] T
27 header.append([height, btime, bhash])
28 2102 st MEE E59 60 32 (A42)
20% HHl &= === H=LCE
38 stime = btime - 24 * 58 * 68
J_
32# 0[H 102 =2 H4E =5 E2E HH=O
33 for nDay in range(@, 18): v
> History log [Python console

Ol HHERIAt E=ME! Jl=2 OldH
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1. HHEZQ UIERRI MR
L 22 5H 2 - Python &8 (&l& M : 1-2.BitcoinBlock.py)
= Miner0ll 2ol ES0| dHE A2t 24HS 28 22102 B =548 (X), EEBX =514 ()2 2&E
40 data = resp.json() Al e E;E olml = 1o
oy 2018-84-16 8e:16:24 HHE =SES SIHSLICH
= block = data["blocks'] 2018-84-09 8e@:02:02 HAHE =SES SIHSLIC
43 foer n in range(len(block)): 2018-04-08 00:06:00 JIE SES HMESLICH
N height - block[n][ height'] 2018-04-87 8@:11:17 HAE === SIHSLIC
45 btime = block[n][ time'] 2013-84-86 @@:18:25 HHAE EEZ THSUCH
46 bhash = block[n][ hash'] 2018-84-85 88:00:35 MHT EFE HHZLIC
47 header.append([height, btime, bhash]) 2018-04-04 pe:00:46 HOE =EF= AHSLC
48 2018-84-83 @a:01:28 HME =SEE LHSLICH
49 stime = block[@][ 'time'] - 24 * 68 * 6@ 2018-04-82 EE:EE:SS HHE EEE SHzUCH
50 £ 1685 M == #IHE HHIFSLICH
51 df = pd.DataFrame(header, columns=['Height', 'Time', 'Hash']) b Mining M-‘«‘I‘ 547 (_?F_j
52 sdf = df.sort_values( Times") EEOAL = 513 (&)
53 sdf = sdf.reset_index()
saprint('E ¥ M == HHE SHFSLUICE" ¥ len(df L N
;5 P . == = (df)) Mining Time Distribution
se# S5 MM 49 AZF ZX 2HE 350 -
57 mtime = sdf['Time'].diff().wvalues
58 mtime = mtlme[np.lngical_nnt(ng.isnan(mtimejj] 300 1
5o print("E T Mining AlZF = %d (F)" % np.mean(mtime))
68 print("EFHI} = %d (Z)" % np.std(mtime)) 250
61
62 plt.figure(figsize=(3,4)) 2001
63 n, bins, patches = plt.hist(mtime, 38, facecolor="red', edgecolor="black', linewi
64 plt.title("Mining Time Distribution™) 150 1
65 plt.show()
56 100
67 # 5= O[UHl W HeH2t miningE =HE
685 = 68 * 5 20
E9p =1 - np. exp(-s / np. mean(mtlmejl:l , , ) o . [ — . :
7@ print("ST OILHH UH HEHOH Mining® HE - %.2f (%)" % (p * 100, '%')) 0 1nnc- 15n[:- 2000 2500 3000 3500 4000
B 5= OILHH LH }IEHJP MiningE EE = 42.17 (%)
w
» History log [Python console

HIEDQ HERAZ E=EML! Jl=2 OldH
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CHIEZQ UERIA R

™
g

o : 1-2.BitcoinBlock.py)

Hell e = 0l Heliot MlnlngE101 S50 SEH= AMZS HES FEE. U AU S E50| ddH=s S+ 0SS 228 21, E50| ddE= Al
2HH0l Oigt 2X= X+=2X2E IUS. 0l OiMUA=E 250 &= A2t 2HE EHolYLlz N+=XLE 0|E8&
XN+ZHEE 0|20tH 0l EHES A4 2 & US. BZUIIAIZt= 22 102 2t ES0| MHT= A2t 2HH2 2= gt

, (21 : 20084 Satoshi =229 OIXIZ B&)
Satoshi Nakamoto2| 2008 & & (Bitcoin: A Peer—-to—Peer Electronic _ _ _ -
_ The recewver generates a new key pair and gives the public key to the sender shortly before

Cash System - 25 2A #X)0l= Z0ts 22X = 8Y5t0 US. signing. This prevents the sender from preparing a chain of blocks ahead of time by working on
it continuously until he 1s lucky enough to get far enough ahead, then executing the transaction at
that moment. Omnce the transaction 1s sent, the dishonest sender starts working in secret on a

p (t) = Je —At parallel chain containing an alternate version of his transaction.
The recipient waits until the transaction has been added to a block and z blocks have been
linked after it. He doesn't know the exact amount of progress the attacker has made, but

T assuming the honest blocks took the average expected time per block. the attacker's potential
p (t < T) — j e At df — [_ e _At] T progress will be a Poisson distribution with expected value:
0
0 A==z q
P
= 1 To get the probability the attacker could still catch up now, we multiply the Poisson density for
548 each amount of progress he could have made by the probability he could catch up from that pomt:
w o E = [ 2=k - _~|
300 Zf]‘e __{Q""IP} fk=z| < IOl 82X

p(t <300) =[-eX] " = —eS8 +1=04216 & B | 1 ik

Rearranging to avoid summing the infinite tail of the distribution. ..

- J{2f 44 2 0l HehJt 52 OILH0I MiningEl0f 220 S=8 282 -
o 42.16% 2. -2, (1—(q/p)*™)
k=0
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1.HEZQA UERAT N

[T v = R o T R -SSR

[ B (S Y [ [N Ay (A [ A R Y
[RERRET == i == R s R TR U CR R (R

(A& MY @ 1-3.transactions—per—second.xlIsx)

S HEDQ HERI= = & 2 3 Hell (Transaction)E XMl (5Q)ot US.
=SS0 MAdL= A2t 250 Z&E = Transaction=8 S3d0lH = & X c2lot= Transaction =8 SHE = US.
OteH OlAlE =2 18 2t SXE Transaction W42t 2Z2 (B2 =3.0M, E=EX=1.22 H)
A B D E F G H I J K L M N o) p
=0
-t | EE
= T

2017-04-25 911 2,450 H= | 308 |BEEHA 1200 |
2017-04-23 14:58 5,533
2017-04-23 20045 3.000 12.000 R ol A M
2017-04-24 232 | 2.683 =2 ef ol G AHY Sel+ 2=
2017-04-24 819 2,250 10.000 160 -
2017-04-24 14:06 2,283
o017-04-24 1953 | 5,550 .000 140 7
2017-04-25 1:40 2,483 120 - T
2017-04-25 7.27 2 550 5.000 Loo
2017-04-25 1314 4,850 <
2017-04-25 1301 | &717 4000 W 80 -
2017-04-26 0148 2.533 i L Tl i a | T

. vl (N (I ]|T||||| i 60 -
2017-04-2F £:35 2,500 5 000
2017-04-26 12,22 3,467 40
2017-04-26 185 03 4,400 0.000 20 -
DL o] RS EeE R ST ELERL L L EL S T .

4275 : 2038855688882 000055868888 ) o
o017-04-27 11:30 | 3.400 R L L L R EEEEEEE e e S S B S e S M et i 11}
2017-04-27 23.04 4,750
2017-04-28 4:51 2,850 £ | httpefblockehain.info/ko/chansAransactions-per-second Mimespan=1year

HEDC HERRAL E=HMQ! J1=9 0loH — Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved. 30



+ 22 Size MI&tD HIER QIO &F A (Scalability)

EENCS 2 EE2 A= 1MBE =& £= 8. =JI0l= 3712 HEH0| LA XICH DoS 22 S92 JisA M20) Satoshilt IMBZ HZ I &,
M= = € 2 342 Transaction2 Meldtl A0 25 3| MEt 2 FE2 2L, &= TransactionOl EII6HH SHIJFE = US.
orek HIEDQIOQ| JIASIHZ Kiel &H0F & MEH) D2l AF2ECHH Transaction0l S U SO 210|182 & le Mol S22 = 2 SHIJF LME £~ S,

1
4>

Transaction2 &JI6t=0l, A2l 20| MHSHEO|2lH, SIS ER=Z ol +=2J 2220 HOHXIAH &l 12, Miners2 &2 =& XI205ol= Transaction =0t
=ctAl 5016t = 0| LMs A Metd Hell =21 X A4S0l SHE SME £ US.

SIS = US.

-
ro
8
[
==
oo
on
%)
O
o
QO
g
<
==

W

Oleist 2 HIE HIEDQIC| Scalability A2t &. 1MBel= 25§ 3D

£52 3J0|E scldH dX =ES2 S/WE S 1d0ISaH0F & 2RI/}, d2fddH &0 =2 MNMAEQ &2J OIFHMOF &. &2/Jt 0|FHXIX e
AEHOIA 2 B0IEE ZEsH ESXMC0 F 2 Eeldes (HWERIAI 2eld) 40| LMEHII = & (Hard fork).

Scalability 2XI 2} (&% =2|&) Transaction Malleability 2XIE i Z235tJ| 2Idi 2017 88 Segregated Witness (SegWit) 7150l FItEIAS (Soft fork 24]) .
&NZ, 20174 Soft fork HA O Z SegWit J150] FILEIAUS M L2 BHHGH=E FHSO0l UAS (LS Major=2 Miner). 0152 252 3J|E 8MBZ &dl=
Hard forkE &I&45t04 HIE FHAIE EHHAIZS. HIEDQ A= Hell B2 SHOIHW Xel S8 St AU (3HH S22 2 X010 IHAl2k= 0182 22).
SegWit0ll CHal A= Hell (Transaction B0 A, ForkOll CHoH A & Mining ®0lA XHAISI CHE 22 2)

HERC HEAA} =22 MIC! J1=2] 0lal — Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved. 31



1. HEDR UERAI Il

+ HEDQ A& : &

<

ArE

= HEZIDQ X2 Key 2|, &1

» Full cE0lAS XHE2 =5AH
Higf &8t §Efel X2, 1
D

A =®O Xl
Ztel, Hel M-, Hell 21, Hell WY &2l S2 JIsS 88
|l CIOIEIE 25 &2lot) A2 912 J|s2 2F g1 AHoHH &g

Lt EEXH O IOIHE
= Lightweight (SPV) XIZ2 E2

Aol cliole It

ooz =4 Full =0 2=k &. 0 Xl

sAl/&2lsts "ol 202

g+ US.

I'|0

= y
Z2IoHOF 6t1, Hell Md & Hell oIS &E 22|oliof &. =EHC UOoIEHE 2E 2elstXl 20T Sl OIEOH CH &t
UOH, EE dIHUSZ IS0t 6l)] 20 &0 S&EMZ (Bloom Filter, Merkle branch 215 &).
= Oteiel XI2H App. (Bread wallet, Android wallet)S2 F=2 Lightweight (SPV) 2 EN0IH, €5 App. S 26l AI261D] {6l 3rd—-party APl J|s2 AIE6t=
HEL US (H2|A4). 3rd—party APIE 0|28t App. E2 20H0| FAE EH0f| R22=2 JHE UHEAGHA 28 HEj2 X2
BRD - bitcoin wallet
— # Android — . =
9 m Source code
. https://github.com/voisine/breadwallet-ios LRI
Screenshots whme  Asste sach # Control over your money Bitcoin Wallet ® 21 Apr Donation for Bitcoi... +6.26
e - B — = Simplified validation
: - ® 19:29, 17 April 1
S217,030.45 ‘ - & N . N s o This e Donation for Bitcoin Wallet  +13.09
: n O \‘ : :E’ " payments. Howeve ® 17 Apr Donation for Bitcol... +1.00
- ':H“ T — Secure as a fu ode like Bitcoin Caore .1ﬁhpl . - ot
m b / £ Basic transparency ® 14 Apr 1896 PELVTLIK N -1.00
= L Secure environment
: & Basic privacy
@ Full control over fees

HEZC HERAIA ESHE! Jl=2 0loH
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Hell (Transaction) A4 A
=20l &9 (EI} MY MA)

—_—_ OO

Ol At

X2 . Wallet
JHQl3| : Private Key

1. HEDQ HERT K
« HIEDO X&2 : JHEA, M2 ST A&
= HIEDQ XA M3l (E2 HIL3I : Private key), ZIH3| (Public Key), XI2 =24 (Address)2 R &0 AS (Key2 EEH).
= HIEZQIO &z X0 2= A0| OtLIct HERD &2 S SHMLAU JIZELN US. Hell HF0 == FH 201E &4, 0| S 202 ArE0tXl &AL
£ JIS= (UTXO : Unspent transaction output)0l sH& X|22] &1 (Balance) &.
= JHeISl=E ESHAUN JISE W ZNE AEE M =2 S (X MY : Digital signature) 222 A& 1, SH3= Wt ABRCH=E At S OE AHES0| &
OIS M AHSE (MY &0l). JHeI3E WOt E&6t1, K3 S CIOIE &0 SHEN AUS.
= N2 FAEHEIQAS F0 LS M ALESHD, & XIZ0A JHRI31, B3I, X F=AE StUDL OtLIEH 0e] JHE At2dtes 2401 23 (¢HE ).
= JHQISIZ BOH3IE 2SN SHIIZ X2 F=AE 05 (B0 LE2Z= oHF). I 21D AY2H I X2 FAE HHNEX HEE = US
= QHOFJHQIS|IE SOHCIH SSHAM JISE H1NEMEE = 8lS. > g8 NL2= 53 HIEIC2 36| OlF= AI8E + 8lS

Random M4 (£, HY 2Z0|L}, &0 S 2SS seed= MA)

v

Q=

23| : Public Key

folbfocdabbdfef341682ddabbb2 fof 111834361 c132653bAfB857063167062b10
l Bl Yek= ot

ez M- %
04f 5aabeadazBbab29cdedasdad3 2531 Jcabddbt 4dbecbS ¥ Y Ofc513d 7 b3a T80

v
A

v

Address

T7139a81 11967 dcf f3ch13abcthbbrba62bbEs63dia52 ddbdbie FE56a b3 19002

S ol %
— — 0O

=

gHCH

00

l 232 A (B3] > SH3 HAl > =)

< 1TMF91inxgiFAMHFf7J9Lkzhj2P3QX7VZBa
3N7zvrSFQL5zA2KgxrmtzB2z8PY4UScXD3v
bc1agwb08d6qgejxtdgdy5sr3zarvaryOchxw7kv8f3t4

HEZC HERAIA ESHE! Jl=2 0loH
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1. HEDR UERAI Il

+ Hell (Transaction : Tx) M A

= Q| 0l Alicedt BobOllHl 2.0 BTCE 2 AEHR! (A). BobOl Candy0liHl 0.3 BTCE 2= Hdl (B)= Inputdt Outpute & 74 &,

* |nputS BobO| A2 Jts8t &1 (UTXO : Unspent Transaction Output)Jt IS Hell K& (A)Q B2 (EQIH 9E). 0| EE= EEAHN JIETH US.

= (A)2 UTXO= 22! Bob 80| AIEE 4= QTS Bob2l 23] (HAIZ EIF =UAS. Bob2 (B) inputlll 0l &2 HXIE E = U= IIE MAIGHOE &,

» B2 X HHE OS2 X MY (Digital Signature)2 o1, At & SH31E input®l MAIE. Xt A2 HQI3IE X112 U= Bob2t & £ QU
» Qutput2 CandyUiHl 0.3 BTCE EBUHli= LHEW LIH XI= CHAl HAOIH BEWHOH:=E WSS JISE.

» |nputl SHUS 2.00112, Outputl SH2 1.95 BTCL. Input S Output SH2| Xt0[Q! 0.05= £=4+Z (Fee)= Minerdt Hell S22 tHot= It A &.

= OFOF QutputOll CHAl XtAOIH EUlE &S0] iCHH =22 = 1.7 BTCIOt &0 Minerdt 2% JtA 2. > X2 Z2 ]S 0t [ 2 AIE Y.

» =23} QU0 (Fee = 0) Minere= 0l HHlE S50 E&AIZIX ZE A0I22, 0l Helie ESHMM =IO X &, > Helid SQUEX %S,

» &= Candy’} 0.3 BTCE AIE3dt2d{™ BobO0| CandyOlH 2Y Hel (B)2 OutputE & XdH 0k &.

= BobO| CandyOiiHil 0.3 BTCE 2 M (B) =22t HIERQ HIERIDAzZ &E.

= (B)2 Input 220= Bob2l A NIt IS AKX &1, Outputlll =2 = IS UK LS. MetA (B)2H IIX D= =428 HAE £ @13,

= MinerJt (B)E =4I5HH InputOl Jt2l3l= Hell (A)E #Z0610{ Bobll #NE 20t WA =+Z 8 A &S

= AliceJl BobOlIHl 2t 2.0 BTC 012/0il C+& A& 0| BobOIH 2HW CtE Hell LHH 2l Outputtl = BobO| AHSE

4
30
rr
!
kJ
A
30
o
1
30
00
v
o
!
K

(A) Alice & Bob Bobol UTXO (B) Bob > Candy (C) Candy >
/
Input Output / Input Output Input Output
< o Bl Bsob:208TC |< o O 6| Candy : 0.3 BTC |« o O~
Other : 3.0 BTC sz qo (0| Bob:1.658TC
AliceJ} BobOlIHl 2.0 BTCE EHY Hclf LS. BobO| CandyQlJl 0.3 BTCE EUl= Hd & &. &< Candylt =2JH0l[H £ &
Ol 2= =FHM20 JIEEAH /US. +=+5 (Fee) =2.0-0.3-1.65=0.05BTC
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1. HEDR UERAI Il

+ Transaction (Tx) @& & &I} (Relay)

= BobQ X2 &2 7&0| LA Transaction Tx (B)E MASH & X140 €1 U= 212 “EEUAH Ol TransactionS E S8 (Tx HIAIKI).
Tx

- 2 LES0

L
—

£ 2ol A YN MALJA=X 2S5t &8I (Relay) &. Full ==J1 Tx (B)E &2 Xtalel ESH Q! HIOIENA Tx (B)L InputOl Jtel

Il= Tx (A)E & O0LA OutputOl Bob2 UTXOQIX| &QI5t1 (BobOl AHEE == U= &1t &=X), Tx (B)Y Inputlll 18 & S4Z UTX0S AHEXIF Ecl=X

(Tx (B)J} BobO| A& 8 210] =X, BobOl AF2E AEH0| U=K]) &Q1EH (Tx (A) Output K= 2= Locking Script0l 12, Tx (B) Inpute € 4l= Unlocking
Script &. LIE 0l Transaction B0l A XtAISI CHS).

» Ful tEJ1Tx (B)2 REHS HEE R0l= Xal0l 2D Y= 22 =S Tx (B)E BIE. > Tx (B)= HIERQ HIEKIAZ HALZ.

= Miner =S Tx (B)E 228 Full =2 S5 R4S #0160, HE Tx S SMAH MZ2 252 448 = Full cES0 24,

_|
X
@
T
H
|
o
[
J
(=]
0=
0x
ual
(=)
S|
I
njc
J
é
=
=]
rsz
lﬂ
w
(@]
O
(=)
@
Q0
|
Q.
<
2
]
I-lI
rlr
|
ol
N
e
!
n
by
0o
[
>
rr
(@]

|2 2501 64 = O FIH=/0{0F O HeH
Ot 283| Sl Aoz mog (LSl Mining HOIA XHAISI CHS).

» Full &2} Tx (B)Q InputOl Jt2l31= 22 OutputOl AIE I8t 121Xl (unspent), OLLIE 0|0 AF28H &N QIX| (spent) & 015l 8HHE UTXO setS 0|12
& Full &= UTXO &0l {8t 22| DB (UTXO set : Google LevelDB AIE)E 22I5t2 UAUHA DE22 Tx (A)2Q Outputs &2 £+ US.

» Full &= 0l Helid =& 5028 F0l= 0I= XI2 (Double spending)2 & XI5HI| {10 UTXO setlll 2I12& Tx (A)2 Output AEHE “spent” AEHZ E A&

[ ==Y

SHe 1= & Tx (A) Outputd LIS0I HHH = 20| Ot (S0 JISE HUE2 HHE = AS. L= MHAI g0l EctXII MHE).

I_I
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1. HEDR UERAI Il

+ Hell M 2 501 #EX}: BobOl Full EEQ B

» Bob2 AlicelllJ &2 2.0 BTCE AIEE& &= 1), 0] & 0.3 BTCE Candy0llH £
LHedi 2 &. Bob2 Full == 0lA Candy0llHl 0.3 BTCE 2Ui 1] &.
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1. HHIEZQ UIE

A3 N

+ Hell s¢l

= 0| AEH0llA BobOl Tx (A)2 0.3 BTCE CI2 AU EWHA D 8t UWIER A &
= Candy<= Block 10301l 2IS& Tx (B)2 & W Outputll JIS& HIE
= Bob2 Tx (A)2 Output2 O Ol & At
= Ol D& 20 SEs2 A2 Moz HEDN YD

010! CandyOllHl XI2 ER2E=Z O 0| & AISE

_______

________

1apesH

Block 100

0|0 AIE23e 8= Bob2
UTXOJI Ot (Spent AHEH)

A o
—I—E:HA:::

£ (Block 103 &1)0ll 21=£38t2 Bob0| CandyIH ELH= Heldr (1R

# 22 SSH2 Cole= Ol 2S. Bob2 Block 1010l JIS&E T

oIS

L=

228 £ D, Tx (B)2 S8 M Outputdll JI== HIE
(Block chain), Tx E& A2 Output Inpute2 ™

2012 A
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0I>

Tx (A)S &DE A

AEE &= US. BobO| RE A
AEE = US.

HC K U2 (Transaction chain).

Transaction Chain

. (0= 60 B2 2

Block 102

1apesH

1] T
Transaction (A) 8
@
Block 101
Block Chain

oA CandyOll Hl &S28t X L.
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+ Hell MA 2 =01 X : BobOl Lightweight (SPV) =&

= Bob& AliceliiHl &2 2.0 BTCE &~R7otld A1, 0l S
o o =

= Bobl Xlz2 E=AQ HOoIeHE It

0.3 BTCE Candy0llHl EWe D
EGIHCH X2

Rlalalatalm a/e)

col YR

& Bob& Lightweight (SPV) = E0l M Candy0lXl 0.3 BTCE 2.

US. Full =2 EF 6IHE sJ138 &, A2 UTXOE IHAl &2l &

(1)Bob2 Full ctEEW EE 6 28 SIIstot Y1, RtalQ X
20| AHEE £ e &1 (UTX0)E 22l5t A= AEH. Bobl
X&e Full = E2 S2dtAH TxS Input, OutputS M &

(2) MHSH TxE 22 =ES0HH HSE.

(3) 212 &&= 0l TxE UWESA0 Relay &.

(4) Miner =7} Bob2| TxE Z&st 22 EES MAE

(5) FUl=E= ME22 E82 XAl ESTI0 228

(6) FUlE= ME2 ES0| MZACHD CHE Full = €2 SPV =S 0

IS FuUlE

CIOIEE

2eds. SPVEE= Full =20 E5

BitCoin
° S5 44 Full Blockchain node = SPVOIXH = ol 2, SPVIL XHAI2] Helidt 0l EE0 Z&HEY
s =X #olg £ A= MZ (Merkle branch @t Bloom FilterE St 8t
% Full =& BitCoin - == —| Blockchain = e L ~ . ( = T H=st
% 5:1%?:_ Jfz1ninimiiaiala) == % Tx £)8 BY. SPVe XHAIQ TxI 0l E50 JISLA=X HEE
Full £ S = A1 (E5 Height), 412 UTXO set2 HOI0IEE += US. 0
E

Miner =&

% Blockchain

Ol =Jtel® 0 TxIt 2 &E sUEUCHD THEHE

HEZC HERAIA ESHE! Jl=2 0loH
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1. HIE3QI

HERKIA I

+ Hell M4 2 =0l R : 3rd—party APl client X212 2 (HIEZQIQ E= EXl= OtY)
= Bob2 AlicelllH &2 2.0 BTCE 2735t U1, 0] & 0.3 BTCE CandylflHl EUicd ] &. Bob2 3rd—party API client =t EE AIE56I10 US.
» Bobl X2 2Z HHE |EH BIB} X2t =EALE IR D US. UTXO 23], Tx A&, Tx 22 &2 3rd—party APl AH Ol 2/&& HEDQIS M A= 0.
Candye| L (1) Bob2 KHAIO| ALRE 4 U= UTXO REE 2202 Xtalol X2
¢ Lightweight | SitCoin m % = AR5 o n S MAEID, A SH
(_Bob2 = [ o Te|l To|l T Block- UTXOZE AtE0tNH T2l Inputt OutputS ooOI'J_, et TxE
— _— . E_‘T"_ol_| Eo I‘|A cCt ~ St o
!m ) H2Y B e chain APIZ2 EL_H HE HEf3a=zZ ol &2t RFE Bob2
SN 8ol 9 - UTXO X312t Hel 210t APl MOl 2&6tD Tx = 28 AE8
Riviadue A (6) 2= (alEl) SI135¢ = AUS.
L Tx S 2F = S (2) APl A= Bob2 TxE 212 S ES0HIH &8
— (3) 212 =E= 0|l TxE UWIEK3A0 Relay &.
(5) 2= =7} t” - (4) Miner =7} Bob2l TxE E&tst 22 S22 MAE
e (5) Full tC= 22 222 RHAlo 22X 10 =8,
4) 25 MY ' 5 2
“ Pull Slockehainnode | (6) API W E Full = E2 SH5t02 HE2S 2ES SII5HE
% N % . (7) Bobll X222 XHAlQ Heldl 22 A=K APl AH0 2 FEL.
Blockchain
Block- DR %
=5 chan e LU - « 0l 22 Hota HotwEo| Bl IS0l HIEB0IS| BES 0fxl, &
% . Miner =S Eelol)| 20 2+&o| e st L Wallet E0| AIE0l=s 32E U1,
= Blockchain Bob0l AAZ 2HEHSH X2t S/WE XE IS0 ALRSI= ST YS,
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1. HIEZC UERAI IR

&M Arell &0l

£ X : https://blockchain.info/tx/2f9d4790bfb1ad746cd9ccda59¢c1837f32199ed9ab0357a52e3¢c4a30b1061b28?show_adv=true

+ Transaction

f9d4T000h1adT45eddeedaiie B3 T1A2100ed9ab0357a52=30423001061028  €—— Transaction ID (Tx2| Al 2%) SES A28 4 Q= AEY.
14SgaWhdacRTgPt4aRATcINgPgvEjBinpY (4.33332142 BTC - Output) mp  14dCVFzSTHNDOgnSd7x0TPalogEqaMEG) - ’l._l—ns_p-;ra o b 0.0044 BTC
T 145gal "'I':a:F-!_gFtTa RATeIMNgPgvljB |'p‘f\-\ I:Ins.p-enl . L/ 4 32663055 BTC
SN AL T2 (A) £3X NAOZ UAl &3 4 =X N2 F4 (B) 2 Confirmafions | 433103055 BTG
Summany Inputz and Cutputs
Size 257 (bytes) Total Input 433332142 BTC
Weight 1025 Total Output 433103055 BTC
Recsived Time 2018-04-13 15:00:18 Fees 2 (Fee) —» ¢ \u 60—2;9;3_?_5}{; >
Included In Blocks < _ :533:935_{_21;1;%13 15:01:16 ; ; ;I;L:ta_;:] : > Fee per byte 1%1~_3_S!; s—at—.l'I;
Confirmations 2 Cmﬁrma;n:;s_ ______ (_)l-ij} MiningEI oe= Fee perweight unit 222 347 =atiU
Visualize View Tree Chart 518,03501 JIS=AS Estimated BTC Transacted 0.0044 BTC
Scripts Hide scripts & coinbase

S=A XZ2 UTXO0 £€3E KIS E 2 = JAs I A4S SIH3|

Input Scripts

ScriptSig: PUSHDATA(T1) ¢
[30440220177322765db655e95c 3097 171575484b4a445013572927de 04 0debbBddobc202200909026 76561 1b482a0d 1091 4b98 M fod 77101 549842604157 8c6ac4b093301]
PUSHDATA(65)[04dba1a4c9856ef914bc6931/65830126e4 0T eBbidecTh3e03380 313671 846ae5f2d43cedba0fI534b6e 2ddfic0a85a5 1 aba26fe 3eb0 1dbb6ac25b86/5a8Tc]

Output Scripts

DUP HASH160 PUSHDATA(20)[27c0fle6aab227525dadc235a3ac952009f7 7ecal] EQUALVERIFY CHECKSIG «—— (B) XI210] 0.00448 AI2E 4= AT E 2

DUP HASH160 PUSHDATA(20)[25c3d074552863e97a1417119de9c Tic0cha260a] EQUALVERIFY CHECKSIG «———— &2 X} KHAIO| IS0l AFR S & JE= &2

=

2B Hefl A2 148g--+ X2 (A)It
14dC--- X1& (B)2 0.0044 BTCE EU &=
Held.

(A)Jt AHEE == (= UTXOE
4.33332142 BTCOI| 12, Ol = 0.0044+= (B)
Ol AH 2L ==& 0.002290872 Xl 2l &t
LI Xl 4.32663055= CtAl XA &2
St AHel Y.

(A2 (B)= 25 US0 25
02 AI2E = AS (Unspent AHEH).

Ol Hell= Minerdll 2l QISEIH E8
S 518,03501 | E&EAUAS.

(A)e= RHASI UTXOO IS & AE
4.3332142 € AME3dtI| fIoll Input Scripts
Z &3 8XE EY3. 0| UTXO= Spent
AEHZ O Ol & AISE & 2 3.

(A)= LISl (B)JF 0.00448 AIEE &= U
T2 Output ScriptsZ &It =US. £&t
(A) XHAIO| 8H= 4.326630552 AL E 4
UTE BII sUS. (Scripte LIS

Transaction Bl A XtAISI CHS)

/\I-El-g_l gOH

-

HIEDQ HERAZ E=EML! Jl=2 OldH
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+ Mining (XH=2) : Mining &&

» Miner= Tx 2 20tA Ol2H2 20| ME=2 S5 M4de. Tx F&2 H Hll= Mining2l 242 XHAUHIH &36t= Tx &. & Coinbase Transaction.

. Tx £ 2 Merkle RootE Hl4t5t4, O|™ 252 = | g g MH5t10 (nonce= =28t =0), 25 oil Cl2l i Al g2 H AtE

» =5 GIE2 Al 8L0l Bits 0l A HAISH=E SOl 0l 2HEEHH Mining0fl 438t 20|11, BHESIX 26t nonce gt & SIIAIHA I A L0l AN CH=FE [
JJ}II HESE GIC2 HAl gt & 220 ‘0°0| 0| 20{0F L0l ZHE 2HFE. (L0l ZAH2 LIS 0 Mining E0lM XHAISI CHE)

= 2017¢ 828 SegWit0l = &0 & XH= Coinbase Tx0l Witness2 Merkle RootIt FII2 0 US (SegWit0ll CHoll A= Transaction £ =20 A XHAISI CHS)
2= #517,707 _ -
22 Al : 0000000000000000003de39f5ad668699c0cbc2236585d5850d99%e. ... Merkle Root _— Tx GHAl 8t ™  Merkle Root | &
Version 4 bytes | 20000000 .| H12845678 « T v
e Merkle -

Previous Block | 45 | 00000000000000000002098ab5e2ac4ds JPtas Tree M= A (Hel) nonce = 0
Header Hash J abf9cc3cc8c764dcaecd5a9c6290523 -7

e H1234 H5678 v

19c6d65057762a53¢c153b681b3ad6d46e (&

Merkle Root 32 bytes

v
e
Ju
gh

daf59aaf723ecbbd9eeb9b365ed6db6 0 &4

Timestamp 4 bytes | 5acd9ide = 2018-04—11 13:41:02 H12 Ha4 H56 H78 v

Bits 4 bytes 17502ab7 EE ol oAl HIA
« Cx1 | Tx2 | |Tx3 | |Tx4 | |Tx5 ||Tx6 | |Tx7 ||Tx8
Nonce 4 bytes 5c81558 R
/7
/7 = H
Transaction count 4 bytes 05e8 /’ +— 'I\FAxe;leTpFl{J(t)(?iIt?I ;c%nbase
7/ ] .
Coinbase transaction it nonce ++
: . H1234 H5678
Transactions N
Witness ) Tx2+ Witness 2 74
o N H12 H34 H56 H78 | €— -
Witness N gt Merkle Tree
\\ \
DN
Witness S

o [l wellwa[|wa[|ws]||we]|lw7||ws M= 83
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+ Mining (X =)

= Olel OIAl= =5 518,035HH2 E5 6llH 2 Transaction®. OtcH ’*JJ“ 3rd—-party API NHOIA XHSst X2 &Nl =25
S US. (ex - EZS GlICHS oAl 22 A Hl IS0 UX| &tﬂ QE M HAHA A2 EL)
« A B Transaction Miningl 2 A2 Miner XA S HeHe (Coinbase Tx). 8 X Block Reward= 12.5 BTCO| 12

CIOIE Ol20l 22t F=It2 EA

['oll

of 41 |2 HM F0f

Ein

Block #518035
re === ===============rm=======s===ss===ssssssss=== |
| Summary Hashes 1
| |
Mumber Of Transactions 1421 Hash Q0000000000000 00004 coefd 08 BT FE08 ShOa IcS 05 0h ThEct0 Ge 180c54407 = =
I 14— 25 6l (& 80 byte)
| Cutput Total B6,327.707810684 BTC Previous Block  0000000000000000004f3chedcbadB 1 522014035844 303104 3aae1dBa 18204 1
| |
| Estimated T ctien Vol B19.29817408 BTC M=t Block Q0000D000N00000000 &1 ExBed Iy BTN A1 20456040047 10 185306ME3e | . .
| stmated TrEnsachon Volime ock(z) | Transaction (5 1,42 JH)
| Transaction Fees 0.13837282 BTC Merkle Root ABcBeabdbd? 23 56504062 121030824 ITAET T A2deacTe T204bEbbAA52156a | l
I ——————————————————————————— —
| Height 518035 {Main Chain) : .
| , Transactions
. Timestamp 20180413 15:01:18
I
| Received Time 2018-04-13 15:01:19 | 4847 331b4Eb21 BA52562 61 3580834 2030097 e 2 1 399d53 1 BbaT T 3bicf 1 16al3 2018-04-13 15:1:16
1 |
| Relayed By ViaBTC | Mo Inputs (Newly Generated Coins) = 18cBEMRxXHgz... (ViaBTC Bitcoin Mining Pool) 1283837282 BTC
1 1 Unable to decode cuwtput address 0 BTC
| Difficulty 3,511.060.552,390.72 I ~ T
I | Miner Xt&IOIH &3 8 Hell : Coinbase Transaction 12 53837282 BTC
Bits 391120733 o -
1 I Input0l RS. HIEZRQI 12.5 BTCIOt &l 7 E&iE 23, & 11 Witness Merkle Root &.
I size 1032 567 kB 1
| 1 243366 1b1131 528801 Ba7 2827 d 1 F33T7 580407 148e0:53500e8ened2 cbd TS 2018-04-13 15:00:17
1 Weight 3092 820 KWU I
I _ 1 13MiXXFYinEZBmBw QR 1 AywDM7 MKM2ebB (= 160 SweGKTIEMADbws TUBGhXoiZ pRZ A0S qw 0.083773 BTC
| Version (20000000 I 13MIXHPYinAZiBmawd P 1 AywDMTMKIMZebB 377174923 BTC
: Nonce 2000625785 : 3. 880522231 BTC
| Block Reward 12.5 BTC |
1 I

23478001 adTd8cdSocdatbe 183721 Bed babii 57 a5 Redcd a3l b1 D6 1026

** e

20180413 13:00:18
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| (&l I : 1-3. M2 X2.py)
4+ Mining (X 2)

» X2 MAE 10000 29 Coinbase Transaction X2t TAE X3|of 2. Ol X2 TASE2 25 Miner 28 A,

1# 3rd-party APT AHZSE] Coinbase TransactionS 2:E&HH A || #518272 @ 2818-84-15 85:13:18  1CImCxRukixlKfeghAYSzQQIVYsamiAciZpy 12.6841763
5 # minerS| K22 BHEIEICH E(2= © J49| 2=0F =513 =0} #518271 : 2018-84-15 @5:00:37  1CImCxRukix1KfegAYS5zQQIV7samAciZpv 12.592176
P #518270 : 2018-04-15 ©4:54:43 1CKEKHYEM:gYUmRQ4PﬂafKYDEg1EjhHEcE 12.523183
. oy L #518269 @ 208153-84-15 B84:54:18 1KFHEVw8BhaENAswwryaoccDbegc TeDbYY 12.568512
;::3d party APT AU (HIAI) - s://blockchain.info #518268 : 2018-84-15 ©4:48:51  1Nh7uHdvY6TNwtQtMLGSEZAFPLC33B59rB 12.5082625
" #518267 : 2018-84-15 ©4:48:36  1CImCxRukix1KfegAY5z0QIV7samAciZpy 12.632157
j &+ 2018.4.14 DIOMEM EE (2SE) #518266 : 2018-84-15 84:40:47 1HzEEkJKF2HLPGY%?JNLBEquGNxUtStEJ 12.714512
[ #518265 : 2018-84-15 ©4:25:20  1CImCxRukix1KfegAY5z0QIV7samAciZpy 12.500000
; 1:PE:E ;:i:EStS £518264 : 2818-84-15 B4:23:34  INh7uHdvY&FNwtQtMLGSEZAFPLC33E509E 12.531354
o y . #518263 : 2018-84-15 ©4:22:44  1CImCxRukix1KfegAYS5zQQIV7samAciZpy 12.531992
18 1mport pandas as p #518262 : 2018-94-15 B84:20:41  1CImCxRukix1KfegAY5zQQIV7samAciZpy 12.624182
i1 import matplotlib.pyplot as plt #518261 : 2018-84-15 B84:89:36  1Nh7uHdvY6FNwtQtM1GSEZAFPLC33B59rB 12.575664
- - - #518260 : 2018-84-15 ©4:03:19  13TEThZNnKPk34HYAuolQqYMwDdjF3qeHx 12.624571
13 # OFAIS block HA=S E3IEICH o #518250 : 2018-84-15 ©3:56:31 lNh?quuYE'FNthtMlGSEgAFF'LC%BBEQFE 12.5908583
14 resp = requests.get(url="https://blockchain.info/latestblock’) #518258 : 2018-84-15 B3:58:49  1CKGKHYGMHgYvmRQ4PAafKYDrgle bHLcE 12.580678
15 data = resp. JSD?ﬂJI . #518257 : 2018-84-15 83:46:38  1CKEKHYSMHEYvmRQ4PAaTKYDrglejbH1cE 12.643378
16 nHeight = data['height’] #518256 : 2018-84-15 B3:34:04  1KFHE7wSBhaENAswwryaoccDb6gcTEDbYY 12.520926
- . #518255 : 2018-84-15 ©3:34:09  1CImCxRukix1KfegAYS5zQQIV7samAciZpv 12.535777
18 # ORRIRIFE 2 O S52 HHM coinbase transactionZ| Al F435 +DEH #518254 : 2013-84-15 83:31:40 1[1mthukix1Kfegiﬁzm:w:@am&cizﬁu 12.622676
19 mining = [] #518253 : 2018-84-15 ©3:26:02  INh7uHdvY6TNWtQtM1GSEZAFPLC33B59rE 12.546474
20 #518252 : 2018-84-15 ©3:23:16  1CImCxRukix1KfegAYS5zQQIV7samAciZpv 12.629876
21 for n in range(nHeight, nHeight-laa, -1): #518251 : 2018-84-15 ©3:12:30  1ACAgPUFFidYzPMXbiKptSrwT74Dgahg2y 12.521845
it url = "https://blockchain.info/block-height/" + str(n) + "format=json #518250 : 2018-84-15 83:12:29  1CKEKHYGMHgYvmRQ4APAaFKYDrglejbHICE 12.644420
23 resp = requests.get(url=url) #518249 : 2018-84-15 ©3:01:37  1Hz96kIKF2ZHLPGY15IWLESmIqGNxvtEEH] 12.786411
24 data = resp.json() #518248 : 2018-84-15 ©2:45:36  1475wRQdpCTi5p8PnTsXV2SsWWpVcz3aPg 12.745851
25 block = data[ 'blocks"][#] #518247 : 2018-84-15 ©2:27:15  1BcBEMRxXHgQzWWCXZNTUS1FSsbUNKhLSPX 12.773150
26 #518246 : 2018-84-15 ©2:10:18  117FCFaafPRxquaX9VsaiMZriXMemxG9GR @.125477
27 stime = block["time’] #518245 : 20818-84-15 B2:87:32  1CKEKHYEMHEYvmRQ4PAaTKYDrgle jbHI1CE 12.566368
28 addr = block['tx"J[@][ out J[@][ addr’] #518244 : 2018-84-15 B2:83:54  13TEThZNnKPk34HYAuo1QqYMwDd ] F3getx 12.543937
29 value = block["tx"][@][ out’]J[@][ value'] #518243 : 2018-84-15 82:01:51  1475wRQdpCT{5p8PnTsXV25sWWpVcz3aPg 12.751417
38 #518242 : 2018-84-15 ©1:41:18  1ACAgPUFFidYzPMXbiKptSrwT74Dg8hg2v 12.579658
31 ts = time.gmtime(stime) #518241 : 2018-84-15 1:37:12  18cBEMRxXHQZWWCKZNtUI1FSshUNKhLSPX 12.5256080
32 date = time.strftime("%Y-%m-%d %H:%M:%5", ts) || #51824@ : 2018-84-15 81:36:24  1BCBEMRXXHQZWWCXZNtUI1F5sbUNKhLSPX 12.655198
o i | L L
> History log IPython console
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+ Mining (ZH=2)

(A& MY : 1-4. M2 XX Z.py)

» X2 10000 =SE2 48 X2 2EE "éé. 1C1mCxRukix1KfegAY5zQQJV7samAciZpv X120l 10000 =8 & 250 & Mining ot} 12 (25%), 5
X220l 75%E X XIGtD AS. > Miningll S& SA2 235243 SH Biol= &4 . (ASIC Pool Mining2l % 2 ME)
22 url = "https://blockchain.info/block-height/' + str{n) + '?format=json’ ~ || pddress
23 resp = requests.get(url-url) 13TEThZNnKPk34HYAUO1QqYMwDd jF3getx 2
N data = resp.json() 13hQVEstgo4iPQZvICTVELNLWF7UKEFAQ3 2
- block = data[ "block="][@] 147SwRQdpCT5p8PnTsXV2SsVWpVcz3aPg 2
- . 14yd17779FySwxwP IVxLtdacpd1QMIhabo 1
- stime = block[ time'] , , 18¢BEMRXXHQZWWCXZNEU91F5sbUNKhLSPX 3
- addr = block["tx _J[E'][ ][E'][ addr’] 1ACAgPUFFidYzPMXbiKptSrwT74Dg8hg2v 5
29 value = block["tx"][@]['eut ] [0]['value'] | [ ICimCxRUKIX1RFegAY52000V7samaciZpy 25 1
- . . . CICKEKAYGMHg YWmRQAPASTKYDrgilejbALCE | 12 '~
L ts = time.gmtime(stime) . 1Hz96kIKFZHLPGY15IWLESMIqGNxvEBtHT 11 '~
32 date = time.strftime("RY-Zm-%d ZH::EST, ts) 137ECFaafPRxquaX9VsaiMZriXemx69GR 1 " Lo
N HIIZ 1ietl] HEEHCH 1KFHE7w8BhaENASwwryaoccDb6qcTE0bYY 12 , Ol X120l 100H E_
- = 1LayuyG7T2BptABEAIdkCkGRaidRNPDFNE 1 | = 2542 Mining &
-2 mining.append{[date, addr, value]) INhFuHdvYEFNwtQHM1GSEZAFPLC33B59E 13 ) (25%)
0 7o 297 - 107 ImhodFixkBiTVeZSak var TMMpECiD 5 L’ 5%
- # B0 SIS BAEC Mame: Address, dtype: inte4 e
38 print{"#%d @ Es\tEs\tEF" & (n, date, addr, value*le-8)) It
39 ) e
40 # ZIE dataframell FEETH Miner's Address. -
41 df = pd.DataFrame(mining, columns=['Date’, 'Address’, "Reward']) 257 -7
42 A
43 ¢ Z= K[| SHECH 204
44 grp = df.groupby('Address').Address.count() ] S~
45 print() 15 i \ 534 X1&0l
g PriTtee) - N LT rawe mme
48 # Histogran il TPy |
49 plt.figure(figsize=(6,3)) 5
58 plt.title("Miner's Address") ‘ ‘
51 x = list(range(l, len{grp.values)+1)} 04 | : [ — ; : ——— ;
52 plt.bar(x, grp.values, width=1, color="red", edgecolor="black', linewidth=8.5, alpha=8.5 o . 4 b B 10 1z 14
53 plt.show()
W || In [15]:
> History log [Python console

HEDCI HE/KIAA SSHQ JIs9

Ol ol
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. 3431 J|¢
.RSA 25 &

[]O

(Block Cipher & Stream Cipher)
El:

@
ne po fob ol

00 K RJ O
j)dl

o
m
»
02
fo

-

k)
o

. Diffie—Hellma

. Elgamal && &2

-

. Square—and—-Multiply 12|
. Et¥=24 (ECC) 25 &

CEHEEE Z202S0 28t OHeI(2 23| -
. Hash ¢12|&

. Digital Signature (& XtA &)

.Et¥I=2Hd 8XMY (ECDSA) 2102lE

Ay

A

A14

Ay

é@@é@@ 565 GALD A5

e e e e e e e e o e
Bo|B1|Bs| By  [Ba|Bs|Be|Bs| [Bs|Bo[B1gBaf [B11B1P14Bu
Y S A e A A N S A A
ColCi[Ca[ G| |CalCs|Co|Cof  [ColColCrdCu} | CabCuifadCa
T N A A A A A A

HEZC HERAIA ESHE! Jl=2 0loH
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ASSO AA: N0 ~ 20 &

o
o

CH %*i 2S=B.C. 30008 HEEH ASE/UOD 22 US. DU AdS5= F2 U2 22X 2 HR = X &2 S (Substitution Cipher), 2Xt2 /XIS dHi R
M XIS (Transposition Cipher, Shift Cipher) S0l AF2 A S. (ex : Spartan Scytale, Julius Caesar)

:
E

Julius Caesar (Substitution Cipher)

. ATTACK AT DAWN <« 32 (Plain text)

(Cipher text) +2 shiftl T —2 shift <« Key (2522 BEHU E +

C VVCEM CV FC,\( P <+— 25 2 (Cipher text)

Spartan scytale (Transposition Cipher)

rr

S )

Key

2 &S 20U dS= AHHE L BRES 22 =2 FWdH 0120 &, 88 235,
Atell : Jefferson disks (1790), The Hagelin Machine (1920), Enigma Machine (1919), Herbert Yardley’s
Black Chamber (1929) S

D2 202 2dS=KeyE 0|26l S22 (WR)S AS2O=2 BHESID, SUSHKeyE 0|20l LSE2S
QSO HESH Keye HIZLI| (Secret key)Z SAIXIRE =AIXIF AFR O 25610 JFXI 2 QUO{OF &

Keyll SEH 25 2522 S5 o2 &.
AS 21 KeyE SAI0 =4 X0 2 B2, 852
S LHOE (Keydl = && 3 OHEl). S HILYUI| gtalol ot
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2. 258t (Cryptography)
+ 22| 252 £ (Secret Key, Symmetric Cryptography : HI23])

» BSAX=HILIE 0|2010 FES USROZ HESH & £AIX0H LSS HILIIE 56D, AN HIUIIZ dSES SE
» HUIE S Y LELDH 0|59 2E UASSE L ESEHE 20|82, SAIX= HILIE K= HIHOEL. HIYLI|= 0 B HH3R= 210] D& QHEE (8 BICH AIR)
» HE2I|= S26| SToH0F & . HIYI|Jt 128 bit @1 AR EC} 256 bit O] ARl 2RIt &M LM &
» ASR22 LA YL (HERKI)Z2 BEUHE D XICH HILI=s BE S2H0 == (Sniffing) &l Xl Y= HEEH L2 BUO0FEL.
» BANOZ 2AXG| AU NES MO S, HILIIE S=AX0IH EUHOF 8ICH= 240 J1E 2 EXE L.
» SAXIFCHES £ATHNHH SLSt US 2SS ULE0= 2R SLUSHHILIIE ESolH =2 80| SIHE. (BEIY ASHIE 0|28t NIEI|IE A6 &)
» HILUI| A2 HAXOI AKX EYW 2401X| &018 £ Q= 2= (Authentication) 21s0| 8. BHUI2 22! 2 Xl (Non-repudiation) JIS& 918
» S0 2582 23| (Private Key) — 2I12| (Public Key) HIOf (Pair) 2AIC2 22| 2HEES ol ZolS

212 (Plain text) 2 S 2 (Cipher text) 2t S 2 (Plain text) K12 (Plain text)

HI 3| Bt MHLEZ2 S22 AS HI L 3|
& A XH-A (Sender) 4= Al XI-B (Receiver)
oINSt RHE 2 H|YI| JS
(2) CH4=2 £AITHIH BEY M= (3) SAIX-A I EY 210] L= ?
HXLIIE H{EH 2 LHOF 3FLE ? o .
(1) otA &L R L 0| EXBH=DF ?

HERC HEAA} =22 MIC! J1=2] 0lal — Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved.
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2. 258t (Cryptography)

+ ASE9 A

r

» HEQ|E & X2l Claude Shannon2 28 2SS 22 6l A= Confusiont Diffusion? S&0| 2 5HCHD
== Enigma= Confusion S& 0t £85IUC S Z QX GHA| 2ot S

20l JIH AN BIEX o E 4818 - Product Cipher

» Caesar2 Shift cipherLt, 2Xt MIHIHE S

» 8o 2SS 22 Confusiont Diffusion S &2 Y

«» Confusion

«+ Diffusion

= OtcH GIAIGIA &2

x; = 0100 1011
—
x, = 0100 1010

x)& 1 bitet

OIS, 8=

ol o

LHES 24529 oia AR Y&S 01™O0
2 =

S & A0S 2 H Dt
(

Encryption

y, = 1001 1010
—>
y, = 00110111

It 2Sol0F & HIZI| (B2 A2)2A LS20 ol
X

—
IEZ2E F8& 24X US.

0l

on

P

SOt EMHotH

22 (Plain text)

Bitcoin

Round (1) [

Round (2) [ !

Round (n) [ Y

22 (Plain text)

l

Confusion (1)
1

Diffusion (1)

Confusion (2)

Diffusion (2)
!

Confusion (n)

Diffusion (n)

l

AS 2 (Plain text)

2L ASE MO0 OHE
ZH OO US
EU ASE MO0 2

JIl 818. > Confusionit
Diffusion &1t

EJQNUHERIA EFHE Jl=2 0foH

— Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved.
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8t Al (Block Cipher)

» A2 (Plain text)S 0] 2

- ABO 2= U529

SECZ USO0AM =5 3
S0 112 USEHAN &8 == YD

: Block Cipher2} Stream Cipher

A
=
ZHIIXZ A0 ds dE S0l 0128 = U

gt Al (Block Ciphern)t AEE! 25 YhAl

FoEHNOl s 2 AY.
ECB 25), 1112 ST X %410 H0/H & == AS (CBC ZE).

e
oY
10
=2
J2
o
|

|2t CIOIE AEE

00

Stream Cipher

Key Key
22 (Plain text) 2ts & (Cipher text)
pommmmmmmmemmms 4 Key stream Key stream
—>| Block 1 Block 1 |—> generator generator
' -
gl.oﬁk 22 (Plain text) l &2 (Cipher text) l 2 (Plain text)
ipher
1011011010 _.@—>—>@ — 1011011010
T Block n I_> XOR XOR
Key ---0010110110
49

HEAI =M J1=2l Ol dH
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t (Cryptography)

N
02
ol
n

+ 2| 25 :S&H E
= HEJ| &5 LAa2 IH Z2FH (Deterministic) &A1 HEH (Probabilistic) 2422 Lhs = US.
» AEXNYUALS S2USIE AI206ts FR A S2US USRS OUEE HAIQ|D, EEX HAS2 SAUSHIE M2 XS20| HIRH = LAl
» 2N YA = ECB 2AI0| U1, EEX HAI(fl= CBC, OFB, CFB ZAI0| /JUS
Key
% Electronic Code Block (ECB) Plain text E2 l Cipher text
- ZFE Yalo Block Cipher2 FR22 S22 522 220 1112 UISE. Block 1 K TN % | Block
1
» EES0ANZE SEHOSZ HE Ml Itsdtl 885 5 LR =280 S0 HA | Encryption :-
=1 = — - = . - = \\ /
HOZ £AEt EEES2 853} (Decryption)Jt JIs& Block 2 e —~ > | Block 2
= =5 919 Diffusion0] SI22Z2 FHAE = US
[ ECB ]
% Cipher Block Chaining (CBC)
Key
: ool m= = oo WY
« SEX H1A19| Block Cipher2 Y20 221 4529 220| 1:12 2K %S, l
» A2 A HN EE2 & 4353 B E2HE T N
ol A B EE2 Initialization Vector (IV)2t S 01 A stell, & Bl E52H glock 1 |+ — | siock
OlHe &S5El EEN AN 2S5E. E80| M (Chain)ez HZE. ," \ |
_ _ 1
» |VE SHEOHH MAE T AD (FZ AIEE), II2EIAIESE == US. !
v Encryption N
- o e - -— = = \
» SSSE T IVII 2022 2520 N IVE =8 XH0IH 2O . Block2 | iy 7—>| Block 2
» B o= 225K 0 2= 24 Diffusion0l EMEIS2 OrE 8
[ CBC ]

L HIERAY =
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n QE—& gl Al

Stream Cipher&
A2 MALD, =X Key 2E0=

Al
= Keyes 28

IVIOFALZ &l 1D

» ES3HE M

|'|'|_|_|I'..QlQ

=
Sget IEE "ot

, Keye V=

= OFB Al SASH & 2A 9
= KeyeE €5 2 4451, 3=

= SES3E e s¢st A S ol

tream Cipher&
ey =S 0l= VIl
1, Key% Ve

A O

Key Key
v —» v —
— 3| Key stream — | Key stream
generator generator

101101 —>@

Plain text XOR

@ _» 101101

Plain text

Cipher text

[ OFB ]

NE=3= )
SO =48I S =

& B Key EE2He= 0182 Key E50| FeedbackT O Al

& Key2l 2t HIE= Plain text2l 2t HIE2H XORZ & &tE.
SAT et =8I S7olOF &

S Bl Key EE2H= 0|82 Cipher 50| FeedbackT 0 AIEE.
oHOF &.
Key Key
v —» vV —»
Key stream | »| Key stream
generator generator
..101101 —»@ @ —» 101101
: Cipher text
Plain text OR Plain text
[ CFB ]

HEZC HERAIA ESHE! Jl=2 0loH
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2. 258t (Cryptography)

+ H2I| (HA3T]) |8t &S 22|S : Data Encryption Standard (DES)

< DES2| Al

» 197249 0|2 NISTH A E&E 25 HES |d M2 QLASI/U L, IBMO| FAIHEH=E L12ES HCHE.

= 1974 ~ 19773 IBMOI M HICHSt 2AIH 2 12|ES +=F6l0H 0|= Y5 EFE2Z MG} 1 (Data Encryption Standard), 19983 NHX| G2l AHEE.
» 1999 O0|% DES 2352 HAMH0| HFZHAH MER &S EF0| P EUS. = Advanced Encryption Standard (AES)

» DESE= 56 bit2 HILI|E AFE5I 12 312 A B2 FA4E 20 3DESIH AIEEIAUS. 3DESE= 3 712 DESE Ml H #3322 I A&

< DESS S& &2l (OS HoIX O &X)

» DES= £2 25 g4l (Block Cipher)2 S22 64 HES EE0Z LI, 2 20 56 HE 3|2 AI20IUS (56 bit + 8 parity bit = 64 bit).
= DES&= Feistel Network - X&!. 64 HIEZS £ 32 HIEX LIS (Left, Right), Left £ 32 HIEE MBI 2538 £ Left? RightE W XiotH CtE
Round2l Feistel2 2. 0] HAS 16H B2 (Round 1~16)&.

» Feistel X 223t HE Y |23 #F0| SLotCls #E0| US
» HYI|=64 HES M50 8HM HIE (H2IEl HIE)S 1) 56 BIEC AHE&. 56 HIES 318 48 HIEQ NE 312 BHEGHH 2F RoundUl A AFS &
» 2t Round2 MEJ|% A2 =52 Right £2 f — BoxUllA 40|10 f — Box2 Z21=E A2 E59 Left 52 2338

*» f—BoxZ 2Iall Confusion}t Diffusion0] &2 &t.

» f—Box= E —Box2 8 S — BoxZ2 #EE0 US. E —Box= 32 HHEE 48 HIEZ &A5l1), S— Box= 6HIEE 4H|EZ B EE.

HERC HEAA} =22 MIC! J1=2] 0lal — Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved.



2. 258t (Cryptography)

+ &3 AISE . DES R X
Plain text (1 Block) Key
164 l 64
Initial Permutation
‘ PC-1
Lo Ry 56
32 32
l 48 Transform 1
ky
Round 1 56
Ly Rye 156
132 l 32 48 Transform 16
£ k16
Round 16 39
Lie Ri6

Final Permutation

;

Cipher text (1 Block)

Transform 1

(&A™ : Christof Paar, 2010, Understanding Cryptography, Chapter 3)

Co Dy
28 | 28

LS; LS;

28

48 56 — 220

ki «— PC-2 | Cq Dy
los  los

f — Box Ry
| 52
Expansion | E — Box
48 |

@‘L Key;
481

S3

I A A

Sa| | Ss5| | Sel| | S7

A 4 A 4 4

|32

Permutation

| a2

S — Box

E — Box

L]2s]<]s]e]7]e]s] - [5

|1|z|3|4| 5|5| ?| s| 9|1:-|11|1z|13|14| |4?|45|

11 «— Row 3

oot ]o]t]— 1000
——

0010 «— Column 2

S1 — Box

131 |10 e (121119 |3(3)|8

—
[=]
-
o
L]

L

L= I =
-
e
ma
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2. 258t (Cryptography)

+ HIZI| (CHR3]) DIt &S 225 : DES ¢& (ECB 2= Block Cipher)

= DES €1e2l&

st=, OAN dSE2 AS2O=2 Bate,

(Al oY : 2-1.DES(ECB).py)

(CH& 3] = 56 bit, 25 37| = 64 bit)

,ECB 22 A== BSE22F HE
2

1# Data Encryption Standard (DES) Z 1}
2# ECB (Electronic Code Book) BE=Z I =Z=lEHCH

(Plaintext ==L Cipher
S #
A4# 2018.2.23
5# Of0t=0 HE (Zdd)
o i i
7 from Crypto.Cipher import DES
8
9# 64 bit (8-byte)2| CHEIZIZE TELLH HE 8-bit= parity E0/1, CIS 56

18 secretKey = b'81234567"°
11

12 4 UZEE A
12 plainText =
14 print("\nn")

15 print("H = : ", plainText)
16

MO

This is Plain text. It will be encrypted using DES with

17 # ECB D =0MH = plain textZl 64-bit (8 byte)2| Hi=2} ZHO} SI2Z, pa
18 # padding= = NULL —EM% MElE FAAs 92 paddingZ2 HIAHZ 2582
19 n = len(plainText)

20if (n % 8) != @:

21 n=n+28-(n%3)

22 plainText = plainText.ljust(n, "\@8")

23

24 # EXMAE secretkKeyE plainTextE HZ=22 HEEHCH

25 des = DES.new(secretKey, DES.MODE_ECB)

>

HE This is Plain text. It will be encrypted using
DES with ECB mode.

Key — | Encryption

U= Z 1 b'\x84g\xe8\xPey\xfO\xfd\xfa\xb@\xe7k
\x98\x16\xa7=0\xca\x90? \x94\xcF\x9dyB ) \xcfm\xab\xf4I
YWrd1h\xddh\xd2T1 L\ xedd 1\ xbd\ xd 1\ x1a\ xa9P%\ =86 \ xcl\ xcdl
\x1375 | \xeb\xd3\x9d\x00\ xfd\x0f\xad7\x04\x03\x7f\xbb
\xeb\x9a\xf7g\xP4\xda\x97"

Key — | Decryption

==

== This is Plain text. It will be encrypted
using DES with ECB mode.

In [82]:
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2. 258t (Cryptography)
+ HIYLI| (HA3]) D18t 2S 2NElS : DES ¢H5 (CBC 2 Block Cipher)
= DES212|5E,CBC RPEZ S S0z HElst =, Al 2522 &

o2 BEE. (a3l

(A& It : 2-2.DES(CBC).py)

2
=9

= 56 bit, IV = 64 bit, 25 3| = 64 bit)

1# Data Encryption Standard (DES) Z212|S A5
2 # CBC (Cipher Block Chain) EE=EZE &
3 #

d# 2018.2.23

5# Of0t=0H HE (
6 #
7 from Crypto.Cipher import DES
& from Crypto import Random

9 import numpy as np

16

11 # 64 bit (8-byte)2| CHEIZ|E
12 secretKey = b'81234567"

13

14 # A=2t
15 plainText =
16 print("\nin")

17 print("H = : ", plainText)
18

E“MD ]

CtE s6-

Ot=CH M2 8-bit= parity 20/

MO

o
il

This is Plain text. It will be encrypted using DES with

19 # CBC D =0|MH = plain textZl 64-bit (8 byte)2 Hi=2} ZHO} SI2Z, pa
20 # padding2 = NULL TAHE ST THA= EXE paddingE HHEY 2REE
21n = len(plainText)

22if (n % 8) != @:

23 n=n+28-(n%3)

24 plainText = plainText.ljust(n, "\@8")

25

]

>

HE This is Plain text. It will be encrypted using
DES with CBC mode.

Key — | Encryption

AT E ¢ b'\xb6F\xdd\xad\xcd\x83Roo-?\xb9><\xa8n\xbc
YWxaSh\xac\x9 T8\ x93\ xde\xPd\xd2I X\ x1a \ x8 v/ \xB8 \xfb"\x8b
We@\ x07WV\E1\x91{ \xbb\ x99\ xf1K\ xee\ x@1\ xdB\ xeaw

W8T\ xc 2\ x A\ xFAR\ xdd\ xa8e \ x T8 | \xB7\x8b\xa®\ xc 2\ xfd
\xBcTR\xd1Y\xd3)"'

Key — | Decryption

=
—

off = This is Plain text. It will be encrypted
using DES with CBC mode.

In [B3]:
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2. 258t (Cryptography)

+ H2I| (HA3T]) e &S 212|S : Advanced Encryption Standard (AES)

< AESS| H Al

= 19974 Ol= NISTOlA DESZE UHAISHI| ?Ioi AH=Z=2 Advanced Encryptlon Standard?l X¢tEs REOIRUS.

» 19983 15002 AES && 2 12|E0| RIS, 19994 0| & 501 ¢ nelES dF6IAS. (MARS, RCB, Rijndael, Serpent, Twofish)
2000 NISTE & g2 eI 2 SstXel & CHH BIHE 20120l 261 WL E Rijndael 2 N2IEE =18 AESE A HDIUS
20018 0|= 32 &= 34 H2Z AES 23 EF (Rijndael)E XA S.

< AESS =% Jel (C+E HIOIXI O8 &X)

» DESE= Feistel Network =01 BHH, AES= Substitution—Permutation Network (SPN) 2 =&,

» AESE 25 25 24| (Block Cipher)22 |22 128 HIEQ E82=2 L5, 2 ES0= 128, 192, 256 HIEQ 3|0t AIEE =
= AESS| 3= Al JHXID AL E 4= U200, 0| S 128 HIE IJ EELZ M US. 56 HIE 312 DES LA Z Lt otMEL,

» AES 2112|522 1012 Round2 A &0 A2 M, 2 Round= Key Addition layer, Byte Substitution layer, Diffusion layer2 ®#& &0 US.
= Key Addition layer= 128 HIE 312 128 HIE2] HIOIE E50| XORZ 40/l= U Y,

= Byte Substitution layer= 1642 S-Box HIOI=E& 0|&56t( Confusion A& S =g

= Diffusion layer= ShiftRows layer2 MixColumn layer2 Diffusion 2t & 2 =& &,

rr kA

0l

HERC HEAA} =22 MIC! J1=2] 0lal — Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved.



2. 258t (Cryptography)

" EF_D Af@ : AES LH$ ;_JE (=X : Christof Paar, 2010, Understanding Cryptography, Chapter 4)

128
Plain text (1 Block) Key
¢128 y { Ao | A1 (A2 | 43 Ay | As (A6 | A7 Ag | Ag [A10| A11 Aq2[A13[A14 | Ass
Key Addition Layer < 12; Transform 0 8 1 l 1 1 l 1 l l 1 l 1 1 l 1 l l
I OEOOE OOEE GOOO6E GOOOEE)
Byte Substitution Layer 8 1 l 1 1 l 1 l l 1 l 1 1 l 1 l l
__________ ¢_ L By [B1|Bz | B3 By | Bs | Bs | By Bg | Bg |B1o| B11 B12|B13|B14 | B1s
1 1
: ShiftRows Layer : o
Round 1 ! 1 Diffusion
E MixColumn Layer i Layer
.
¢ k A 4
Key Addition Layer < ! Transform 1
111 T 71 111 T 71
Byte Substitution Layer : Co|C |Gy | G5 Cy [C5 |Co | G Cs | Co |Cio| C11 Ci2| C13|Cra| Cis
__________ Y Ll Ll
ShiftRows Layer

MixColumn Layer

1
1
1
Round 10 < |
:
1
1

¢ v 128

k v
Key Addition Layer L Transform n b 108

I NP K

Cipher text (1 Block) 1

A
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2. 258t (Cryptography)
) (Al& M : 2-3.AES(CBC).py)

+ HYI| (CA3) J1gt &S 2elE : AES & (CBC 2 = Block Cipher)

= AES 22|ECE AEBES USEOZ BHESH £, AN S22 JA203 HEE. (A3 = 256 bit, 25 3| = 128 bit At 0l Al)

1# Advanced Encryption Standard (AES) ZD2|IE 95 ~

2# CBC (Cipher Block Chain) REE=EZ HZ2ITICH (Plaintext ==t

3 # HE This is Plain text. It will be encrypted using AES

A# 2018.72.23 with CBC mode.

s# Of0NE0] EE (ZdEH)

B # - — o o o Key — [ Encryption

7 from Crypto.Cipher import AES

& from Crypto import Random .

9 import numpy as np HE=E b'EsD\xaa\x85>\xT6.BFHOZxm\ xc88\xe3\x8bZ\x08\x862BF
18 YWrdd P \xa7\xb2\x91\xb7\x07B\ x88 \ xel\ x84\ xfa\xee \ x85 \x8c \xff
11# Cha7|E Ot=Ch )3 7| = 128-bit, 192-bit, 256-bitE AIEE = \xbB\xa9\x08\xb8 |i"\x87\xaes\x%9a@A\xa2\x04\x93\xae\x07\xaeP*
12 secretKey128 = b'0123456701234567" Yxedi\x13ME3\ %86 \xBcBm\ xbc\xed\x8c\xb2\xc 7y \x13™ "'

12 secretKeyl92 = b'012345670123456781234567"°

14 secretKey256 b'812345670812345670123456781234567
15

16 # 256-bit keyE APEEICL

17 secretKey secretkKey256

18 plainText "This is Plain text.
19 print{"\nin")
20 print("H= "
21

22# (BC E=0A4= plain te
23 # paddingZZ NULL =AIE
24n = len(plainText)

251f (n % 18) = @:

It will be encrypted using [

, plainText)

It 128-bit (16 byte)2| Bi=3t T Of
e, FilAlE €T E paddingE HlME

xt
Ak
e

>

Key — | Decryption

== This is Plain text. It will be encrypted using AES
with CBC mode.

In [8]:
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2. 258t (Cryptography)

+ 331 (HICHE3]) 2

Bt 2tS A|AE! — Public (Asymmetric) Key Cryptosystems

» ZIH3| A2 213 (Private Key)2t 2IH3| (Public Key) 24 S 0| & SAIK-AJ £=48X-BOH LS2E BEHDA E M, =4X-BQ 232 USRS
OIS0 £=AIX-BOIAH BY. =4I XI-B= A4S JHQII|2 USRS IS (BS3HNE 4= US. KeyE BEUAl LD IS0 CHA!I S| LA BCH oA &,
» 2AIX-BY BIINR2 UASeE 2AHAE S I AS 0|R= £=4IK1-B2 QI 2Lt HEE 4= US. (SAX-CENSE £ 2AUS)
BT US A2 ASE HAAINAH JIE 2 SN MO HIIE D US.
» JHOI|2 AS3E 2AE Z2MIIZ HSE = YD (EX HAEUH AIR), 212 LS3E A2 QIIZ HSE = US.
» B, BRISA, BXHAIHEH AIAE, BIE0H O|H Y BotSHl Eel AIRD 1D U2 H, =S HI2! (Block Chain)llE AT D US.
23 55
#&IP_A A _ A -
41 XH-B @,SLELS\ (TF%chiveBr)
4 AIX-C
£MR-BS BWIR oo > KeyB BUIX &S
o5 5t
v UL LR AS2 WS v
RKI2 (Plain text) 2SS 2 (Cipher text) 4SS 2 (Plain text) 2 (Plain text)
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2. 258t (Cryptography)

+ 331 (HIED]) &S 21elS : RSA

- JHOITISH BOHI| A2 4BE 2HZ ME. (FHE, KB, EFRILZ0 1B 018 TH4 S2
- SIS IIZ CHE IIE £HE 4 1S, HAIs ARTIF SRSHD, BHIIE= 012] AL
- JHOI3I/BIN3IE 0125t HED| YAQ 3IHX SHES 2F HEBE + US

[ = IY

(K lo
JHI
!
ro
i
Jor
I
o

% RSA €128

» Rivest, Shamir, and Addleman0ll &Jaoll HICtE H2Z H{E =8 S Il 2

] 2 42 (Prime number)2 20di5t= 20| ({@Ll= |2Ig 0|88 HY
» RSA 212|E UIAl: 0 21eIES MUZ Ololisted™ H+22 HZ0H 22 Hel S OloioloF &.
- RSA £112|3 GlAl :
- S (B) A48 88 (p,¢9): p = 17,q = 11
=pq = 17 = 11 = 187
—p(n)=(pP-1(@—-1)=16 *10 = 160
- pm) =160 W A2 2AHO U2MH ¢(n) 0150 B 8t lf ()8 HEIE. e =7
—de =1mod 160,and d < 160 2l d 8 HE&. d=23. <23 *7=161=10 x160+1 0|2 & d =232 SHIE L&
— Public Key = (e,n) = (7,187), Private Key = (d,n) = (23,187)
233} : Encryption oms £33} : Decryption
/TN TN 1
88 —— 887modi187)= 11 - 11 23'm0d 187 =88 — 88
ae S .~ s e
\\ \\\ \\\ \\\ Al 2 X : William Stallings, 2003,
AN \ N \ Cryptography and Network Security
Public Key = (7, 187) Private Key = (23, 187) (31 edition), P.270
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2. 258t (Cryptography)
(al& e : 2-4.RSA.py)
—_— s A

+ 29| (HICHZ!9]) &5 21elS : RSA - Python &5

» RSAZNZIESCZ 2T Z2II|E EL] SANE 2S3ol= WA S Python Z2 1O F &0I8
1# Public Key (RSA) E0Z2|E Yz &
2% p =
3# 2818.2.23 s 136B74375738021788199693599551883502714528779714688103972382786775081720817253370199385365853411631353448808659
a# OHIEH BE (Zd#) 13499164759887570823206594448858142842109673137788523038756860715827504622348167411115117841143385367855865
B —mm o m oo oo 71796321492149659764799938495411185221686385615132099452127112624183080908552 742862631 70882237976338789

from Crypto.PublickKey import RSA

=] "

8 # Private keyTl Public key 28 HAM3ICL

9# Private keyc AFADE 22H5t10, Public key= ZMHEMCH
18 keyPair = RSA.generate(2848)

11 privkey = keyPair.exportkKey() # 7| 57t E2t=

12 pubKey = keyPair.publickey() # 2|2 2=

13

14 # keyPairZ] p,q,=,dE E2EH 20

15 keyObj = RSA.importkey(privkey)

16 print({"p = ", keyObj.p)

17 print{"g = ", keyObj.q)

18 print({"e = ", keyObj.e)

19 print("d = ", keyObj.d)

1# H=EE HZ

2 plainText = 'This is Plain text. It will be encrypted us
3 print()

4print("H= : ", plainText)

2

# 27|12 H=Es H=EECL

cipherText = pubKey.encrypt({plainText.encode(), 18)

[£¥) U.l d pRa B2 hJ [ I LS T S T S h.l el I
l.Tl

3 print{"\n")

gprint("HZZF : ", cipherText)

A

1# Private ke;‘g AR7EE = MEEE RS Private keyE UZS
2% pubkejﬂ' 2= 0|F= privikey 2f0( O %i-i—% =z -

q:
14471413694251932834530002458030460444502723141194162148158839416218635891445323821314673953254288756252196
0BE7E1B413383585834173858934131381117579543243477576176B83953198267381651885145815848721436372293789727828
6598411186624188754618179457733880116083434483488494225952512162758839511777089495713446746499388837

e = B5537

d =
142487451382627548246188492303008458190815254811959559908756147488128585733241087979@37033312864832394 16064
JEBBE625163B652757822771637584709368274567 29630983317 788R 1777667281144 2288843521577 14155242563885972367161
314826277767806888545819153625584837567532632157591686958126253084854309586763691115725387188427668358415386
2764531271223855546797142596955163144882844772342432185126791365462501124348142489127588539355551 255589918
BB3038276447358858822791213251584@2528812638757458851294786781458951 3143686587111 7764399941721 838231394422
BEEe442381737A5388727385237949271217898381270814531513568485062601430003044063288221887167377

oA

This is Plain text. It will be encrypted using RSA.

l Encryption

LR (b VN2V \xFe2\xad \x11\xab \x87 \x14B. \xB7\x1d0) ; \xFcG\xF3[ \xe7ig\xbc 2\ xcd™ \xad\xeb\ x84\ x1320\x19]
Yot B3 a8 \ood T oxb a0 kb BN wd 8w oed d \ o d Yo F 7\ BB b 5 1 web YT b\ e 8\ kb 2\ kb 7B\ xa 2\ xa88 \ x1d \xeb,/ \x 14\ xTa'\ xe
B 2phxe8#1e k@l x@s \af 2w ld\wec ke Do 198\ xac \xab\x82 | \xeD \wd B\ xec \xO9FF\xeBy¥pi\xed \nfBa\x197c
W03\ ed e dv i85 \xb@ \xf Lixed 2 haed FOU x1edxbf\xad\xe5fnB3\xe2 \xd I \xbal \xd4 \ w16 \xal ( \xf6 \xaa \ xd4\ xScomM
YWxfohxbapixd3\xds0p i fL\xdB\xed\ xfa \xedT\xBb\x86™ \xab \xlc\xc3F \xed \wBf \x8dM< \xe5avixdb,

W FE Y xeb \ x 184 xba\ x94 \ xe@  xB1 < \xcd#N \ xS\ xT19\xcd \xe24 " \xB2 T Fixea \xce \wcFixbB8 \xc 7 0\ xad W15\ x 7T

WO K8 7 e T w0 w99 xe5wBb ' e 2 DU ) \wbd ued Liaa 7 O aede w3 | hecd e 3r7 oed Fiuce 8 oo Fab e\ rcond 8m
YWxBe b\ xd 7 ( (wdb\xBcS kB2 \ kb \xe3/ \xc 5\ w87 \xed\xdd \xbs" , )

$ Decryption
tH== : This is Plain text. It will be encrypted using RSA.

History log [Python console

HIEDQ HERAZ E=EML! Jl=2 OldH
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2.

QS 8t (Cryptography)

s ¢

+ 3431 (HICHE )

= 197643 W.Diffie?t M.E. HellmanOil /ol JHEE 3| we &0
= SATL A= AR S
= Public parameter®t 2t X2 27 |= 2

= ACHES| BINII2t XAl JHCIS|E 0|2

5
oo, 2EUS

= ISJN=e Nz BE =

o)

Alice

a = Kpriv(A) € {2,3,

a = Alice?| Private key
A = Alice®l Public key
Koy =23

Kab
=0

2

12|35 : Diffie—Hellman Key Exchange (DHKE)

&l MY 8 (Public parameter :
SO LA 310112, HRII|= RHaI0H 24D

I1H SSIIE 2= = S?iﬂ, 33|12 BNE

p : Prime humber
G : Generator

Domain parameter

0 — 2}

A = Gmodp = Kpypa) +

02
[o
[0

2|, el Z2I42|E 0]
p = prime number, G = generator) 0|2
1 AE

253t

1
1
1
|
1
1
1
1
1
1
1
1
1
1
1
|
1
1
1
1
1
|
1
1
1
1
1
|
1
1
1
1
|
|
1
1
1
1
1
|
|
1
1
1
1
|
1
1
1
:
1
v
02
ol

Eot® 2t kt2 3|

S]]
(=)
I0

|O|
o.

13, 3318 BEUX &1 SdSES s =

ol

Bob

b= Kprivigy € {23,...p—

b = Bob¥2| Private key
B = Bob2| Public key
Ko =333

Kab
>

[ o )
—

[0

2}

==

EJQNUHERIA EFHE Jl=2 0foH

— Copyright (C) 2018-2019. blog.naver.com/chunjein
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2. 258t (Cryptography)

+ 212] (HIGH&I]) &5 2Nels : Elgamal

(=]

= 19853 Taher ElgamalOl HIQtst 2 02|E. DHKES RAIGHKICH S22 2 MOICH 3|18 HIE &= U0 U= oHA s galel,
» Domain parameterE 0| &5t0d X4l DRI E CHE 1D (DHKES S L&), & 2
(Bob o 2IH3]) 2HE 2538 3| (Masking key)E 2t s.
» Masking keyZ 2AE 23536t T LS 21 AT
Masking keyE Ct5. S&IXHS)
= USRS 2 MOICH LAIDIDL

=) = <O

Y [ AF2E 2 AID| (Ephemeral key) 2t AHCHELS] ZIHI|E 0|26+

stg

]

=

E SN 29, o BN 22 LA KHAS IHCITIE OIE0HH YSEE S

=
o
SZolEZ2 s4lXls S E2E 2 = US.
=2
=

2= A XEel Masking F1
=g SUE 2 M0iCH S S2 &t

X222 Sgst 24

] p : Prime number
Alice G : Generator

Bob

Domain parameter

a = Kypipay €123, ...,0 — 2} b = Kpriv) €1{2,3,...,0 — 2}

_ b _
Kz = G*mod p (Ephemeral key) B = G” mod p = Kpyp(s)

A Ol
T M3

= 3MII0IEZ Alicedl &
Ky = B®mod p (Masking key)

* Masking key& HlAHE,
Ky = Kz? mod p

== KM
———————————————————————————————————————————————————— E—

[o
[0

v
02
Ol

[0

[ o )
—
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2. 258t (Cryptography)

+ 22| (HICHAD|) && 2nelE : B3| (6* mod p) A& — Square—and—-Multiply & 112l& (Modular Exponentiation)

» 2 20/l CHoll 2312 H 4&HSH=E Modular 8 A2 Square—and—Multiply (or Modular Exponentiation) 22|52 A28t 0] 210252 AlIE fele 32 (£
&) 2 & Xoll0F 8. Square—and—Multiply 02|52 0I26tH Ol OIAIQL 20| & Ho| AEH DIOZ2¢ ) Z2AUE s = YS.
= Ot GIAIGIA &0 234= Private KeyE 20|51, Hl & 2 1= Public KeyE 2|01 &, Private KeyZ Public KeyE &l HIME £+ US.
= Tt Public KeyZ Private KeyE Hl4tole 212 I M 3. Brute Force $AIOZ 20lUHE A2 8AXMO=Z EJ}E
3234 mod 15 =7 x = Private Key
bit 1 (1) : 3mod 15 Initialize
: . 22 _ x —a :
234(10) = 11101010y, bit 2 (1) : 3% mod 15 = 9 mod 15 Square 3* mod 15 = 9 = Public Key
9 x3mod 15 = 12 mod 15 Multiply
. E 2&8+=2 HEE. . = x=234 ct™ Square—and—Multiply &1
exponent 2348 28 5= bit 3 (1) : 122 mod 15 = 9 mod 15 Square a N P J_o
» = HESRHE 522 JIY M Square clECZ Z2=0 E g HME = US
& Multiply 2 121% &3 9 *3mod 15 = 12mod 15 Multiply - U ZD=92 Ot= AEA = 20l
= X B HEL= basef 322 xJ|5} bit 4 (0) : 122 mod 15 = 9 mod 15 Square x € 7ol= A2 Uctol Oid= &8,
= & BN B ESH &, bit5 (1) : 92 mod 15 = 6 mod 15 Square = x = Private Key0l| 1!, Z1=9= Public
= HIEJ} ‘1’ 0]H ® 2o Key &.
HIEDJL ‘1" 0l Square (0| & & 1}9 6 «3mod 15 = 3 mod 15 Multioly .y |
Hl&= mod 15) Hl& = Multiply (01 ™ , = Private KeySE 2t /98 Public KeyS
Dé'ﬂ" x base mod 15) bit 6 (0) : 3 mod 15=9 mod 15 Square _@}" j:"/d.g. _J'\_ ﬂxlun_l', Public Key%
= HIEDJI 0’ OIH SquareBt H Ak, bit 7 (1) : 92 mod 15 = 6 mod 15 Square D A0 E Private Key= &} HlAtst
= DiXIS HIEDIX] R85 &2, 6 * 3mod 15 = 3 mod 15 Multiply 8ls.
» HE29 Y )
' bit 8 (0) : 32 mod 15 = 9 mod 15 Square
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2. 258t (Cryptography)

+ 331 (HI&3]) &5 &

= 2 =0l tHoll ZI31E AH&tots WE

F12l& : Square & Multiply &

12 Python T2 ]3O 2 &0lst

121Z (Modular Exponentiation) —

: 2-5.modularExp.py)

o>

Python &!

. (Left-to—Right 24! 1} Right-to—Left &4l)

1# 1) Modular exponentiation (Square & Multipy) TU2IE U5 t Marme Size Type Date Modified e
2#  built-in =7 pow(base, exp, p)Zt Hlwif =CF B 2-4RSApy KB py File 5018-03-07 2= 1116

3%

22 2) 0] YDAFOR private Key@t Public keyS M e o SpyFle 20180406 28 407 ;
5 # Private Key= Public he;E AT :HE | 2L, Variable Exlpl'urlgrr Eile EHB];FEHr """"""" o '

G # Public KeyZ Private KeyE ED|'LH._ A2 IH2 HELCE

74 IPython console & X
:l.:: SBI-E?EI{;EHCEE (EAE) [0 Console 1/4E) -]
9% --—-------------"—-"-"""""—— - A.
11 import random 12345678907894845453716253745 mod 12345678 = ?

13 # Left-to-Right ‘Zr4l B

14 def modExp(base, exp, p): # square & Multiply algorithm test : )

15 bits = bin{exp) 1234567898 ** 7894835453716253745 mod 12345678 = 7 )

16 bits = bits[2:len(bits)] 1) Modular Exp (Left to Right) = 10168668 Pt Fae- i

17 2) Modular Exp (Right to Left) = 18168668 <€--------"

18 # initialize. bits[8] = 1 (always) 3 Built-in pow() = 1@16B668

19 = base

2@ # Private Key, Public Key generation test :

21 £ T I HIEFE square & multiply Private Key = 8x1T18622a69ab28442elebf8fBe3b31lbfa25c744e639b9chfed424289F5d726T52

27 bits = bits[1:1len(bits)] Public Key = @xedd27bd4839a58a53T4b44472cd9dacc35a5a22a9532e4dd7e894b1872607Tdf

23 for bit in bits: T

24 # Square In [13]:

= r=(r*r)%p 256 bit2] £ HESIH MAH3I0 Private Key2 ArE5t11, 912 &alo

26

27 # Multiply Z Public KeyE & &8t 0l Al. & Kl, HHEZ Q12| Public Key= EI& =34 &3

28 if bit == "1": HIAI O 2 A S

38 return r

3

32 # Right-to-Left 2H& v
33# E'E : https://en.wikipedia.org/wiki/Modular_exponentiation 2| psuedo code o, Histary log IPython console

HIEDR

Ol HIERAZDY =SS M Ji=2l OldH
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2. 258t (Cryptography)

+ 331 (HIE3]) &S ¢he

Ol

P Bt =24 23 (Elliptic Curve Cryptography : ECC)

= EIRIZH &5 (ECC)= 19854 Neal Koblitz 2+ Victor S. MillerOfl 213l RlotEl Aoz, B2 2 J|E S0 T RSA 2229 452 KIH 2 gl
2N US. 160~256 HIEQ ECCE2E 1024~3072 HIELS RSAH LS 4sS 2. HM ST W2 UERAIL M8 45 £0HA.

» ECC=y?=x3+ax+b EHZS %*—’.‘—’%'2 AE56t0 (AN BN 4= 0td), Ol 22 285 (a=-3,p =30 Z2). 5 Q82 AL A O A4,
CH 0] D82 A4 I (x,y,a,b 25 A$)0A J& 2400, 24X ECCE y? = x3 + ax + b (mod p) 2 S8Al (Finite Field,x,y,a,b 2F X4) 4o HE2
THE. HIIM SEtA &2 HE2 DJF_FﬁI 2 2= .11, F0lA modp Ol CH8t (Cyclic) Group2l BE2 25 &0t J2=2 A (Python Gl A).

= ECC= Ol 2L AL BES AHitote 732 H2otN (R »E) 3 « II (Generator G)2 B2 0i2f ¥ G A Private Key 2} Public KeyE 2ts

» OE 2SS0 0t& I 2 Private KeyZ Public KeyE &l Bt= = U X8 HIFZ Public KeyZ2= Private KeyE BtS == 8IS

Elliptic Curve in real number Elliptic Curve in real number
X ¥M3 - 3% +3 ¥ y 5.0 p X | %3 -3x +3 ¥ -y 100.0 f

21038 00000 | 00001 | -00001 | -2.1 0.0 00 | 00 co

-20232| 02030 | 04506 | -04506 | y2=x%—-3x+3 17 32 18 | -18 ' /

20638 | 04011 06333 | -0.6333 | 30 /S 1.3 47 22 | -22 60.0 5 .

-20438| 05942 [ 07708 | -07708 | 4 -0.9 5.0 22 | -22 400 ye=x"—3x+3

-20238| 07824 | 02845 | -0.8845 /_\_/ 0.3 44 21 | -21 |

-2.0038| 09657 | 09827 | -0.9827 | 10 f -0.1 3.3 18 | -18 200 )

210838 11442 1.0697 | -1.0697 | 44 | 03 21 15 | -15 00

19638 13180 | 11480 [ -1.1480 r"{i‘j phel- s e - Ba e e el g 07 12 11 | -1 dhunmadarnmaannn o

19438 14870 [ 12194 | 12194 | TO N 1.1 1.0 10 | .10 | 007 \mmm@m s mam s Ee e

-19238| 16314 | 12851 | -1.2851 | 9 . 15 19 14 | -14 | _agp \

10038 18111 13458 | 13458 | \ 19 41 20 | -20 \

18238  1.9663 14023 | 14023 | 0 23 8.2 29 | -29 | %00 \

-18638| 21170 | 14550 | -1.4550 | -a0 N 27 145 38 | -38 | -soo \

18438 22632 15044 | 15044 | 31 234 48 | 48 oo \

-5 LY -1000 h

-18238| 24050 | 15508 | -1.3508 EE 35.2 sa | 59 |
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2. 258t (Cryptography)

+ 331 (HIHE3]) &

s ¢D2IE : BB

o AL

» ECCOIA A HAXE= OFei 2t 201 2|8 EC (Elliptic Curve) &2l A2 CIE & & P2 Q2 HA2, P QE A= &8 HEGH0 EC2 OtL=E &2 706t
1 &0l x S0 tHEQl & RZ HQIE (P+Q =R). » Addition ™ &HX}

« 5 & POl CHOH P2 S HH 5l ® (2

O &, - Doubling & &KL
« J|SIEtM o Z & R 2PE F6H)| AAdiA=
&2 &l AIAHONAM =

= O, OfcHel Jloter A

- 2P=P+P\ m 4

2t d2 JI2JIE 842
2XHOZ 0|aHoH)| /st O&0I1, AF EC MIM= *8HAl (Finite Field) &0l A A0 2l P&

P), P+ P2 HAIGIL, OfcH D& 20[, & POl 5= A0l ECRt BtLt= B2 F6t10, O E0l x SU a de=z ¥

<ol OF ot 1, 1 &1t ECS WEE FotH 3.

c XN
- o

20 A= HE0IA (PR QB2 P P) M B B2 OtchHet 201 78 = AS.

o

P = (x1,¥1), Q = (x2,¥2), R or 2P = (x3,y3)

X3 =S%—x; —x,modp

y3 = s(x; —x3) —y, modp

270 modp ;if P # Q (point addition)
Xy — Xq
S =
3x,°+a _ . .
T modp ;if P = Q (point doubling)
1
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2.

ot

&8t (Cryptography)

+ 20H7| (HIHED]) &5 2elES: EeF3d 2S - Td X} (A

- ECOHOIHS 22 T EC 10l = & P=(5,1)01l CHOH 2P 8 H a8k,
- JI20| s8 PE I £2= LH=CHe 210/ Ok Modular p AIHI0IAIES Lt
SHS B 4 002 (MU0 LRI HR), /S THAN I8, 2/

2 & M= Fermat's Little Theorem2 AIE &L,

A
[

EC: y?>=x3+2x+2 mod 17
P=(51)—P+P=2P =2
2P=P+P=(51)+(51) = (x3,¥3)

3x,2+a

2y, _
271 mod 17 < 217 2 mod 17 = 215 mod 17 = 9 mod 17

\\
~
~
~
~
~
~
N
N
\
\
\

\

m0d17—(2 1)"1(3:-5%2+2)mod 17 =271 -9 mod 17

S =

s=9. 9mod17—13m0d17
x3 =13%2—-5—-5mod 17 = 6 mod 17

y3 =13(5—6) —1mod 17 = 3mod 17
2P = (6,3)
A 4

A O
A4

» Fermat’s Little Theorem (pJt )

aP =amodp, aP '=1modp, a'=a’ ?modp

o>

(OlHl =A™ : Christof Paar, 2010, Understanding Cryptography, Chapter 9)

)

OCZECRHY ZTEES 0L EH?

et 20l & 1812 HOl &=ME. 19P= infinityE 2/013t12, 20P &
E1: CtAl P2 Z0t2 (Cyclic Group).

Infinity JH & 1t &0l EtH S S T 01 X2 Python HAIHIA ZE2 08 I =2

o 5T

M AtAlSl £FoI=Z .

P=(51) 13P = 12P + P = (16,4)

2P =P + P = (6,3) 14P =13P +P = (9,1)

3P = 2P + P = (10,6) 15P = 14P + P = (3,16)

4P =3P+ P =(3,1) 16P = 15P 4+ P = (10,11)

5P = 4P + P = (9,16) 17P = 16P + P = (6,14)

6P = 5P + P = (16,13) 18P =17P+P=(516)
7P = 6P + P = (0,6) 19P = 18P + P = inf

8P =7P +P = (13,7) 20P=19P+P =P = (5,1)

9P =8P + P = (7,6) 21P = 20P + P = 2P = (6,3)

10P =9P + P = (7,11)
11P = 10P + P = (13,10)
12P = 11P + P = (0,11)

22P = 21P 4+ P = 3P = (10,6)
23P =22P+P = 4P = (3,1)
24P = S3P + P = 5P = (9,16)

[m

[EDQ HIERIA =ML Jl=2l Ol H
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2. 258 (Cryptography)
(A& I - 2-7.ECC(Group).py)
+ 271 (HIG&AD|) 25 2125 : B3 E 235 - Python & (Cyclic Groupll 2 B2 &3)
- OI& BIOIXI GIRIOIA mod 12791 B2 Cyclic Grouplll 8 2E M2 #S. RSN AKX ECC 252 0l 23, (EHHTHS A4 HAHAH 1)
= ECCOIM= Ol B S0l 5tLIE Public KeyZ AMI&3dt= 2. > (A& Ot 2-8.BitcoinPubKey.py & X)
1# EFRZSH 2 AS : Finite field EFESME 2E HE E=Ch ~
2%
3# 2T 0|= : Additive operation, Fermat's little theorem, cyclic group 120 @ ® @ @ ’
4# EXE : Christof paar, Understanding cryptography, Chap. 9 1 ® @ @ @ ® '.'. ‘
5 # ® o
6# 2018.4.7 : QHIIEMH RE (Z48) ® @ @ ...
T m oo mmm o e m e e 100 o0 - “ @ ® ®
8 import math .. ~ T @ ' ®
9 import numpy as np @ l.' @
18 import matplotlib.pyplot as plt 80 1 @ @ . ®
11 ® ® o
12 # Additive Operation . .
15 def addOperation(a, b, p, q, m): 60 1 ®
14 if q == (math.inf, math.inf): @ CY ®
15 return p ® ] ® @ @
16 0] o ® S
17 x1 = p[@] .. ‘ ® ® ‘ ® @
5 y1=pl] ee © o® o e ® o
19 x2 = gq[@] 20 ® ° @ 'Y
28 y2 = q[1] @ ® ® @ .
21 ® ® e ® @ ®
22 if p == q: o{f @ @ @ [
23 # Doubling : : : : : : :
24 # slope (s) = (3 % “24+a)y/ (2% ylymodm 1] 20 40 &0 80 100 120
=0o| MR 2E be v Egr v s -
25 # T'__E:l —n_'l‘l_ 'I :t”q_._I:l' I:I'J_l,-" ermat’'s thtlE ThEC EI'I"I:I [(5, 1:|J (1@?, g:lJ {343 54:“' {48J S:IJ {89; E:l, {121; 1@?:|J (118, EE:IJ {?5J EE:IJ
26 r=2%yl ) (24, 28), (1es, 56), (65, 38), (91, 1), (31, 126), (88, 64), (76, 92), (3, 91),
27 rinv = F'DWEFJ m-2 "'}** # Fermat’s Little Theorem (112, 115), (59, 2), (12, 1ee), (126, 182), (43, 46), (14, 112), (119, 117),
28 = (rInv * (3 * (x1 ** 2) +a3)) &m (21, 5, (1e9, 1ee), (8, 34), (1es, 9), (@, 82), (39, 118), (12@, 115), (124,
29 else: se), (1e1, 79), (42, 88), (41, 11@), (113, 53), (77, 49), (116, 52), (1e@, 24),
38 = x2 - xl {1e4. 9@y, (49, 3@Y. (1@, 39%. (58, 28%. (11. 87%. (A. 27%. (3@, 111%. (25
31 rInv = pow(r, m-2, m) # Fermat's Little Theorem W Histary log IPython console
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2.

QS 8t (Cryptography)

+« 331 (HICHE3I)

|

2= gl EEad 2= - 2o 32| 84

0l
0

H ot & KIt € [, d= Private KeyJt &l 10, K= Public KeyJt . & G= =& 20122 (secp256k1), ALEXIIH dE L &GN (HE

E2 J|E YY) IP 19| Private Key= AtE56t1], & GE dB ol A Public Key= AlE8
» B GE d¥ Col=s L “Double-and-Add” ZN2|E2 2 HAtE, dE LM KE & HAHE &= JA2UL, KE 21D dE Aot A2 MR oS
= Double-and-Add & 12|& (Square—and-Multiply 2 02|Fu S8t |2l )
G = Generator * Private Key = 260/ 2 Public Key= Oteli 2t 20| 6 step 2H0 & = US.
d-G =K d = Private Key * Private Key& 2211 Public Key2t 21 U2 ™ 26 stepl H 0| L&
K = Public Key = Private KeyJt 01 2 % (256 bit) 2t2 20| 012 S.
Y _ 26,10) = 11010
G 266 =K (10) = @
P S 4
/ 9 SG’__/"’/ bit1(1):G Initialize
g —v bit2(1): G+G =26 Double Private Key& 210 YO8
| | | | x 2G + G = 3G Add Public KeyS &l | &t8F £
\ i | | Q) X| Ot or] 9
\ : L bit 3 (0) : 3G + 3G = 6G Double [, Public KeyE .. 21
\ P N O & Private Keye= & Al Al &
T 4G 26 126 + G = 136G Add
T \‘\\ bit 5 (0) : 13G + 13G = 26G Double
4=J4Q13], 4G = BN (RE
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2. 258t (Cryptography)

+ 242 (HIG&ED|) &5 2elS:
= JH{213|2t Double—and-Add € 112l&

Al
=

i}

e

: 2-8.PublicKey.py)

1# EIREA U3 6

l\__il\_ [ ==}

: A2, Sz A4

2 # Double-and-add Z02|EE=E ";‘:'H.:”E ’:‘:H"é'?_rﬁf

3#

4# 2018.4.8 : OHIIEH BE (Z4H)

B # oo e
& import math

7

8 # Additive Operaticn
9 def addOperation(a, b, p, q, m):

1@ if q == (math.inf, math.inf):

11 return p

12

12 ¥l = p[@]

14 yl = p[1]

15 x2 = q[@]

16 y2 = q[1]

17

18 if p == q:

19 # Doubling

2@ # slope (s5) = (2 * %1 ~ 2 + a) *'n2“;1:| mod m
21 # TEZ2| BEIFE HHMECE (by Fermat's Little Theorem)
22 # pow() T2t HEHS E square-and- ..ultipl'y' ZHie|Es +HECH
23 r=2%yl

24 rInv = pow(r, m-2, m} # Fermat's Little Theorem
25 s=(rInv * (3 * (x1 ** 2) + a)) ¥m

26 else:

27 r=x2- xl

28 rInv = pow(r, m-2, m) # Fermat's Little Theorem
29 s = (rInv * (y2 - y1)) %

3a ¥3 = (5 FF 2 - w1 - x2) Em

31 ¥3 =(s * (x1 - x3) - y1) ¥ m

32 return x3, y3

Mame : Size Type Date Medified =
[Z] 2-7.ECC(Group).py 1 KB py File 2018-04-08 2% §:31
[Z] 2-8 Publickey.py 1 KB py File 2018-04-08 2% 8:31
[Z] 2-9.hash.py 1,005 bytes py File 2018-04-09 2= 2:09 v
[Python console g x
[0 Console 1/4 ) -]
L
Private Key = 8x4995682d2
Public Key = 1234567898 * (5, 1) = (@x38@db, @x7b&3)
In [25]:
W
History log [Python console
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2. 258t (Cryptography)

+ Hash &12|&
= Hashe 22 OIOIE (OIAIXNS LHES NAE 20/ HIOIHZ Big (HE)dt= 22 20|, HOIeE Hetst= 848 Hash &2t &.
» Hash= OIOIES XI2 22 Y& Z Digest E2 Hash valuect 5t12, HIOIEH S LIt HHH S Hash &t 2 &3] Bt A = O IOIEIDL 9, ¥ X E /A=K &

g M SEoH MEE 4= US
- Hash= 25X SNo2c 289 £ U1 (CIOIEY 9, BX, R24 HE), HIYSH SHO2 A8E 2% US (Fiter, 1Y H22E 2F A& S).
= Hash &= © Y8d SAS 243, HOIEHZRH Hash 2tS M4 & = UXI2H Hash et 2L H CIOIEHE MAE = a3,
= Hash &2 S& g2l= 28 23 (Block Cipher)2t SAISt HAOZ HOIHE E822 LIHAM 2 252 HOIEHE FI&HLE XOR S oatS 88t
» Hash &+= M Z CIE OI0IE2 Hash g0 SHS| 22 B3It LA =& A2Lt (Collision), 2 &E2 6| &S
= Collision &E0| =CtH, S2 8t Hash 20| LI2= 28O 2 [H0IEE BIXE /A& 0| EE.
(ex : Birthday attack). 22 8t Hash &£=242 Collision Z0| 0l ¥ & (Collision Resistance).
GIOIEl (mIAIXI)
+ 22 X9 Hash 212l& l %
B} wEo=
= MD5 : 19914 RivestJ} BHE 128 bit 2 12|IE =292 2}
» SHA-1:19953 0|3 NISTOHIM EE2= X &S 160 bit 2 1ElS SM2§1 Hash
= RIPEMD160 : 1996F Hans Dobbertin 0| 2t= 160 bit 2 12|& SHA256 gt
- SHA256, 384, 512 : 20021 DI= NISTOIA EEC 2 X3 256, 384, 512 bit 2 12|, RIPEMDIE0
= MD5, SHA-12 Collision Resistancelt 0t & XH= SHA256 0| Al0] €2| AFE & 11 US. l T
= SHA256 (0|&H) 2 0|= F=L5612] EFEO0|IXI2H RIPEMD1602 St=™ QE AAZ HEN &,
Hash value

HIEZQ UIEKIA0AM= SHA256 4 RIPEMD1600| AtEE.
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2. 258t (Cryptography)
(A& I - 2-9.hash.py)

+ Hash €12|&

» Secp256k1 712 1t Double-and-Add € 112|&E 0|86t BIEZ Q! X122 JHelF|2t BIIIE MA38t1, Vitalik Buterinl pybitcointools 2 1+ 2f Hl W &
1# Hash 212|E WS = Mame Size Type Date Modified =
8 B [ 2-2BitcoinPubKey.py 2 KB py File 2018-04-09 2= 1:17
34 2018.4.9 : DHOMEN BHE (Z4H : : : .
M- +HEH _____________ o 2] 2-9 hash.py 2 KB py File 2018-04-09 23 1117 y
S from Crypto.Hash import MDS, RIPEMD, SHA, SHA256 e —— i ————— mile i
6 IPython console g X
7msg = ‘0] F42 Hash valueE H|LFECH [ Console 1/4 5 XY
& print("\nMessage : ", msg) -
q
: . =40 = HrE
16 msg = msg.encode() Message : 0O M2 Hash valueE HIAECH
12 # MD5S MD5 (128 bit) : cc3d8654c13642dalh96a75b6eed7dbe
13h = MD5.new() RIPEMD (168 bit) : Pabad3222bc687dcd34a2fa24blasdf6@155e54c
14 h.update (msg) SHA (16@ bit) : cla@9dbb5T16a297e880be@757cf92711d7c7137
15 hv = h.hexdigest() SHA256 (256 bit) : baSaldd7d78c2a69dcaaad9as5766b28248a6bab573a30061cd20b89727ed4412
16 print(\n MDS (%d bit) : %s™ % (len(hv) * 4, hv)) Double-SHA256 (256 bit) : @486b@c4d3be76lafclc4457eab@ddab7730726d11edd2de7afo0e0db3R300 e
18 # RIPEMD _
19 h = RIPEMD.new() Message?| ORI E ot SetB =0,
28 h.update(msg) - N = o
21 hv = h.hexdigest() Message : 0| =ME| Hash valueE H[MECH Hash &t 2480l Ect RS,
22 print(” RIPEMD (%d bit) : ¥s" % (len(hv) * 4, hv))
23 MD5 (128 bit) : ©72a3e2a659d68c26eb4934bbasd14bb
24 # SHA RIPEMD (168 bit) : 5bd9c36B6ed4fbdadz@scebelsbfdefesdfse29582ae9
25 h = SHA.new() SHA (168 bit) : f7ed7cle?eld4edbee22af3156299e56d8e65ckdl
26 h.update(msg) SHA256 (256 bit) : 651b612adaf36dadc9947dcelp3d7bdb2d5c355e86a085615ac5d2f3bdobdcch?
27 hv = h.hexdigest Double-SHAZ56 (256 bit) : d73d3f2b7e6791f92534194919c74b5d6edazfe3825588068b19T6fdccc385a9

gest()

28 print("” SHA (%d bit) #5" % (len(hv) * 4, hv))
29 In [6B6]:
38 # SHA256
31 h = SHA256.new()
32 h.update(msg)
33 hv = h.hexdigest() v
34 print(" SHA256 (¥d bit) : ¥s" % (len(hv) * 4, hv)) w | History log [Python console

HIEDR

Ol HIERAZDY =SS M Ji=2l OldH
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2. 258t (Cryptography)

+ Digital Signature (8 Xt AH)

roll

=

» Digital Signature= 3JH3] 7|82 &5 J|== 0IE6t( Digital 2 A0l CH&t 21 (Authentication) 2t 212Xl (Nonrepudiation) S Z AISE.

= =019 Private keyZ A 0fl CHSt Hash gt °*§§}6} (BT M), CIE AL S22 AHsH RS SHIIZ LS 2 (MR HMYE)E E = U2, 2AM2 Hash gt
S HMStE M ALY U W6HH Y EMe=E AR &4 BdOIE}= H EHE.

» Private keyS JIX|1) Y= AHEOH0| X AEE & 4= U282 201 215 (Authentication)Ol Jts6t, =8, AHSH AFR0| XHAIO| M-St 24t OFLI2tD
2018 4= 21 S (Nonrepudiation)

« 2IH3] J|Etel &S BHAl (RSA, Elgamal, ECC)2 2 5 Digital Signaturelfl AFZE £ US.

» HEIDQ HERAIWAE X2 2SO CHE MENH S2& O KAL) Private keyE A &6t

» HEIQHERIAY UE LES2 0| MEE 210 X2 ARt U=X SEE &= US.

rr

A XD} 2 RE (Transaction input2 Unlock A3 E).

Analog A M Digital 2 M A ZE Digital 24 A &S
e ~ ey > . ey > .
Hash Hash
2M =AM
YT H(x) <+— —> H®
Private Key 20 H D
1 i i i
1 ! . | 651b612ad8F36da9c9947dce103d || | 651b612ad8f36dagca947dce103d || N
' : PoL: Sig(x) ¥ d73d3f2b7e6F01F02534194919¢7 |1 || d73d3F2b7e6F01F92534194919¢7 > Sig—(x)
I . X I | I T
e — S =222 2]/l 82 ~T-—-—-—-—--——=———-—=—=———————=- " ST ====-===—=———=————————=- I
2N AE Encryption Signed message Signed message Public Key Decryption
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2. 258t (Cryptography)

+ Digital Signature (8 Xt A ) : Elliptic Curve Digital Signature Algorithm (ECDSA)

o]
A

1
o

* Bob2 2A MY XI0I1 Alice= EM MY S XK. Bob2 XAl Private key (d) 2 Public key (Q)E M4 & Alice= QE &
= Bob2 2A (x)E MYSI] AdH Al Private key (k)2 Public key (R) (k, R : Ephemeral key) S 444 & (Stochastic cryptography).

* Bob2 A (x)2 Hash (h(x))E 445t1, d, k, RE 0I25t0{ Xt AH sE MH5H = AliceOlH x, s, rE 2H.

» Alice= Q, %, s, 1S 0|20l VE 848t = NES &0I8.

» 0| 242 Stochastic cryptography 24lo2 S SNt AHE WOICH X MY 20| &£ 2tE. Deterministic A2 A AIDIE LS X 210 KHAIL| JjQII)

28X A E ddoles A0IH st A0 Uiol 28t A &t0l 84 3. Stochastic 40| O &S,

Alice : Verification p : Prime number Bob : Signing
G : Generator
w=s1modn n: orderof G de{23,..,n—1}
Ui =W - h(x) mod n Q Domain parameter Q = d-G
L=

U, =w-rmodn

V=u-G+u, -Q k €{23,..,n—1}
R=k-G

(x,s,1)
V., =r — wvalid Signature r =R,
V., #r — invalid Signature s={h(x)+d-r}-k™! modn
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2. 258t (Cryptography)

4 Digital Signature (8 Xt A &) : ECDSA - Python &5 (1)

» HE3DQI2| secp256kl Domain parameterE 0|23t ECDSA £

2l &2l Signature & Verification & S & QI&t.

2l : 2-10.ECDSA(1).p

y)

1# Digital Signature (ECDSA) P15
28 ) )
# 2018.4.10 : OIOFEMH AE (Z4H)

[, [ SO T
+

import math
import random
from Crypto.Hash import SHA256

=]

o

9 # secp256klZ| Domain parameters
18 # y*2 = "3 + 7 mod m
1l1a =8
12b =7
13m = 8exFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFC2F
144G = (@8x79BEGGVEFSDCEBBACSSARG295CEETRBA7A29BFCDB2DCEZBD959F2815B16F31793,
15 Bx483ADATT26A3C4655084FBFCAELLAEABFDL7E448A68554199C47DEEFFELAD4BE )
16 n = exFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEBAAEDCEGAFABABIBEFD25EBCDE5364141
18 # Additive Operation

g

def addOperation{a, b, p, q, m):

8 if q == (math.inf, math.inf):
1 return p
3 x1 = p[e]
£ yl=p[1]
5 x2 = q[e]
6 y2 = q[1]
if p == q:

Wooca

# Doubling

# slope (s) =
# 2E0| Ha
# t
r

[sx]

¥1 ™~ 2+ a)/ (2% yl) mod m
|42t (by Fermat's Little Theorem)

H
FHSZ square-and-Multiply HUZISS +HEHL

(3
=S
: F":'l'-":j :lilk‘-_) I—H

=2 *yl
rInv = pow(r, m-2, m)

(YRR YRR FY R RV I R I R R I R
B Fa

# Fermat's Little Theorem

L]

L

Message = 0| THE HAZELICL

HAHE 84
h(x) = @x6ec7829ee2c6b1397301cd793f1f6bdI6865226d0b858fa687746410d722fbas

Bx28f9194d18086dPad344d85474271193324F59e5cc43b5614Tb4ad4423h%e6Te8e
Bx2f9c7eadbBaB5e2eV416c2d9d3d810e527dRe5625248a4620c8c12552450eddB

)
5

HItHE =2
h(x) = @x6ec7829ee2c6b1397301cd793f1f6bd96865226d8ba55Ta687746418d722fbas

)
W @x28f9194d1886dPad344d85474271193324Ta9e5cc43b5614Tbad4423h9esTede
r @x28f9194d1886dRad344d85474271193324Ta9e5cc43b5614Tb4d4423h9e6Tede

* Valid Signature

Message = 0| THE HZELICL

HIitME 24
hix @xbec7B29:e2c6bl397301cd793f1febd96865e26dBbESBTaRE7746418d722Tb95

@x2b533be73883bd4catadBecadeebladnrcVbated3@9e38c522295883TdeTafl
BxccBdfE448da7fe9635c7e331844b29d7ae28839b5Tatas56a55T497356d88386

W = e ——
]

HAHE =2
h(x) = @x6ec7829ee2c6b1397301cd793f1f6bdI6865226d0b858fa687746410d722fbas

)
W @x2b533be73883bd4catadBecadiiebl3487c7bate@389e38c522295883Tdafaf1
r @x2b533be73883bd4cabad8ecade7ebli487c7bate@3@9e38c522295883Tdafaf1

* Valid Signature

In [6]:

History log [Python console

HEZC UHERI2A EFH JI=2l Oldf -
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2. 258t (Cryptography)

(AlS OHY - 2-11.ECDSA(2).py)
+ Digital Signature (8 Xt Mg) : ECDSA - Python &5 (2)

= Vitalik Buterin2l pybitcointools TIH3| X| £ 0|238l0d ECDSA £ 12|&2 Signature & Verification Z2 1S &0l &,

Fay

1# Digital Signature (ECDSA) S Mame Size Type Date Modified ~
%JF T Y -py-hj:'::ﬂhnt?-:-lj ll:-hktthE: _.-"_.-"Ipypi.p'y'thn:n.u:’g_.-"pypi_.-"hitcu:in]l [ 2-10.ECDSA(1).py 2 KB py File 2018-04-08 2= 117
ii Writhen by Vitaiik buterin B 2-11.ECDSAR).py 1KB py File 2018-02-20 2F 2:07 y
S 2p18.4.18 |:||'|:||'—‘_’F—|:H %E (3‘_"5'@) ™ 2 4 pieninbDrataeslf 4y aeanea 28 3 BB mcanon Cila ando nt s G F 409-40
B B oo . IPython consale & X
7 import bitcein.main as btc [ Console 1/4 ) -
8
ag ML EMIE LT == st "
18 d = btc.random_key() Message = 0| THE HEELICL
11Q = btc.privkey to_pubkey(d) h(x) = @x6ec7@29ee2c6h1397301cd793F16bd96865e26daba58Ta687746410d722Tha5
12 - V = Bx459cc74242183da2Be8667eedl7B97df fc7eRsTo1RadTe91dd135263848825822
138 HEZE Z r o= @x459cc74242103da28e8667edl7897dffc7005T910a8T691dd13526304002822
14x = '0] THE HEELICL: . L
15 x = x.encode() Valid Signature
16
17 # Signature * Vitalik Buterin2l pybitcointools I3 Xl &8 &2 0
158 sig = btc.ecdsa_sign(x, d)
19 i
B8 & Verification Message = 0| EHE HEELICL
21 v = btc.ecdsa_verify(x, sig, Q)
37 * Valid Ssignature
23 print({"\nMessage = ", x.decode()})
24 if w: In [136]:
25 print{"\n* Valid Signature™)
26 else:
27 print{"\n* Invalid Signature")
249
W
History log [Python console
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3. X2 (Wallet)

3-1. HIE3AQI X|& X
3-2. JH2I3] (Private Key)
3-3. B3IH3| (Public Key)

3-4. X2 =24 (Address)
3-5. A& 22| Y A

3-6. 3| (key) 22l

3-7. Paper Wallet

3-8. Brain Wallet 1t Vanity Address

3-9. Nondeterministict Deterministic Wallet
3-10. HD (Hierarchical Deterministic) Wallet
3-11. Mnemonic Code (BIP-39)

Al : Wallet
JHCI3| : Private Key

Q=

2IH31 : Public Key

- -
:ﬁﬁ Address
(=]

HEZC HERAIA ESHE! Jl=2 0loH
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3. XI& (Wallet)

= HEDO XA2 HIEDQIQ X NE Ba&G= A0 Ol 2t JHel3l, S|, X =AE8 2elole A0l S&EHY
= JiCI3|E MAMoll, ECC &eldEeE SIMINIE M, B2 SIHI| oHAIZ HAGHD, SIHI| HAIZ X2 =48 MAEt.
« X2 IE2IAH0IE2 N3], B3I, M3 GHAl, X2 FAE MAH6ID, CHst B (Key Formats)E BHEGIHU, AS BHEH S| J|lsS =88
» OIS JHOITE A HHEIH SEMCIN IS & DE ASE = 8l3. > oY XL Z 52 HEIDCI2 ARG OIFE AIESE = 8l3
» B3| > M3 Al 2BHEO0| EIIot] (One way), 23| HAl €> X TAE=E &S BHEQ| JIss
s AEXIE X2 FAE 0|80t &N E 2elotAHLE & .£301K8H SEAMC! HIO0IEME K& =A0t JIEL X &1, X2 =42 SI03| HAl 2t0] J1F&.
» HAHE MAES M X2 TAE 23| Al 222 HESIN Transactiontll J1 28t (output2 Locking Script 220 7| £&!).
= 3rd-party API MHOUIA Hell HE2 2EHE [ X2 =42 E0HF= A2 SENC IOIEHS SIHI| oAl 2t2 S X2 =42 HEGIH PEHF== A Y.
AS HEO| JISOIEE AIA A S2SE A8,
* Key Chain P LR EE DRl .
¥ ¥
One way One way Two way
JHCID| 6 > 2431 O > Z2JH3| ol Al 6 > A& =4
Private Key ¥ Public Key ¥ Public Key Hash . Address
(256 bits) < N (512 bits) N N (160 bits) N U (160 bits)
HeI|= e E2 &80 SSF0oILH SI|l= eI E Ol EHAM EHA 23| HAl= SHM312 HAl g3 N F=Ahes B3 HAl g2
S& 2 0/20l¢ 256 bitel <AHE 24 245 galoz MHAEH 231 HAHGH 160 bit2 B &HE, Baseb8Check 1T E ot MM &
OIS0 AI=E = EI® 2 Aol 8 HOI2Z 2%t
2 FE (x,y)2 FHE. 256 bit =
A sz 248,
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3. XI& (Wallet)

+ Q13| : Private Key

= JHQI3|= 256 bitel A2 XY (1~2256). H&S|= secp256k1 2 Domain parameter! N 2t 2CHe 202 2256 Ble 242t &

= 2256 ~ 1077 0|2 (=0 20IS) SF0 EX3HE |AXS & W4

030 T2 LeiM US. HI= 0l FEZ 2 =X,

» T2 AWM J12H 22 MB6t= rand(), random.random() &4 S 20t HAS N2 LHM US. > & &

» Python2 &2 os.urandom(), Linux2 &< /dev/random, /dev/urandomO| Gl Qt& &t 2102 2B US.

» CHE3| &Y g0l Ot &0 S20IU 2& SS 0|26 Al g2 0I2E = US. > Mnemonic words, Brainwallet.

+ Random Number Generator (RNG)

= TRNG (True Random Number Generators) : & HZ S&, FAIA

» PRNG (Pseudorandom Number Generators) : seed 2t= 0I256I0 AlHE S MAHE seed #S F2 clock= 0I2E&. (ex

rir

22 Z BN 8 HES ddot

0l

g0l Ote. IHEIOl EMHE = US.

<2 X Ol

gtAl (Bt Ml = 01X, Clock jitter, 0IRA S =

: random.random() in Python).

Xp+1 = (aX, + seed) mod m (ex : ANSI C2 rand() —» S, = 12345, S;.; = 1103515245 - S; + 12345 mod 23, =H : Christof paar, Understanding Cryptography)

PRNG A2 Al HE 2t2 A2-0] JS = Y20, 01=F AMAHEL == IIsd0l JALL=2 Loty OHMGHA &

= CSPRNG (Cryptographically Secure Pseudorandom Number Generators) : 5 2J1s8 PRNG 24!, Pythone 22 0
/dev/random, /dev/urandom) OS CIHIOIA S H/W ZXI0IA ZLMes o

0
Python2 &< random.random() &2 numpy.random() £C} os.urandom() B4l 0| 2 QA QA &,

L0l == 20tA 88 seed=Z AIE6t=

s.urandom (Linux2l &<

ZAOF CSPRNGUH IS,

E)
o S).

HEZC HERAIA ESHE! Jl=2 0loH
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3. XI& (Wallet)

+ JHQI3| : Private Key 84 — Python &

l[I)

= 1~ N AOI2] Random (CSPRNG) <XI& M43t

(A& It : 3-1.002131(& d).py)

Hash (SHA256) gt2 H&HGHA JHRISI2 AHZ S Ol Al

1# Vitalik Buterin®| pybitcointoolsHlMd JHT2UFIE M=t 2
2# E1 : pybitcointools (https://pypi.python.org/pypi/bitcoin)

-

4 # CSPRNG : Cryptogrphically Secure Pseudorandom Number Generatc

5 # PRNG : Pseudorandom Mumber Generator

6 #

7 # PRNGE =eed fE OIZiH AMAIZE = HIMEEE (X = (a*x +
gg AHIZEZ S£40| UWE = ME UFE MAIE £ 24,
a# CsPRNG= O1F AIHIE FZ20| S0HEF 2

10 #
11 # 2018.4.16 : OHOFEH RE (TAE)

128~ m = mm

13 import os

14 import random

15 import time

16 impoert hashlib

17

18 # secp256k1%| Domain parameter (order of G)

19N = 1157928892373161954235789858@868798785283756427987498458 268

28

21 # CSPRNG A, as.urandom()Z} random()E EE| HMHM hash2se=

22 def random_key():

23 r = strios.urandom({32)}

24 + strirandom.randrange{2¥*256))

25 + str{int{time.time() * loooeaa))

2B r = bytes(r, 'utf-8")

27 h = hashlib.sha256(r).digest()

28 key = "'.join('{:82x} " .format(y) for y in h)
29 return key

38

31 while (1}:

~

s

Mame Size Type Drate Modified 2

[ 2-11.ECDSA(2).py 677 bytes py File 2018-04-10 27 3:04

B 317097 (4 ). py 1 KB py File 2018-04-16 27 3:18
[T 2 = FUO I rarmnatet o 1 ¥R e rila Andn ona a0 OF secn =
[Python console g x
7 Console 1/4 ) | -4 -1
L]

Privikey (Hex) : c44dcd9e52966187ac3Tbfc398bdcd5a@352ddec96efe38742bB30dT777398be
Privikey (Dec) : B87987546726782834488017344698513796536648326975169701157709337577156246737086

Priviey (Hex) : f3fofo2cdd2def7a7647f21ad362T@85362581b9557882acdded3a373fhb7atae
Privikey (Dec) : 11835368686923426173989159965820645436361663370224258978740795959987374958079245

Priviey (Hex) : 4d2325dd938c@eslidfeReBecBo6b38253deafffRaBB5cBc6lbd3alflicch2e8
Privikey (Dec) : 348981983264383226917038448858995609279423365916264841484982389621852936495848

PrivKey (Hex) : b55T3cB68243639741dag%B42eaedcT@Be88156T14c04dc4fo80d951238997F
Privikey (Dec) : B2836393795857143793466058116715838492730925438224129022530466411583444865167650831

In [B]:

History log [Python console
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3. XI& (Wallet)

rio

+ QI K4 : Key Formats & &S H

= JHeI3|= O] EEi (Format)2 HEHE &= AS. HH0l AIR3D| |st RN 228 AS KFE2Z U= £ US.

= HeH0ll= Raw®t Hex FormatOl AL &l 12, 2t2| & <10 M= WIF (Wallet Import Format), WIF-Compress Format0l US.

» X2 S/We Hell MH2 A LR RS2 Raw, Hex Format2 AIE0t1], 20HA 0| RZ S Z EAISHK= (S (LBIE22), AIZXJF QEGHH WIF
FormatS ZE Al &

» WIF Format2 Raw, Hex FormatS Base58 encode EEHZ B&tst A2 22 . &

» WIF-Compressed Format2 Compressed Public KeyE M &g [ AtEE

» WIF FormatOil= Check Sum (4 bytes) gt0l £01 U0 A 312 &4 =

» OtcH 4JtKl Format2 &S BE Jise. 25 S2L& 20|22, A R2 FELH otd.

00

SZ AEE. 3|

3]

gl SH2Z QRIS AIBEDIE &,

Private key representations (encoding formats) Key Format (0l Al)
Type Prefix Description Hex : 69236c9bd75194a301a21a5671a2b5b5671c840a86b39caad4353fe32ef81f3c
. N 32 bytes. 256 bit Dec : 47555438338583104046036392420609779792096882768935954893573390972430384111420
aw one ytes, s WIF : 5)cbCZmfIrT7hjLg2CosvyLLbyNLXpkht3PLtKh2nuB45ZwWCSz

Hex None |64 hexadecimal digits WIF-Compressed : Kzk5x3e850GGamtWxK7uoDeMXMoBD3muSHXcmXVgubHNb3bdKYMv

Wel7| &= Het:

WIF --> Hex : 69236c9bd75194a301a21a5671a2b5b5671c840a86b39caa94353fe32ef81f3c

WIF Compressed --> WIF : 5JcbCZmfJrT7hjLg2CosvyLLbyNLXpkht3PLtKh2nuB45ZwWCSz

DEC --> WIF Compressed : Kzk5x3e850GGamtWxK7uoDeMXMoBD3muSHXcmXVgubHNb3bdKYMv

Base58Check encoding : Base 58 with version

WIF 5 prefix of 128—and 32-bit checksum

WIF-Compressed| Kor L | As above, with added suffix 0x01 before encoding

£ x| : Mastering Bitcoin 2nd Edition (p. 70, Table 4-2)
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3. XI& (Wallet)

+ Key Formats & & AS HE - Python ¥ &
[=]

(A& Y : 3-2.J0213|(Formats).py)

= JHeI3[E Chet HEE HAIS.
o

1# NM2UZE H&atn CPEFst
2# E1 : pybitcointools (h
3%

4 # Hex : 167l

5 # Decimal : 1874

6 # WIF : Wallet Import Format

7 # WIF compressed

g%

9# 2018.4.16 : OHIEMH EE (Z4F)
5

11 import bitcoin as btc # Vitalik ButerinZ| pybitcointools
12

13 # JHUZ| (Hex format)E WHESH}

14 while (1):

15 privikey = btc.random_key() # 256 bit Random n
16 dPrivkey = btc.decode privkey(privkey, 'hex') # 160l ETIE=S 1
17 if dPrivKey < btc.M: # secp2se6kl 2| N &
18 break

19

20 print(" 27| M oy

21 print("\n?H2U?] (Hex) :", privKey)

22 print("\nH2U?| (Dec) :", dPrivKey)

23

24 # U3 E WIF (Wallet Import Format) HEHZE HHEFECE
25 wifPriviley = btc.encode_privkey(dPriviey, 'wif")

26 print("\ni2IF] (WIF) @7, wifPrivKey)

27

28 # PUFIE wif _compressed HEHZ HESH}

29 cWifPriviley = btc.encode_privkey(dPriviey, 'wif_compressed')
3@ print ("M 2UF| (WIF-Compressed) @, cWifPrivikey)
31

32 # Key format= &= HEH| =5

Fay

Marne Size Type Date Modified =
[E 3-1.7H217| (M) py 1 KB py File 2018-04-16 27 3:18
2 3-2.7K2!7|(Formats).py 1 KB py File 2018-04-16 27 11:16
[ 2 9% DoaracOrocada o 1 KPR nee rila AN 0 nA 4 O Sonn v
[Python console g X
1 Console 1/4 5 L - gK -1
A
MUz HE
H2UZ| (Hex) : 7a2bec4al4b2159172dcfsel42dba77283444acca6Tf297e7e490ccl9a7f03ca
HUF| (Dec)
5525077 276@297371204785862783032475525852422834314758791569632734468581115922
H2F| (wIF) : SIkeHoAVdtgQauzHbpNghlsM3kebad8xAey EGn7AVRFAUXbD3M
H2F| (WIF-Compressed) : L1KCMBkuPqnfEgsrGg7PvusDV9ewbCWEVechdsae6CtSINIMykzn
MUZ| &= AEE
WIF --» Hex : 7a2bec4al4b2159172dcf56142dba77283444acc46fT297e7ed9B8ccl9a7TA3ca
WIF Compressed --» WIF : 5Jk6HoaAVdtqQauzHbpNghlsM3kebadsxAeyLEGn7AVRFAUXBDIM
DEC --»> WIF Compressed : LIKCMBkuPgnfegsrGg7PvusDVlewbCWEVcbdsaesCtSIWUMMvkzg
In [8]:
w
History log IPython console
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3. XI& (Wallet)

+ Baseb8Check 212 & 1t WIF Format

* Baseb8Check QIDER =X (E2 2XL)E 5842 2X2 Check Sum
AUCE BHECIH AIEO0] 20| #2 EElZ BHEtot OlHE ZE6tI| 2ol
ANEE.

» Base58Check QI Y2 JHQI3| &0t OtLIct SH3I, N& =0T AHE
2. AES| & Version prefix€ <.

= JjQI3|2] B Hex Format (Payload) & £ &0 0x802 0|11, SHA256
OHAIE & H S & & 22 4 byteE Check Sum 2t 22 AIEE.

= Version + Payload + Check sum gt Base58 Q1B EHZ HEE,

= Base58Check 212 E Gl Al
= 58 2X(0,1,0, I, +, —-: EE0HI)| 2 2XA= AFE06HXA %8)
= “123456789ABCDEFGHJKLMNPQRSTUVWXYZabcdefghijkmnoparstuvwxyz”
» =Xt 12548 /58 > R =216, LIHXl =20 > LIH X0l diEot= X ‘M
216 /58 > K =3, UHX =42> 7
3/58 > 8=0,UHX=3>%4
= =X 12548 > 4jM’

Hex Format
Base58Check version prefix and encoded result examples
Payload
Tvpe Version Base58 result
yp prefix prefix v
Bitcoin Address 0x00 1 Version Payload — | Double-SHA256
Pay—-to—Script—Hash Address | 0x05 3
\ 4
Bitcoin Testnet Address Ox6F m or n o
: Version Payload CheckSum < SHA256 2 9+2] 2
Private Key WIF 0x80 5, K, orL 22 4 byteE Check
. Sume & AI=2 &t
BIP-38 Encrypted Private Key | 0x0142 6P Baseh8 Q12 &l
BIP-32 Extended Public Key 0x0488B21E Xpub
Z 7 : Mastering Bitcoin 2nd Edition (p. 68, Table 4—1) WIF
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3. XI& (Wallet)

(A& I : 3-3.Base58Encode.py)

+ Baseb58Check 212 € - Python 35
= JHQIJ| = Base58Check QIZE 22 BiEe. O|& HIOIX| 2XE A& HA&GHH &2l S 0loiotLl. pybitcointools Z 12} Hl W
1# Base58 encoding EXIE ELIEHCL vitalik DS Z0}7l Basess Enceding £ & Marne Size Type Date Modified =
2# H1 : pybitcointeels (https://pypi.python.org/pypi/bitcoin) [ 3-2.7H217|(Formats).py 1KB py File 2018-04-16 @ 11:16
3# . —
L= . .l . oia= lEHE [2] 3-3.BaseS8Encode.py 1 KB py File 2018-04-16 25 6:09
‘;i S Peeess EHCCdlng l_-lala DlnHl_H:l-l [T~ 0 TVTUFIrhE Ay 2 KB mne Fila AN40 nA 48 e Aan-CE i
6# 2018.4.16 : OHOFEN EE (ZAF) IPython console & X
ittt [ Console /4 E) -]
8 import bitcoin as btc # Vitalik Buterin®| pybitcointools "
9 import hashlib
18 import binascii
11 ) MH2UF| (Hex) : 52bbe@b23b@l2e2e@bas5111facdeatosaafeondlsebfadbb23fed@78cbbday
12 # JHUZ| (Hex format)E WHESH}
13 while (1}): M| (WIF : vitalik): 53SiucMCb3mtpMVZIdtHAavCEXurCYS8FFhNQINVP7CPZaailLisr
14 privikey = btc.random_key() # 256 bit Randu:rr n
15 dPrivkey = btc.decode privkey(privkey, 'hex') # 168l ETIE=S 1 H2UZF| (WIF : Base58) : 515iucMCb3mtpMVZIdtHAavCEXurCYSFFhNgINVP7CPZaailLisr
16 if dPrivKey < btc.M: # secp2se6kl 2| N &
17 break = = 20 &2 2RE
18
19 print("\nM2I2| (Hex) :", privKey) In [12]:
28
21 # HUF|E WIF (Wallet Import Format) TEHZ HEFIC}
22 wifPrivkey = btc.encode_privkey(dPrivKey, 'wif")
23 print(™\nH2IF] (WIF @ vitalik):", wifPrivKey)
24
25 # BaseS8 EncodingES EE HIAretDm, FE| 2obzF ZAlsk=E] ZRIECH
26 5 = "123456789ABCDEFGHIKLMNPORSTUMIXY Zabedefghi jkmnopgrstuvieyz
27
28 # version prefixE ZIIEICL exse ~ Private key WIF
29 prefixPayload = "88" + priviey
38
31 # Checksum= TEICE version + payload2| double-sHazse =3 = HE 4 by
32 versionPayload = binascii.unhexlify({prefixPayload) W e

>

History log IPython console
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3. XI& (Wallet)

+ 23| : Public Key

A
= BHIN (K =G+G+G+ - +G(HUI| A3 T2 HAE = A1, Otch D2 (A4 B2LUHAH) JZ Mg =~ JZ. (AHE Ol &HA 32).
([@)u’]

= JHQID|E 2D UASH 2o HAE & & £ A2 (Double—and-Add € D2IS), 2318 21D JQII|E o2 2o HAS 20| o 20k & (Brute
Force). W30t 2 £=017] W20 (22°6) L20| HASH=E 2R SANOZ IisolAl 8.
= 012 S0 JHQI3| (d) =4 2tH Z2IH3|= otel = 0& 9 4G2l A9
HEA. BMIl= (x,y) SEHS 2XH3 HEY. GiIA AIROHA HRIIN
0+= Add &. a v\ 2 3
G y“=(x*+7)modp
O 4
23 (K) M4 oy * 36/
i
d 843 Add & (Double-and-Add 12| 5) | | B X
-------------------------- N I, ! ! !
',/ \ | | | |
e U
K=d-G=G+G+G+-+G \ N
4G ® 26
G = Generator,d = Private Key,K = Public Key T \\\

4 =213, 4G = 23| (FHE)
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3. XI& (Wallet)

+ 2I17| MA : secp256kl &

« HEIDQI JHQII], BIMI| #HS secp256ki= MELSt. (21D XI= : hitp://www.secg.org/sec2-v2.pdf)

*» ECEy2 = x3+7 modp E AHE3t1) Domain parameter Ol p2t G= Ot et 23. Compress 252 G= G x—XHEBH HAIS A 0|11, Uncompress 2E29

GE (x,y) ME DSE Z A8 2. Domain parameter= 25 256 bits &.
» Secp256kl 7

The elliptic curve domain parameters over F, associated with a Koblitz curve secp?256k1 are
specified by the sextuple T = (p,a, b, G,n, h) where the finite field F, is defined by:

p = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE FFFFFC2F
= Q2256 _ 232 _ D9 _ 28 _ 927 _ 26 _ D4 _ 1

The curve E: y? = x3+ ax + b over F, is defined by:
a = 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
b = 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000007

The base point G in compressed form is:
G = 0279BE667E FODCBBAC 55406295 CE870B07 029BFCDB 2DCE28D9 59F2815B 16F81798

and in uncompressed form is:
G = 04 79BE667E FODCBBAC 55406295 CE870B07 029BFCDB 2DCE28D9 59F2815B 16F81798

483ADA77 26A3C465 5DA4FBFC 0E1108A8 FD17B448 A6855419 9C47D08F FB10D4B8

Finally the order n of G and the cofactor are:
n = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE BAAEDCE6 AF48A03B BFD25E8C D0364141

h = 01

. o
.EC&xEy2 = x3+7 modp E M

H

0=
0x
U2
>

]
0

HIEZRQ X< I3 SIH3|

2 Z 9| Domain Parameterg& & X5}

o =

gt
(a=0,b=7)
JHQI3| privKey (d) = 1 ~ n—1 ALO|S] BHE RIS AIRE.

. 23| pubKey (K) =d GE HlAHGHH A2 EL.

AES

NISTE ECC 258 EE2Z secp256rt 722
EHSIAS (NIST curve).

ECC &5 HAIOZ secp256r1 0| €2| AtE
Secp156k1 2 secp256r1 2L} (0FF) 242t 2+5ICHD
Ol-a;i I;‘ Olg

Satoshi = 2 HIEDQI0|l secp256k1S HEHHENt?
(210 : https://koclab.cs.ucsb.edu/teaching/ecc/
project/2015Projects/Bjoernsen.pdf)

=&l
=.
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3. X (Wallet)

(&

i}

mel : 3-4.2M31(M4A).py)
+ B2 A Python &

» Secp256kl 72 1t Double—and-Add € 112|E2 0IE0t0{ HIED O X&' JHeI3| 2t BIHIIE M A6, Vitalik Buterin® pybitcointools 2 12+ Hl !

37 # 5ecp256k19| Domain parameters ~ Marme Size Type Diate Modified -~
R mod § B 3-27K217|(2).py 1KB py File 2018-04-16 27 1116

48 h = 7 [Z] 3-3.BaseS8Encode.py 1T KE py File 2078-04-16 2= 609

41 m = @xFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFC2F 8 3-4.Z7H7).py 2 KB py File 2018-04-16 2% 1056
42 G = (@x79BEG67EFIDCBBACSSABG295CES7ABA7B29BFCDB2DCE280959F2815B16F81798,

43 @x483ADA7726A3C4655DA4FBFCBEL1A8ABFD17B448A68554199C47DA8FFB10D4B8) IPython console g X
44 n = @xFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEBAAEDCEGAF48A@3BBFD25E8CDA364141 o Console 1/4 ([ oo
45

a6 # MUZE HEEHCL -
47 while(1): Private Key :

43 d = random.getrandbits(256) 8xd138126b799ca796ebbi69d4e8361c789b2ab31282acf9e73adledec3b53athes

449 ifdz=@&d<n: e e ———— e R

58 break Public Key : X

51 (8x365d2a5c40056Tb7264998b81242c2953d82a6a8c fcBedc76d471e86ef92d62c, 1

52 # Double-and-Add 202 |E2=2 SHFIE HHEHTCH @x9e@17447063c3e9867dff7dc4a8cd87985654024h7078d2eae9bcf6@915c8Te5) |

53bits = bin(d) e -

54 bits = bits[2:1len(bits)] # vitalik ButerinZ| pybitcointools Z1} :

1S e e o .

56 # initialize. bits[@] = 1 (always) Public Key : X

57K =G (Bx365d2a5c40056Tb7264998b81242c2953d82a6ascf chedt76d471e86ef02d62c, 1

58 @x9e@17447863c3e9867dff7dc4a8cd87985654024b7078d2e3e9bcf6@915c8fes5) |

sa# = AWM HIERE pDouble-and-add e\ I

6@ bits = bits[1:len(bits)] = 5 24t 2 2RE

651 for bit in bits:

62 # Double In [2]: |

Ei K = addOperation(a, b, K, K, m) = A} E AX|E

65 # Multiply

66 if bit == "1":

67 K = addOperation(a, b, K, G, m)

6a L
B privkey = d v | History log  [Python console
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3. XI& (Wallet)

al

+ 23| F : Key Formats &

» BMIIE 0cf EEi (Format)=2 HEHE
» Uncompressed Format2 0x04 + x %t
O

» S AIS EUACEZ x B NHE

= Compressed Format2 y =0l

oll 5

N
®

s HE

A
e

|13, x, y= 2+2 256 bit <XH.
it + 256 bit + 256 bit = 520 bitY.
= 0x03 + x HEZ HAIE.

ZM). &, ECEXx F0 022 y=E 2t HESE

* OlAl - x—-BEZ y-ZHE H & * A ol

ot e

Jo

y*mod 127 = x3 +7 mod'\/127/\n

y2mod 127 = x3 + 7 mod 127
\‘f/

x=3,y=? Ol 20 met Mt grelo] 2ta, 622 mod 127 = 34
127 = 3mod 4 +— 0| TS =511 012 A2 0|BE + AS. (*+7)=(3°+7) =34

127+1
y=+x3+7)" %4 mod127

127+1 y?=amodp (a# 0,p=3mod4)
y=12@*+7)"% mod127 - 1

y=d4a 4 modp HEZQI2 0] T2 BHEJI22

y = £ 34% mod 127 0l B2AS NEE 4 US

y =+ 62

£ X : http://mersennewiki.org/index.php/Modular_Square_Root

Do HERAZ
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3. XI& (Wallet)

- _ o (A& M : 3-5.3JH31(Formats).py)
+ SM3I| : Key Formats e & &5 HE - Python &1&
= JHRIS12 BIOH318 A4S (x,y) EEH, Uncompressed & EH, Compressed EEIZ HEAIE. 12l &S BHES &0IE.
1# EMFIE M50 Compress, Uncompress EHEHZ EA|=HCH b Marne Size Type Date Modified e
24 &0 : p /bitcointools (https://pypi.python.org/pypi/bitcoin) B 3-4.Z7H7| () py 2 KB py File 2018-04-16 2= 10:56
t Mast i { =
L; ering Bitcoin (p. 77) B 3-5.277|(Formats) py 1KB py File 2018-04-17 2= 12:21
. = . e [B 2 & TIZER A o 1 ¥R ne rila Ando nd 4 OF 409 N
s# ZMF ¢ (%, y) ZHEH )
6 # Uncompressed : 8xB4 + x + y TEf IPythan console g X
7 # Compressed : (T3 ex@2 + x, (£3) exe3 + x TEY [0 Console 1/4E) TR
8 # Compressed --> (x, y) BEHZE Hzkl =Ct ~
9 # o) ,
105 2015.0.16 : OIROH B (2B 120 (e eSS e TSSOty
1 - -
ZM?| (%, v) Format : (4d7b2b73aafbo72bf44255a5chalf@5462c97f9ehc38cer35518dbe240554727, |
i i i E Vitali terin®| pybitcointools * +
E import bitcoin as btc # Vitalik ButerinZ| pybitcointool 8322be4b376108414345e91448292eb1735837C33073a804660352b6744d53913) !
- L e e e e, E e, ,, E E e ———————— = —————— J
14 # JH2UZ| (Hex format)E HAHEH} ZMF| (Uncompressed Format)
12”“1& '.:li: bt dom K 4 e bit Rond 844d7b2b73aafba72bf44255a5¢chalf@5462c97f9ebc38cer35518dbc24e5547278322beaba 7610414345914
privkey = btc.random key() . — Ry 48292eb1735037c33873a50466@352b6744d53913
17 dPrivkey = btc.decode privkey(privkey, 'hex') # 167l FAEZE 1
18 if dPrivKey < btc.M: # secp2sekl 2| N & ZIH3| (Compressed Format)
;g break ©34d7b2b73aafba72bf44255a5chal fB5462c07F0ebc38cef35518db 242554727
21 print("\nMZ3| (Hex) :", privKey) Compressed Format --> (x, y) Format :
22 Ll e\ oo .
23 # ecc2 SMPIE HHEM) pubkey = privkey * G ZM31 (x, y) : (4d7b2b73aatho72bf44255a5chalfe5462c97F9ebc38ce635518dbc242554727, :
24 pubKey = btc.fast_multiply(btc.G, dPrivkey) 8322be4b97618414345291440292eb1735837c330873a804660352b6744d53913 ) :
25 print("\n=MH7F| (%, y) Format : (¥x, ¥x)" % (pubKey[8], pubKey[1])) S :
2 ) = 5 200t YRlE
27 # Uncompressed Format. @x84 + x + y HHEY
28 uPubkKey = btc.encode_pubkey(pubkey, ‘hex') In [239]
29 print("\nZH7F| (Uncompressed Format) :", uPubke L
P ’ : Y S 2O E AX/E
31 # Compressed Format
32 if pubkey[1] ¥ 2 == @: W N
> History log IPython console
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3. XI& (Wallet)

+ X2 =24 . Address

= X2

L

(Address)= CHE ARSI <A

SN FDHIEDS 2 I AESHHLL X2 HB2H0IQ0A &
Hef S R2lg [ T2 ALBE. FaE |
=N

- Public Key (Uncompressed)

~

™~ -

» mainnetl A= ‘1’2 AI&GID, P2SHE FTAE ‘3’2=& Al&olD, testnet FA= ‘morn’2 & Al&HE

- X = QI3 > B3| (Uncompressed Format) > SIH3| HAl > X2 =42 M2 MHF. E
= JHQI3|2 Uncompressed Format2 SIHI|E MAHat) O4I10 SHAl at= (SHA256 & RIPEMD160) F aH i Y
160 bit2] ZIHI| SHAl LS HAHEL, i SHA256
= SIH3I oAl 8t &0l Version prefixE I8t < Base58Check Q1222 X2 FAE 48, i of ot &t
Version prefix : 0x00 ~ & X|2t =A (mainnet), 0x05 ~ P2SHE F=4 (LIS 0ll Transaction B0 Al CIE) , 8 =t y
Ox6f ~ HL X HIAES HIEDQ YEAT (testnet) 8 X2 T4 RIPEMD160

= Uncompressed EHC| ZBIHI|2 BtE= A 0| LBHAQ|LE, Compressed EEHS| B3| 2 QL=

A
T 4
A = D 5 y F XA FaL X = S SR ol N ; i
» X2 FA=E 220 A2 EHOI2Z Otcl OIAIZ 20l QR ZA EEHZ CHE AEUIH SIHa| & . /

0x00 : mainnet

Version prefix | .05 :posH

* K&k =24 GlAl E = Ox6f : testnet
1 /c\>l-§
QR code | s Base58Check Encode
=  Mainnet : 182mocjYj7PjCndxUTSrVCK9dNkbjNqgarA > ' ts
= P2SH : 3H1FfAYW5sDYRaJCxZ3G7Jpf4jgdtigbki .
=  Testnet : mnYj6fpXY8pyytnaC2REK7XUVNMJhs8AKL ‘o Bitcoin Address
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3. X (Wallet)

+ K& =4 MM - Python H&

= JHQIS3I, B3], B3| HAl etS MAHGHD, X2 FAE MHE (mainnetE, testnetE X2 =24 M4). SHI| HAl €> X2 =4 HET &0I8
1# MR |E BHFIE HHED -'—]HE'IE—'T‘—FJ T FAE MHEC 2 MName Size Type Date Modified -
24 1l : pybitcointools (https://pypi.python.org/pypi/bitcoin) [ 3-5.Z747|(Formats).py 2 KB py File 3018-04-17 @= 2:21
P OHIEH RE (ZAH) B 3-6XUFLpy 1KB py File 2018-04-18 @7 2:20
B B o [Z] 3-7.BrainWallet.py 1 KB py File 2018-04-18 23 12:21 w
& import bitcoin.main as btc |Python console g
s# HUFIS MECt 3 Console 1/AE) -
9 while (1): ~
18 privikey = btc.random_key() # 256 bit Random n o
- dPrivkey = btc.decode privkey(privkey, 'hex') # 16712 2RIEE 1 ;H.D_:g: 9;@;?92ia-&3adff4?h239d934@-&23c555?flSE?hE1aEfaEEE1f53592d1d9h525hd
2 if dPriwvkey < btc.N: # secp256kl 2| N & =7 =
13 break 4 7 B84252f859f96ee3d9415bcd7d1576718a3885TR958942b3bcd5d2c4fdbosefl16Te847452957 709464382 1d8b6
14 2b3e266218445d3c81496Bab699362ddE26CcaaB49
15 # H2UFZ ZMFIE HA:etCh -
- uhlle l_ btc Hrllvke o urhke (privkey) EMZ| --> FZF2 (1. mainet B) 179hADkGQVCEMIaWifgTEVEKGa4fril6o
17 pERREY P e Y ZMF] --> S| HAl © beclefd3ldsaee24202fdfad7faafazl2a93belds
18 EMZIZE AL T2 HHECE (mainnet &)

. ZM21 aHAl --> RIZTEL (2. mainet &) 1319hADkjGQVeEMIaWifgTEVEKGadfrileo

19 addressl = btc.pubkey to address{pubKey, @ = = =
20 pHRREY =0 (pubkey, @) FZfE4 --» EMF| GHAl ¢ belefd31484@e24202fdf9d7faafa7l2a93beld3
21 # ZI7|2 16@-bit public key hash= MM EIC} AUFL (Testnet &) : mxfeTGgiSRvrsTnC(EHe4HAIDBGAmMbaRSxA
22 pubHashle® = btc.hashle@(btc.encode_pubkey(pubkKey, 'bin'))
23 In [40]:
24 # 168-bit public key hash2 | FAE HEECL (A2 addrerssZt 26t
25 address2 = btc.hex_to bS8check(pubHashlee, @)
26
27 # AlZF FAE 168-bit public key hashZ HEEICL (£12 pubHashiselt =2
28 pubHash1681 = btc.b58check to hex(address2)
29
38 # Z2MF|Z2 testnetE AL FAE HHET
31 address3 = btc.pubkey to_address(pubKey, @xef)
32 I W
- History log  IPython console

HIEDQ HERAZ E=EML! Jl=2 OldH
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3. XI& (Wallet)

£ A2 =4 22 O =24 A=
- E2 X2 0IE2N0IE S HQII|, Y FAS 5HLIB 2YBHS 20| OtLISH HOHA OHEE UaH 1 THSI HHOIIIS MBI 283 (ex : 1007H).
= HHE TOICITIE M2 X FAE MZ2 MHENA 288, 23 & 235 (One Time Password : OTP) A& & B A1) Hel= IHE e (Recommended).
- 0= S0f Transaction (1)0IlA CH2 AFZHOII £25+0 22 LI XIS CHAl XHAOIH S23H0F SHE0I, 0 T J1E TAES AFESHs 200] OFLI2H MES JHeI3|
(2) E AH/’d o|- XIDI- IAE AD%I-
» Transaction (2)0IA= CIAl M2 X222 52§ Transaction (1)
- AUSAINE ARSOHH OHE TAS 22 S 2 US. | =1 R,
- SE XD B, I WY SS N NZ2AH0IENA IS He3l (1) ———»
oz paim S
- JHOIZITH A% Bl 20l HUCZSE e + US. | UmNI=RAs OB Russ S2w
= UHEH JHQIIIOF 042 JHOI D M HHR D wel 22| 0l 2RI Transaction (2)
SIS A QIS BIVIEH MO B0t LS | ]
- HEE X2 0S2H 0SS wel J|s2 MBsHIIS et @) —— ] ) L= HENENEsESSE
SHXIgH, A3, USB, I8 H22l S22 ®elo| JHs5t)| E"D%ié'i
0 X+ X0 & Z=HOF & | HoA=RadnE Agss =8
- DROF XFE HPHGHK D, JFBM HeHSHRA KHAHS ED|2t Transaction (3)
QEH= ARSI (2 @ HE) RO JHOI9|S HIOIH 5
0l = SBEHE 210] FFE A5 US. 01 IS HAHS yos @ —— [ 1 [ed—— oesznzezsae
CHOFCH JH Q13| I:lH‘I NSO JIS 221561010t [t UTXO |
SOI5HK %S 25 UD, 251 el ABE2 24 98 SO | WA= A TS Ngo= S5
QS AC US S Deterministic walletel s, J
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3. XI& (Wallet)

+ K2 B 22| : Paper Wallet

= XS WASICH= A2 IHQIFIE BHWHSHCH= 01, JHel3|2t A28 I3, X2 =4 S2 HOtEX & £ U2 Z JfQI3|0t OHAGHH 225 &

= JHQI3|E CD, USB, /& StE LA S X EXI0 Y= RS LXHQl 8 JHE L (Warm Storage). M AH & X|0fl M dH= A2 Heldt) = SHAIgH D
&, Al o2 S2 RS0 ULCZ A2 BAES2 = OHAGHA A2 =X US

» ZBHOI WA JHQIF|IE SelH2Z LI JISoH == 2. OtcH KAl 201 S0I0ll 7150 == 242 Paper WalletOl2t & (Cold Storage)

» Okl Ol Al= http://bitaddress.org Ol A JavaScript @422 AIEXA 2 RE A A8E = ATEEZ CHE Paper Wallet &, CIEHYI0 =8 A EHOIA Paper
WalletS MA518 QDI S AIOIEZ &€ /AS0| U222, & E2t2MUIAH S AMOIE HIOIX (HTML)E MEWE CHE, 2lIeY &S XHsi, &

S2RHUAM JEE HTMLE S0 A, Otci 2t 22 Paper Wallet2 4 4 &
= Paper WalletO| 23| t& 8 &HAI2 OfLIG 2t JHE QtE S 2 Al0|2t
(S, 24, 3t S /82 EME)
» SHS YUXIEH| R E 2SSHE MQI3| (BIP 38)E AIRE =
PassphraseZ O0I26t0{ JHQID|E 2= 3toll A Paper Wallet2 =2
22= AMEE Paper Wallet 42 i

CI|E NHEE = Bl3.
» HHEIDQS ER76 AHE0l 229 Al S2

HU
S
Ny
o
=
OZ
gh
1
gQ
10
2

Bitcoin Address
1DvPdByzGyGkAaGyNxuhg SvNNF4AEG2WY d
KaFEOECIPAZPrERZmCN 3 AU G Nz 3702 1 TAA Eyeakwhkad ROW

= S0|L =2, EEAI S 2B 230 0l 0|2 & £ QUAXICH -
HEDQIS 22| =HJt I H20/ JHOIFE ML =X YO Ax0| 0|12 & £
QS Paper Wallet2 2 JHQI3|E2 B30 =2 2LE URE US bftin?:m &

£ X : http://bitaddress.org
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3. X& (Wallet)

(A& MY : 3-7.BrainWallet.py)

+« K& 3| 22l : Brain Wallet2} Vanity Address (A& MY : 3-8.VanityAddress.py)

= Brain wallet2 Q15| & HE5HAH AKX $1) SXE &S (Passphrase)E AHE0t= LA, 2XECH J[AGHD AL HARERX JHRIIIE MLE &= US.
1# Brain Wallet A|E 2 ) 2
2 # 9I2|2| 2RE (Passphrase)2 JOIF|2F BIFIZ MAstD EFIZEE A2 Passphrase : Brain wWallet A|E= JW2UZF| TLICHL HHHZIZ Odl =.
38
s # 2018.4.17 : OHIMED] HE (Z4E) M2IF| : 82989821248a8e60f44ebefd37ee762442cddF2073303d0375129874939¢6a72
N ) HAUZ| - Z3]
e iy — =
§ import bitcoin.main as btc B44dB44117880d94266a1b178e2987a298aa3e897cdaB855Fc75253da@1961968cab54dcboafc32F33bb7ed1
7 a3fhBe26B@ccade2fe@leds7cb46atfledsa5Taa2baE
g EE ZAEE 256-bit HUE HHSC} (long brainwallet passphrase).
9 passphrase = 'Brain Wallet AIZE JH213| 2LICH LHHZIA OIS, ZMF --» AT ¢ 13v3z4v3TKizgGUVRGbGREVCY TpmlvhDof
18 privkey = btc.sha256(passphrase) In [36] | T
11 dPrivKkey = btc.decode_privkey(privKey, "hex') # 1671 ZAEE 107 n : oF J|oi5tD Yo oI E ol U ZAZ OIS Y A QS

> History log IPython console

» Vanity wallet2 X2 =242 £E3 X0l AH S X ot SXE0| LES & H . ALEX XH\_|0|L} CE AE SO0l ZO0tED[ g 8 1.

» FA0 5= 20| LIEFE MK 2 JHCID| 8 Bt= M A&, (Brute Force 24Al). Baseb8 QIDH 0l ArEE= SXELIsE (0,0, 1, I, +, - = HAE).
1# Vanity Address AlE e "
22 AL T4 Y F20 Hate SAE0 ZET= HUFIE ZF=0F (Brute For
38 | T = ot |- | | H E b (Brute Force H2Z b76caedseB9s57asechr944d3958fd550cbaf3e9938dff1Bb5 1958377273885
4# 2018.4.17 : OI0IEM HE (E4#H =
8 s R B O WeI5| > ZIH3]

6 import bitcoin.main as btc B48f2ceaf7e2ledce3dedfd3fedoblEsB789cc2bla3cffoccal2obe310096665TRAE28c43dc@9e852cc4f7bo
7 81737dd44e2b947da2285bB9611157d75det2aefds
8 bFound = False - P A R
5 for i in range(10000): =MF| --» AlZrE 1EhDyEHD1tﬁ.'I.~Jt‘u"Lc45325R;.LF]them‘f‘Ims
10 # WS MG
11 while (1) In [32]: _ o
12 privkey = btc.random_key() # 256 bit Rando |, 22 M X0l ‘Cho’ It ILEE 5t 3. W
_ T D ' o - > History log IPython console

HIEDQ HERAZ E=EML! Jl=2 OldH
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3. XI& (Wallet)

+ A2 I 22l : Nondeterministic & Deterministic Wallets

= Ch==2 X[& =245 Random ddot= &2 Nondeterministic walletlll o &8, 222 J|1 € SEEH2Z

= Nondeterministic wallet2 J|1= 2t2] H&40| 1| S0 &S LA =~ JA2LL, BIBG| U= H2 IIE X O
= Deterministic wallet2 Seed 2t2 M4 (Random & Passphrase, Mnemonic words) 8t & ol Al & %8 0|24} =
» 0|& S0 Seed GHAl 222 OtAH I8 MH0t1D, OtAH 212 Al A#2Z OIS I8 MAHGHL, £ OIS J1Q Al 22 1 ¢

» (IE YUHORE, Seed 20l index HSE 201 Al 2t2 HAGHA 2 918 MHE == US (ex : Hash(se

ed + '5’) = Key-5).

» Deterministic wallet2 J| 2t2] H2AH0| EIHE £ UKXICF Seed tCH Y BAGIH LIH X S22 HH=EX SJE = US.

» Nondeterministic wallet2 Type—-0 wallet2 & “Just bunch of keys” 2l 2|0| 2 JBOK walletOl2tD = ot

Seeded walletO|ct D & &.

, Deterministic wallet2 Type—-1 wallet2 &

» Deterministic wallet2 Tree HEI2 T &£ HMID A2, BIP-32Z HICtE HD wallet (Type—-2) A0 €| AIRE D US.

Nondeterministic (Random)
Seed

‘ Hash Function

Deterministic (Seed)
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3. XI& (Wallet)

+ X2 I &2l : HD Wallets (Hierarchical Deterministic Wallets, BIP—32)

= HD wallet2 HE X2 I19 X2 FAE 2/ 4 AS. Seed A2 OAH QU312 DIAE BHIIE MH5I0 OIAH I12 519 HE2 319 FAE MAE,
= Seed? OIAE 318 AIREI2Z Type-1 RE0I1, 01J101 HIS PEE M50 Type-2 REO2 LAt 2. (20121 BIP-322 HIQtEl 01F Hi% 2AED US)
= Seed 2tEH W SHSIH 512 HEO I FTASS 2F A MHE SRS £ YOO, W 2A2(I} KO|E,
) ili;im?ggfjsr;’;r?eilBranf;lzf: iizgii ig% BIP 32 — Hierarchical Deterministic Wallets

4 91, Branch (B)0] &8t NU2 32 & HES $48 2HO2 ‘geed. "Node. e e i

ANEE & UAS. T8, JIANA BH €2 XLS 2HE &5 US. s G .
» HD wallet®l & C+2 2 AL, ot2 HES X2 FAE 013 L0 T8 —— mio/o T o

BMI| HOBE OHE £ QU01 MOIFIE L EGIX AOLT ElH= N, M0 obmen LD oo mona e mioik
= Seed 2t2Z DHE DIAH JHQUIIZ 5t9 HE2 JHQIIIE et D, OF cxoien. 0 /

AE ZWIIZ 6t HEC BHIIS K2 FAS O £+ US. F, &t Entropy : I 1)

9 &0l BIHII= JHQIFIZ BHE = 20| OFLIRH A9l HZ 0| 2IH3) ™ b et W)— W .

2 0S4 S, 2 FAE B I HOIIJ} ALBEIX &S, 249 ey LSS .

N &9 AIS2l Hel3l > B3| AL H-SHD| 20 2 Xz ™ . .

RIS ASE 2 S (H0I9]2 MAHIS & & 9 S) i

EKBimSi, 0) X&)

- 0| BES HES HAZE, AEHY ALS0UA 218 SAE AHO & T3 mifo
E2HE S N FAE 22 590A, AL FAS AT HIR mi oBeen B8 G el i
20 S2OIH A2 & £ AS. SAE AHOI= 2312 A2 =4
OF SEg| 0 JH0I5ls SEEN U8, Depth=0 Depth=1 Depth = 2 D=
» 3t HIS2 2JH3]= Child Key Derivation (CKD) &4=JF A& 11, Child Key Derivation Function ~ CKD(x,n) = HMAC — SHAS12(Xchain, Xpubkey| 1)
= = 2 =1 FA Q12 - . o . N
ot?l AS &, 18 EX XN&ds &2 + US £ X : https://github.com/bitcoin/bips/blob/master/bip—0032.mediawiki
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3. XI& (Wallet)

(&& It : 3—-9.HDwallet.py)
+ X2 3] 22l : HD Wallets — Python & &
= Vitalike pybitcointools 2t0IE242IE &0t HD wallet J|SE &0I&. HS-32 X B Branch0ll 6l XI& =45 HdE.
1# HD wallet 2SS AEECE (BIP-32) = Mame Size Type Date Modified 2
2 # Hierarchical Deterministic wallets B ; : = 17
- C . . 3-8.VanityAddress.py 1 KB py File 2018-04-18 2% 12115
3# Z'0 : pybitcointools (https://pypi.python.erg/pypi/bitcod .
T T Pyt LIRSS ITRYRL-pyEhen-orefpypai coin) [ 3-9.HDwallet.py 2 KB py File 2018-04-19 7 3:46
- ——— rbl T A Dk D st o FAN e e = W e e o Cils and 0 O TE A 5400
5 # Master Private key®} Master Public key= MMFID 512 MBSz 3F|= HIKEIC : —— : o
6# BHF| AIS2 BIHIIS M2 UISH YL A% S 2= AECH Py sonsols B X
7 8181 1SSl MY FLE M) S0l Bl S1o2 SIS 4 olc [ Console 174 ) e
g8 1 HISE W3 = -'-IJH9|E Adst izt & ZRlEh=R] = ~
o# seed of2F WG FH St HIZEZ |2 5—5‘:2 25 ZEET =+ LlCh Depth-3 (m/1/8/8)
1a #
11 # 2018.4.19 : OHOFEH EE (Z4H) xPrivate Key =
n» - xprv9yekT3VbsDSUUZNL?Vg9Dk Y zuCnbz PHZ cKeMidy9meXugenDrf7znplZeky DY ctAxpiaZaYBnody
13 import bitcoin.main as btc PyptozPHmaknTjb7SpKFSjCnledBHg
14 import bitcoin.deterministic as det
15 _ i ¥Public Key =
16 # seed il THH == (Mnemonic words)E 822 285 xpubBCe6rz2vhadmh350DXDIat cHYw3HLT78vqFDAGaa17BnUwymPyNYb8pQuaX4BrIuCGudatPm7ged
17 # Master private kE'yil- master public keyZS ".‘:.H’QPJEP. h1ps9XoDwgEusZaqnApvTAdFKmrxkM
18 seed = b'che previcus andante apple hyun solee clk learn’
19 mPrv = det.bip32 master_key(seed) # master private key Private Key = ba22671f3898e5e8d317285317a3e6155T@2dadef2085d408316adeelfofadcE3edl
28 mPub = det.bip32 privtopub{mPrv} # master public key Public Key = 829e64bd351alcB338722664ecedcdSec3detc@y798dbo68clbdbfelvafascdasl
21 i i Address = 1G671vZSw3kj9ZnlvAzjhaGjqnrwTww)sXs
22 # HlE-15] extended private keyTl public keyE HAEHCE )
23 # Depth-1 (m=8, m/1) Private Key --» Public Key Z2tH[2} & HTE.
24 xPrv@l = det.bip32_ckd(mPrv, 1) # OkAE MH2IF|Z pepth-12] MH2IF|E HHAE )
25 xPub@l = det.bip32 ckd(mPub, 1) # Ot~ 2|2 pepth-12] ZIF|E HA3E Depth- 3_I A FAaA= 21z Glol Bdl HEH Y 5+ SIS
26 m/1/8/1 1Loe7BnXch8631iQPVCATUBiEeHEFBSUrFX
27 # Ml£-25| extended private keyTl public keyS HHEHC} m/1/@/2 : 1Sgh|{ﬁzPswo?mz1m2TEyn:lRw{Lrsz2T1u
28 # Depth-2 (m/1/8) m/1/8/3 : LCIYBpvFHyyETnTfZgwxdix6NIEJELlyXaw ~
29 xPrv@le = det.bip32 ckd(xPrvel, @) # Depth-12| JW2I3|2 pepth-22] M2UZ|E & m/1/@/4 : 1CCOLAUaYTvqr3mVSwbmkK7dovKBdFGnK3p HD wallete] 2 & S otU+a
3@ xPub@18 = det.bip32 ckd(xPub@l, @) # Depth-12] ZIH3|Z Depth-22 ZHFIE & m/1/8/5 : 1BKBU75qtnAVaVppuTqYcliksulus7x2e6
31 v || m/1L/e/6 1Du)(vRDma4FrQ.&.nl{z?N51A2wR)(e]3951k5 W
( =l —— L) . . - - L) e - _ T d =1 —1 HiStDrl-llll |Dg |P|-'Illthl:|n EDI—ISD'E
HEDC HERRAL E=HMQ! J1=9 0loH — Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved. 98




3. XI& (Wallet)

+ X2 J| 22| : Mnemonic Code (BIP-39)

= Deterministic wallet2] Seed 2t Random M4, Passphrase (22}), Mnemonic Code (Et0| S228)SS 0|28 4= US

» O SEQ HR2 AIEXD LAZ XS LSS AISE = AN, AHHUHIA SHEGHH SO0 SS JEig = US

» AEXPDL Yo Z 2EOILE HH S5 = XI86tH Brain wallet 2410| &l 12, eHESHH A E45HH Mnemonic Code wallet 2$4A10| &.
(=] o

tHstE (BIP-39 + BIP-32).

=!
26t Seed gt ¥, =& J|IsS X&otd U

00

ol
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4. Hell (Transaction)

4-1. Transaction #&

4-2. ECDSA ® XM Y1t Script

4-3. ECDSA 8 TtMYH 33

4-4. UTXO £3

4-5. Transaction 4 &

4-6. Transaction Malleability (Hell CIOIE =& Jts4)
4-7. &+s AY (Multisig)

4-8. Pay-to—Script Hash (P2SH)

4-9. P2SH =2 M4 (BIP-13)

4-10. P2SH 2 Multisig Hell &4

4-11. Segregated Witness (SegWit : BIP-141)
4-12. SegWitt Merkle Tree

4-13. SegWit Transaction /# = (BIP-143, 144)
4-14. Bech32 =2 M4 (BIP-173)

4-15. SegWit2l Backward compatibility

4-16. Anyone—can-spend Transaction

Transaction

Owner 1's
Public Key

Transaction

Owner 2's
Public Key

Cwner 0's
Signature

Owner 1's
Private Key

,_‘

F
Owner 1's
Signature

Transaction

Owner 3's
Public Key

Owner 2's

Private Key

4

|
Owner 2's
Signature

Owner 3's
Private Key
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4. Hell (Transaction)

+ Transaction #2X 2|&

= H|E3Ql Transactiong X
0 YUS (UTXO). Olefet A

2 2 XZ Qoll OI=XI2 22X, A EX S

oS O

a

(C) Candy 2>

Output

(A) Alice & Bob Bobol UTXO  (B) Bob > Candy
/
Input Output / [nput Output
< o B| sob:208TC |* o O 6| Candy : 0.3 BTC |«
Other : 3.0 BTC BT Al 6 Bob : 1.65 BTC

010l AEH22

___________

Z Bob2| UTXOJI OtE!. (Spent AHEH)

Transaction Chain

Bob2l MZ& UTXO Candy2 UTXO

N \ ST T T . \ /
\ / \
\

1 ‘\ l' \ \ /
T 1 N\ /
V] [e ] [ V] | | | (e | O\ v ]
T I T ] | e ||| =
10} @ 1) @
cooe 8 Transaction (A) 8 8_ Transaction (B) 8
@ @ : @ @
Block 100 Block 101 Block 102 Block 103
Block Chain Minerdt & st =5

OteHet 2S. Bob > Candy0lHl W= Transaction (B)= Inputt Output 2 AT U1, Input2 0| & Transactiont 2 &

M, ?,83x &I &M SS olZotd US.
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4. Hell (Transaction)

0zt

+ Transaction #£ : Raw Data

= Transaction2 Raw Data= OfcHet 20| REE ] US.
= 3N Inputt OutputC & AL NH US. Inputx 0| & UTXO2L| Transaction2 Jtel

Jl= F2011, Outpute 2 2AD 22 NZS FL IR,
- Inputdilis S2XS BX A YT BHII2+ SOIUL, Outputdll= &K BH3|
SHAI 2t0l SOIUS.

= JiZ= (count)2t 20| (length)= D& byteJt Oty Compact size uint EE Y. (=)

* Transaction Format

Nl

. https://bitcoin.org/en/developer—reference#raw—transaction—format

* Compact Size uint Format

Value Bytes Format
== && == 252 1 uints_t
== 263 && <= (xfff 3 0xfd followed by the number as uint16_t
== 010000 && == DT 5 Oxfe followed by the number as uint32 t
== 0100000000 && == QxfrrrT 9 0xff followed by the number as uintB4_t

For example, the number 515 is encoded as 0xfd0302

Name Bytes Description of Al
Version 4 Transaction version S HEZ "1’ 01000000
input count *C Input 7i== 01
previous output 32 Previous output@| Transaction 1D (Hash pointer) 1e5080555fbaB89f404285d50bc398b95385eb3 14264 24762123691 baf7if31
output index 4 Previous outputE & 1 E MEE output B= 01000000
Script length *C Script 20 8a
A73044022041312c66889be73a8705e56cb336e395e5d 8084200220 f30bbd0cece1ch1cd 202205
Script Sig var Signature script. (Unlocking script), BIXHA| 3 448_4f4b8cEQEEQDEBEEBEEEE-SM?NaEd-D'Elgeﬁdca_l}bdeccct_:quaD‘lad_E-B'EI‘ISEEID‘M-‘IDd-fSaa?eaQaz
8b5629%c4e833d5431e2313cabd46f4dboc68770fc5313d7b3598017 152291 1f967dcf7 3cb15a8c8b
b7b382b66963d3a5244bdb 276983190882
Sequence 4 Sequence B1= Liiiiiii
output count *C Output 7§== 01
value 8 32 Y. satoshi T (1e+8) &. 404b4c0000000000
Script length *C Script 20| 19
Script PubKey Var Locking Script. ==+I%F2| Z747| SiA| €X 76a914063bb1590a928aeb0441f31f4e1f6ifd2488f4c088ac
Lock Time 4 500 million 2|5H0|® block height, OFL|™ Unix timestamp 00000000

*C = CompactSize uint

HIEDQ HERAZ E=EML! Jl=2 OldH
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4. Hell (Transaction)

+ Transaction /* X : Script Sig (Signature Script, Unlocking Script)

Transaction Input®l %= Script Sigl X = Ot 2t 2. Script Sige S4I A2 Bob0| XAIQ JiCI2| 2 0] Transaction GIOIE 0l A2 St g,

X AHES ECC (EHR3HE 23) YAl 9| Digital Signature (ECDSA : Sig-r 1t Sig-s)0l12, L& ES0| HYE B S (Verification)& = AT=S AH Xt (Bob)
o BIIIE HEE. BIHI|= Uncompressed Format (042 Al =)0ILE Compressed Format (02Lt 0322 Al )2 AIEE £ UAS. Compressed FormatE At
Z06lH Transaction Datall 3JI1€ EL = USB. =2 L = US.

Script Sige= 0l & UTXO02! outputlil Script pubKeyZ &2! &2 EXE & = U= €49 AEES &

Script Sig= ASN.12] DER-encoding (Distinguished Encoding Rules) 24191, Sequence, Length, [Tag-Length-Value, Tag-Length—Value] E@EiE HE A&
(2015.1, BIP-6601l 2ol DER—encodingS A A3| 12 = dIY . Transaction MalleabilityS & XI5tJ| 21&.).

Name bytes ol Al
signature length 1 47 PUSHDATA ~ 0247 (71) bytesE stacki| push ski2b= 201
-~ sequence 1 30 DER encoding®] sequnces 2|0, Tag-Length-Yalue2| sequences 20| &,
script length 1 44 ¢ Script length (68 bytes)
DER tag 1 02 : Tage - integer
Encoding< Tag-Length-Value sig-r length 1 20 Signature-r length (32 bytes)
T sig-r Var 4131 2cB6889%h e 78587052560 b 3362 39525430545 002 8bff80bbd0cece 1 chlcdl | Signature-r
tag 1 02 Tage - integer
\Tag—Length—VaIue zig-5 length 1 20 Signature-s length (32 bytes)
sig-s Var 54434fAhBcE9h 3002583282 326564 721 534099 bdcalbdeccchifall 2ad6391 529 | Signature-s
hash type 1 01 - 01 SIGHASH_ALL, 02 SIGHASH_WNOME, 03 SIGHASH_SIMGLE
public key length =0 41 - Public key 20|
. 04f5aatea9a 2905629 4e833d5431 231 3cabd 46 4dboc B9 77 0C B 3d P asf9a0f 71 59291 11967d et Y ackh 1 Babo 8o b 7h 3582
public key var hERIR303a5244b dh2e 7698afh31 9cE82 - Public Key (Uncompressed Form) | Compressed form0| AFEE 4 91,
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4. Hell (Transaction)

+ Transaction /£ : Serialization

« HHEDQ &2 Hel Al Transaction DataZE M A 311 Serialization Al2! & UIER 32 212 S ESHAH &8SE
= Serialization Gl 0l&{=, Script (Script Sig, Script PubKey) 222 Hl2lot12 , 25 little endian EEHLY. (ex : 2 =2 = 0.14072919 BTC = 14,072,919 satoshi =
0x 0000000000d6bc57 (8byte padding, big—endian) = 0x 57bcd60000000000 (little—endian))

* Serialized Data

* Deserialized Data (http://blockchain.info/decode—tx)

01000000011e5080555fba889f404285d50bc398
b98385eb314e6424f76a1a3691baf7ff310100000
08b483045022100d2dc378542d152d6f568b5¢c8
e491d809f3a634fc690092b29c44795e0fd69cf50
22032a86e22b7b86295b98000e01e7918c5b22a
70fcfa7c97ed05a0544f0478e58e014104f5aa8ea
9a29b5629c4e833d5431e2313cabd46f4dbcc69
770fc513d7b35f980f7159a911f967dcf73cb15a8
c8bb7b382b66963d3a5244bdb2e7698afb319c8
82ffffffff0240420f00000000001976a914063bb15
90a928aeb9441f81f4e1f6ffd8488f4c988ac57bcd
600000000001976a914138a87f639de8074c46e6
200f7bbe57ealdb0d4e88ac00000000

{
"lock_time":0,
"size":258,
"inputs":[
{

"prev_out " :{

"index":1,

"hash":"31f f f7ba9136 1a6af724644e31eb85830998c300d58542409188ba5f5580501e" },
"script":"483045022100d2dc378542d152d6 f 568b5c8e49 1d809 f 32634 f c690092029¢44795e0f d69¢ f5022032a86e2207b86295098000e0 167
918c5b22a70fcfa7c97ed05a0544f 0478258014104 f 5aaBeafa29b5629¢4e833d543 1623 13cabd46 f4dbcc69770f c513d7035f98017159a91119
67dcf73chb15a8¢8bb7b382b66963d3a5244bdb2e7698afb319¢882" } |,

"version":1,

"vin_sz":1,

"hash":"9cdb2d01ea0c249d385fe9c0c7e49bc9e 199ceaeb0ad38108084d11ad7d971e3" ,

"vout_sz":2,

"out":[ {

"script_string":"OP_DUP OP_HASH160 063bb1590a928aeb9441f81f4e1f6ffd8488f4c9 OP_EQUALVERIFY OP_CHECKSIG",
"address": "1ZxZgGRknj5uabXZCyBkoVzTyay 1LWy4w"
"value": 1000000,
"script":"76a914063bb1590a928aeb9441181f4e1f6f fd8488f4c988ac" },
{ "script_string":"OP_DUP OP_HASH160 138a87f639de8074c46e6200f7bbe57ealdbOd4e OP_EQUALVERIFY OP_CHECKSIG",
"address": " 12nKnxMdcm545ag9INTOfMgYal r RAKGRAKE" ,
"value": 14072919,
"script":"76a914138a87 f639de8074c46e6200f7bbe57ealdb0d4e88ac" } ]
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4. Hell (Transaction)

+ Digital Signature 244 : ECDSA

* BobOl Transaction (A)2 UTXOE AHIE A8t0| J_=XE SHotAS Al JHeld|2 A8 (ECDSA) 21t (s, r)2 2IH31E ScriptSigl 215610k & .

Alice & Bob (A) Bob > Candy (B)
Input Output Input - - Output Input  Output

A

A

® ScriptPubKey ¢

A
[ J
wn
o
=

e
S
@

@

) ScriptPubKey

+ NS EXl

» |nput OCH UTXOE SHUA DX D A 20 2 Inputdil CHol SHLEA A HEHOF & . ScriptSigE N2l 2= CI0IEJt JISE MEH0A AHE.

= AYE Input? ScriptSiglll= UTXOS ScriptPubKey gt S AI5t1) (not technical reason, but historical reason), CHE Inputl ScriptSige= blank AEiZ 2S5,

* Transaction OIOIE M X & Serialization 512, 8 M E MY Ch= 2012 SIGHASH_ALL = 0x01 (Hash type)2 o F 0l 2 (X0t Ot L R0 AHE &
AS. T+S3 HIOIXI #X).

» 22 HIOIEt HEE HIAIXI (m)0il SHZ & (ECDSAS BIIAIXI (m) &).

= HIAIXI (m)2 GHAl 2¢tS H &HEE hash(m) = SHA256(SHA256(m)). € double—SHA256 S Al

* Bob2| JHQIII2Z MIAIXI SHAI gt0Il MG s, r2 HI&HEL. (s, r) = sig(hash(m))

» A Z2101s, r I Hash type (SIGHASH_ALL = 0x01), 112l12 Bob2 3IH3|E & M A DER-Encoding ®*Z 2 ScriptSiglil 7| S &.

» CtE InputEs SLst EXZ MEE. CHE InputE MY E M= 010] A0l 2F & Input ScriptSige blank2 X1 A HE.
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4. Hell (Transaction)

+ Digital Signature : SigHash Type

» MXIAMEE Transaction? 2 Inputlt OutputsS (HACE & £ UD, L2 |nputd} OutputS HAICZE & £ US.
= ALL + ANYONECANPAY S8 2 lE Inputt 2 Outputfl CHoll A S

= Crowdfunding®l G|l Al :

- 0™ ALE (A)Ol Input2 2112, XHAIGIAI 10.0 BTCE B U=, outputBt U=, TxE MASION HIIE. 0] Tx= KRE0HA 282 U2 LEES0]

— s —

ol= A2 &, Crowdfunding 22 Hellol 228 £=5 US (Mastering Bitcoin & X).

SAE Y.

- e O{E =0 0 Tx0ll 201 X2 funding 6t ?1oH, 2.0 BTCE AtEdl= InputE BHS 0 210 ALL + ANYONECANPAY 24122 M6 X IHE.

S T —

- Ol TX& Input = 2.0, Output = 10.0 0|22 RE5tAl &0}, CIE = ==0| Reject &.

- &, 23A=E OE =ES0! 6210l InputES FI15IH & Input0l 10.020H HXIS 0l Tx= K& . 2= Tx 44X (A)= 10.0 BTCE 2T E == US
- HANOZ JIsE K= 2 20IX2 (FRESHA Z2 Txe el LKl R, SE6HA 2 TxE 8&8 L E= PenaltyE 20t 2 & J[2F HIERAAWA

A
» NONE SRE2 2& Inputlll CHol A2t A= 2022 B X|4+E (Blank check) 22 9&S & £ US. Tx MAXJI OutputE MHOIA 2RO

N
AFE 0] Outputl F=AE HEE £ (outputl SMU2 A &L HAE £ Ct1D &. Mastering Bitcoin &=X)

= NONE + ANYONECANPAY S8 “dust collector”0fl &2 £ JUS (Mastering Bitcoin & =X ) dust UTXOgt &=42 & XIZ06tX & B9 =

—/

1
&t =321 A9l dust UTXOE OFRUE AFESHet=s 2012 Inputtf| 2 A& TxE MIHE.
= H0| HXIH OLRLt output2 A= BHESHA Inputtl 20 U= dust UTXO S 2 AIEE = US.

=2

| 20 CHE

= 20

o
CHE ME ST XA 29 dust UTXOE Inputtll =I16HH A, Inputf

’

SigHashType | Yalue Description SigHashType Yalue Description
SlGHASH _ALL 001 2= Inputdt 2= CutputH| CHEH AE ALL + ANYOMECANP &Y 051 S Inputt 2= Outputl] CHEH HE
SIGHASH_MNOME | 0x02 | 2E Input] CHal A2 2E Output2 HIZ MOMNE + ANYONECANPAY | 0282 | GHE InputHl CHEH HE. 2= Output= HIZ
SIGHASH_SINGLE| 0x03 | 2= InputHl CHEH AE. Inputdt S22 indexZ] Output2h HH SINGLE + ANYOMECAMPAY | 0483 | aHE InputH] CHEH A, Inputt SE index2| Output?h HS
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4. Hell (Transaction)

+ Digital Signature : SigHash Type=2 S&8t Ol Al
= Andreas Antonopoulos J} Mastering Bitcoinl A 2 JH & Crowdfunding, Blank check, Dust collector AlLI2I 2.

+ Crowdfunding

Input 10| st

r
i
\ 4
B
i
\ 4
I
2
i
\ 4
2
i

[ ]

[ 1]

»

[ 1]

Invalid Tx (Input < Output) Invalid Tx (Input < Output) Invalid Tx (Input < Output) Invalid Tx

+ Blank Check + Dust Collector

Input 20| Output

T 2L HE O MK

AN Output =J}t

P

O

A 4

[ ]

[ ]

Ng Output =} NS NY ANY
1
P LT w1 @8 | L as | ]
:] Output > | | r | —— utpu J = R |
O-IOI =133 == Q-IAOI tél-%él
210/ e xe go [ 7]
Invalid Tx Valid Tx Invalid Tx Invalid Tx

Invalid Tx

Valid Tx
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4. Hell (Transaction)

+ Digital Signature 2= (Verification) : ECDSA

= BobO| Transaction (A)2] UTXOZ AHI& 80| Y=X S ScriptS2 Soll #021&. Script)l 25 ZE 50| 21 ¥ & (Consensus).
Alice & Bob (A) Bob = Candy
Input Output Input Output Input  Output
< ® ScriptPubKey @ 1< ® .9 ScriptSig ScriptPubKey < ®
Tl
* BobO| 0] UTXOE AH|ol)| |ol AEOIHS el \\~\ * Alicedl LS 0| Bob0| & = JTE £330 =US.

Sig-r: 41312c66889be78a8705e56ch336e395e5
Sig—s : 54484f4b8c69b300e8328e326564721a34

Public Key : 04f5aa8ea9a29b5629c4e833d5431e 76 a9 14 063bb1590a928aeb9441181f4e1f6ffd8488f4c9 88 ac

<sig> <PubKey> OP_DUP  OP_HASH160 <PubKeyHash> OP_EQUALVERIFY OP_CHECKSIG
*» A= AJEE = Sig-r Sig-s Public Key -|— Ox76 " 0xa9 " Public Key Hash 0x88 " Oxac
* AW & : https://en.bitcoin.it/wiki/Script
Word Opcode Hex Input Output Description
MNIA 1-75 | 0x01-0x4b | (special) data The next opcode bytes is data to be pushed onto the stack
OP DUP 118 0x76 X XX Duplicates the top stack item.

OF HASH160 169 0xad in hash The input is hashed twice: first with SHA-256 and then with RIPEMD-160.

OF EQUALVERIFY 136 0x88 ¥1 %2 | Nothing / fail |Same as OF_EQUAL, but runs OF VERIFY afterward.
sig / The entire transaction’s outputs, inputs, and script (from the most recently-executed OP_CODESEPARATOR. to the end) are hashed.
OP_CHECKSIG 172 Oxac pubkey True /false The signature used by OP CHECKSIG must be a valid signature for this hash and public key. Ifit is, 1is returned, 0 otherwise.

HEZC HERIAL
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4. Hell (Transaction)

+ Digital Signature 24& &X

» Script#&2
= OlcH Xt & Bob2l M XIAH
2 Eot= (OP_CHECKSIG) A g,

» Olcf F AJEE = Alicedt Bob2 S

Ot
HAQ
[ e

= BobQ 34312 HS45t

| : Script Language (Script Evaluation Stack 0| &)

1 (Pop),

cHet 201 REUHA LEZ2Z JIBA ltemES St aCk01| ‘= HL (Push), tH ] BT
= XNg. B Bobl SIHII1Jt X=X EE6HL

ol It =2 ANSM0l ol Z56H2 (Locking Scriptet2 & &), &t

St B2 TBE,

o O

(OP_EQUALVERIFY), 2&& 3312 8 XMAHMBS

=

= AJEE=Bob0l 0| AIZHE ZE = U= SHUH HSEE
(Unlocking Scriptet D& &). 2% Bobl JQIF|Z28 0] AISHNE E £ US. > MeIJI KELH o= 0| Y.
* AE AJRE
Sig-r Sig-s Public Key -|— 0x76 " Oxa9 Public Key Hash 0x88 " Oxac
<sig> <PubKey> OP_DUP OP_HASH160 <PubKeyHash> OP_EQUALVERIFY OP_CHECKSIG
stackl X[ A< stackll x| A<
<sig>Z stackoll <PubKey>Z stackOll stack X & <PubKeyHash>& item 2 W E BIWE. item 2 DH: THUHA
pushe: pushe stack2l H &2 | jtemol Hash 2t stackOll pusha | XIS 2 HE N, SNAHYE 2550
RIPEI\/ID160
& SHA256 l/
v v v v v
PubKeyHash
Evzﬁr;?;[on Public Key PubKeyHash PubKeyHash
Stack Public Key Public Key Public Key Public Key Public Key
Sig-r,s Sig-r,s Sig-r,s Sig-r,s Sig-r,s Sig-r,s True
HEZO HERIAL EEFXC! JI=2 Oldh -
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4. Hell (Transaction)

* OP-CODE & X : https://en.bitcoin.it/wiki/Script
+ Digital Signature 2= & X} : Script Language (Stack 0| 2) — Raw Data
= Otcl GllAl= Input (19H) 2 Output (2IH)2 A E Transaction2 Raw Data2!. Otell GIOIE Gl Al Script &8 Stack2 0| E56t0 2 S &
» ScriptE 1 byte®! A IIHA, 0x01 ~ 0x4b H<I0l A2 20|1E 20|15t (HIEDCINA MHOILE, Key 2t =2 0x4b (75) byteE E& Al &18), 1 0122 Y
= OP_CODEE 2|0/|&. 210/0/H 0| HIOIEIE 1O 20| 23 A0l Pushdt2, OP_CODEOIH dllZ3dt= Action2 F &,
= Ox4b (75 HIOIE) EC 2 UIOIEIE A0l Push otei™ OP_PUSHDATA1, OP_PUSHDATA2, OP_PUSHDATA4 € 0| E§&.

01 OOOOOO‘O1‘df2bb5869051 be82036041c121ee82/711d96469cbf85335d68d35403e48c6f1 A*DOOOOOO%H \—1‘7\,80440220

ASYE 20|

Ox4b 20t #2222 20| &. TS 0x47 BIOIEE AH0il push &

3d4bb5dbcb4a2/785a1af323dfcf4369d005a030f9c3eb46c/77559c1 7b62a4e4b302205173f491d7d2faf4438d6c5ef384

(ix4b 20 X202 0| Y. OHS 0x41 HIO|ES A= 0 push &
28f21621d00c383533368097efbbed1 adfde1':{;_1:O4f58886a9a29b562904e833d5431 e2313cabd46f4dbcc69770fc513

<Public Key> (Uncompressed format) JF A0 o ZHE

<Sig-r,s> I} A8 HEE

d/7b35f980f/159a911f96/dcf/73cb15a8c8bb/b382b66963d3a5244bdb2e7698afb3 1 9C882!ffffffffb2>40420fOOOOOOOO

Ox4b 2C+ 322 OP-CODE 2! (=OP_DUP) Ox4b 2Ct 322 OP-CODE & (=OP_EQUALVERIFY)
Ox4b 20t 2O = 20| . TS 0x14 HIOIEE A0 push & v _ Ox4b 2L+ 3 2= OP-CODE & (= OP_CHECKSIG)

}\ -~ '\‘/ b
00‘19 6ag’l 4,063bb15908928aeb9441f81f4e1f6ffd8488f409\8_<@9 01bOfOOOOOOOOOOh9’768914138887f639d€8074c4
f I I

~

~- \f ~- f f

A3EE 20l 0x4b 2Lt 2322 OP-CODE 2 (=OP_HASH160) <PubKey Hash> Jt A&l H&EEAS HEY sgLE

6e6200f/bbe57ealdb0d4e88ac00000000
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1. HIEZC UERAI IR

+ UTXO X3| : Python 9 &

» 3rd—party APl A (ex : http://blockchain.info) 2

RESE Y F

29 UTXOE £2l8. HoliE d4dE

(A& M : 4-1.UTXOZXE].py)

I OfchH TXID2 H H M OutputS MEE =

00

1# 3rd-party API HHZFE EF }'{I 22 utxoE ZEFEHCHL

2# 3d-party APT MH (HIAlY @ http ,hlcckchaln.lnfc

3%

4% 2018.4.25 DHEH RE (ZHH)
T
& import requests

g# 0kl F42 vpo= =3Iz ______

9 addr Jii_y_"QUBEEa /K5L7cCE3vaQaYAjCTEVGAYWM T

st/ Ercckcﬁaiﬁ'iﬁfﬁ'un;penFﬁacfl re=" + addr
resp = requests get{url=url)
if resp.status_code != 288:
print{"\n", resp.text)
else:
data = resp.json()
utxo = data[ "unspent_outputs']

I
=]
=
=i
=
[}
=
+
-+
=
[A]

== = F
[, [ N YR N Ty B
n

=l

# UTxo?t et 25 25 £=HETC

totBalance = @

print{"\nNumbr of UTXOs = ", lenf{utxo))

for n in range(lenfutxc)):
print{"Confirmations = ", utxo[n]['confirmaticons'])
print("tx_hash = ", utxo[n][ "tx_hash'])
print({"tx output n = ", witxo[n][ "tx_ocutput n'])
print({“wvalue = ", utxo[n]['value'])
print()
totBalance += utxo[n][ "wvalue']

|
Wwoca

=]

[, [ S Y I A

[P

# UTx0Z| value® = B0 O] RZHA ABE £ 9= = FrDll,
print{"\nTotal Balance = ", totBalance, '(Satoshi)'}

[ I R Yy Ty S I L e s R
2] J o

B

Numbr of UTX0s = 16 +—— AIE £ = UTXO M=

Confirmations = 1824

tx_hash = B4fcfocccd496h07a54lcd4Befed373193001c4873965b84b97c46aRad6285ccT
tx_output n = @

value = 1276789784

tx_hash = 4f5323ced53b2e87917621362fe62a2f636ddbcccribb3a6e42836T6chafe22f
t tput = B 0
xOHEPEET X YW output----—<

value = 1251476135 1~_§_§__§-~§§ .
\__-- UTXOJt U TXID

AtZ Jtsst 290l

-
-

'
e
/

\

1

1

1

! 1
! 1
1

1

1

I

TXID

Input Output /
Bl 1251476135 8TC |«

=4
i
A
o
=
0
L
4
30
o

History log [Python console

HIEDQ WEKI 2= J1£2 0ldH - Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved. 111




1. HEDR UERAI Il

(A& MY : 4-2.Transaction(P2PKH).py

+ Transaction 8 A : Python &¥& (Pay-to—Public—Key—Hash : P2PKH gtAl)

» U2 AOIENA HHEDRQL L A|E 2O 2 testnetS 2206111 US (ex : testnet.blockchain.info). mainnetdt S 2otH EEHIQS SYotD US.
» mainnetdt RESII| FAoH, testnetlil A= =42 & 220| mainnett CHE. m,n (P2PKH)2 2 Al &6t HLE, 2 (P2SH) 2 Al & &,
* Transaction M4 A& 2 testnetl M =336t12, =J| &= Ot AIOIE0 RAEGIH &2 &= US.

€ & testnetmanu.backend.hamburg ST ==

Faucet

I'm happy to serve you with TestiNet Bitcoins. So take as much as you need to build awesome and secure ETC services. Really, just take them. You need a ceriain (huge) amount

of Testnet Bitcoins? Contact me

You can get bonus coins: https://testnet.manu.backend.hamburg/faucet

+10% by using HTTF/2
. +20% by using a non-windows operating system
§=l| St l

B +70% by using IPvé
testnet 8 K& =LA g,

Current wallets balance is £19076.08 You'll get B0.5 (+ B0.05 bﬂV LemmTTTTee -
s T
' Give me some coins | |

©

N /
(Or scan QR code with your camera.) ANBO| ABE S0 U RHS 0| TAS BHEH & N _-"
~ ' EEZE
We would like to get them back. Send left coins to 2NEhwP1WmJrFFAOWABN38y63uYLhnJYJYTF. Thank you.

220| OpLIL|CH

)
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1. HEIQ HERKI MR
(A& OHY : 4-2.Transaction(P2PKH).py)
+ Transaction 84 : Python ¥& (Pay-to—Public-Key—Hash : P2PKH &tAl)
= 3rd-party APl At (ex : http://blockchain.info)E 0| 26t0{ Transaction2 M4ot1], BS&. (A X2 > B X222 0.01 BTCE 28
14# 3rd-party API £ 0|Z25HH Transactions MMAEHCE .
S 2 party MBS OIZEIH TransactionS J In [28]: utxo = getlUtxo(A)
3 # Transaction A|EZS *es netlHl A #i.”iﬂ:h In [29]: utxo
4 # 3d-party API MH (testnet) : https://blockchain.info -:}ut[EQ]:
5 : e EE AR SN ) DIHE 4a2F :
;’f usage : send(a, B, value, fee) ~ 54 A HlA 54 82 value 3US J3CH [{'address': 'mhIHE1ScRnWIrhIm6283BbmACr27FjzT4Y ",
b # ! . !
_ _ block height': 1294291,
7% WARNING |11 J|S AIHME BS0|02 mainnetllid 2H HIER2 A2 27, outpul's
8% - - '4457ele9clllTdT489333Taaedcc7669288790a0Td718719T850aale8@37csbs:8",
o# 2018.4.25 OHOFEMH RME (Z4H) ‘value': 2000000},
e e it {'address': 'mhIHE1ScRNWIrhIm&283BbmACr27FjzT4Y ",
11 from bitcoin.bci import history 'block_height': 1293668,
12 from bitcein.transaction import mkix, sign, deserialize ‘output': "31fff7bag1361a6af7246442312b8583h998c30bd58542409788basT5580501e
13 from urllib.request import urlopen 1',
14 from urllib.parse import urlencode 'value': 15@82919}]
15
16 url = "https://testnet.blockchain.info/" In [38]: tx, nInput = makeTx(utxo, A, B, ©.81, 2.8881)
17A =0 # Alice
186 =1 # Bob In [31]: tx = signTx(utwxeo, tx, nInput, A)
19 address = [ 'mhJHELScRNWIrhImE283BbmACr27FjzT4Y ", 'mg5urjMQZpAlgga’GmwiaiikKyB
28 privkey = ['7ce6fcdBbed7ef34182dd36882T5T1f1834381c132653b4T69370651670862b18" In [32]: tx
21 out[32]:
22 # UTXOE ZEz|=iCH ‘@leapeapelbsc5378010aa58TE198771Tda@ae87286976ccedaaif3389f4fdl1cl16%9e] 274406000
23 def getlhxo(n=A): ARREa47 304482 2025d425887b8a7cT56db3c968912956ahele53e6%eafa29ehi2aa5T247988be4498
24 if n == A or n == B: 228746be2b2ael5d4618c515989d4@1l4Tabbcasc8d23bscTalciocdat 2eb534d9764814184TSaadea
25 h = history(address[n]) 9a329b5629c4e833d5431e231 3cabd46f4dbocaa7? 7@t c513d7b35T988T7159a911F967dcf73cbl5a8
26 return list(filter(lambda txo: "spend’ not in twxo, h)) c8bb7b382b6E963d3a5244bdb2e7698aTh3 19882 f fF T T 102484267 BERERRRRRE1I 762914863 bb
27 else; 1598a928acb9441f81f4elfeffdE488f4c988ac3aelbafeeeappaaaala7ead14138a87fR39de8874C
28 print(“address error.”) 46e6208f7bbe57ealdb@d4283aceRR00000 " T
29
3@ # Transaction data packet= HHEHCH In [33]:
31 # input, output=S SHMEMHCL ANENX 2= 28 Tx. 0| TXE HIERQ WESKI0 MSdHH =.
279 Aef el T e o Y [y T -] T TP | S - T X - Y 5
< > Histary log [Python console
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4. Hell (Transaction)

(A& MY : 4-2.Transaction(P2PKH).py)
+ Transaction M4 : Python @& (Pay-to—Public—Key—Hash : P2PKH gt4l)

» MXIAEO| 22 & Transaction (Tx)S WIERK AN &5610| &0 decodedtd St 2 & 018t (http://testnet.blockchain.info/decode—tx)

BLOCKCHAIN l.-u.'.'. BLOCK, HASH, TRANSACTION, I-'| GET A FREE WALLET

O HO|X = ZZS| HAS T4 HAUU 0.9, AF)2E DS Y0) HE S s FHOE BABII UaUTh

0100000001b5c5373010aa50f8 19877 1fdal90 8728697 6oocedaa3f38264id 11c169e1a7 440000000082 47 3044022025442 558 Tb8aT cfb6db3c096912956abe 125 3e60e ala?Debb 2 aab 04
L8 Tx9 —» T908b644902207 46b02b2a0 154461 0c515909d40 1 4fabbcabeBd23b5cfalc Tedal2eb5 3449764014 1045 228239220056 200 4283 3d5431 2231 3cabd 46f4dboc 607 7 e 51 3dTbASME0T 15
Raw Data 0a91 10967 dcf7 3cb15a8c8bbTh382bE6063d 3252 44bdb2e 7695 afb3 1 9c B8R 2024 0420700000 000001976291 406 3bb 15902928 acb 044115 114 116Md 8435874088 ac30 1000000000000
197629141 3528716 39des0 T 4c46e6200f7bbe 5T ea 1dbldd4es5ac0 0000000
Decode® —>  lock tinemug,
Data. ¢t "gize™: 257,
oz =0l "inputs":[
{
"prev_out”:{
"index" 1@,
"hash":"44a7el689c111fdf489333Faaedcc 76692 8B 79828 Fd 718 719F 85032188837 c505"
|

"script” i "47304482 2025442 5887b8a 7 cfoedbic9e912956abeleS Ien9eadafebb2aas o4 TOREbEA49R2 28T 4608202301 544018 51 5989d4814FabbcaScBd2 3bsc Fabc Fodaf2ebh 34
d9764814184F5aa8ea9a29b5629c4e833d5431e231 3cabddafadbocadT TEFc 51347035 FUBBF 71599117967 dcf73cb15a8c8bb T 382be6963d 3a5244bdb2eT698afb319cRE2"

¥

1
"wersion™:1,

"vin_sz":1,

"hash™:"3f49a82562Fd 7691829091 F26F5eaeldafal 10FB608F3b89bbIT7E58a=0801b5ad" ,
"wout sz"id,
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4. Hel (Transaction)

(A& MY : 4-2.Transaction(P2PKH).py)
+ Transaction 44 : Python #& (Pay-to—Public-Key—Hash : P2PKH & 4Al)
» MXAY0I 2Z & Transaction (Tx)E WIER 0 &8 = (3rd-party APl AHOIH S8 E2t) QF), SANOZ MELUASS &0l
1# 3rd-party API MHHE 0/=5HH TransactionsS MMFHL ~ ént:f:;i: tx A
i u :
ji rransaction A|BIS testnetH|M “#EHCH ' @100000001b5c5378010aa50T8198771TdaBo887286976ccedaa3f3389f4fd11c169e1a74400000
s 20 ooty AP Ay (s o h_"r_‘:\_"lhl bt i BOBEa473044822025d425887b8a7cF56db3c06912056abele53eflealal0cht2aasF047003b64400
§ pa I—y_r. L | :l_ne-?F : ---F' i E-|THC al_?L 1n§c lue 2 223} 226746b82b2aB15d4618c51598944814Fabbcasc8d23b5cfaBcYcdaf2eb534d9764814184f5aa8ea
;f usage : send(A, B, value, fee) ~ i A B= value 555 S50 9a20b5629c4e833d543122313cabd46F4dbcc69778Fc513d7b35F98017159a911F967dcf73ch15a8
b ®
_ c8bb7b382b66963d3a5244bdb2e7698aTh319c882fFFF I T TB240420TARRERARARA1076a014063bh
2 8 LA = {9 — Al u} = =
7# WARNING !} JS A2 BEO0ISZE mainnetliid =Hl HIEZT AL Sl 15982928aeb344181f4e1f6ffdB8488T4cI88ac301baTRRRARRRARE1976a014138a87T639de80T4c
8 # _ _ 46262007 7bbe57ealdbd4es8acORaRARRR "
o# 2018.4.25 OHObEH B®E (=g Ll eeemmmmme
e g I” [33]: sendTx(tx) \‘I‘ Heol HAROZ Mag e,

11 from bitcoin.bci import history

| Transaction Submitted_-

12 from bitcoin.transaction import mktx, sign, deserialize S _=-" -
13 from urllib.request import urlopen
14 from urllib.parse import urlencode In [36]: utwo = getUtxo(A) « ZA| JICH2IS Ol txJF Mining E O SEERI210) 7= Y.
L5 o
16 url = "https://testnet.blockchain.info/" In [37]: utxo * UTXOS ChAl Srelsl =8 2 Bl outputOl 813 S S.
17 ﬁ-. =8 # Alice Out[37]:
18B =1 # Bob [{'address': 'mhIHE1ScRNWIrhImE283BbmACr27FjzT4Y ",
19 address = [ 'mhJHELScRAWIrhImE283BbmACF27FjzT4Y ", 'mg5SurjMQZpAlggadGmwiaiikiyB 'block height': 1294387,
28 privkey = ['7c@6fcddb6d7ef34182dd36882f5F171834381c132653b416937065167062b160" '‘output': '3f49a82562fd76918e0091F26T5eae12aT6716TB668T3bE0bb37850a2001b5ad:
21 o 1,
22 # UTX0S E3E|EHCH 'value': 998888},
23 def getUtxo(n=A): {'address': 'mhJHELScRNWIrhIm&253BbmACr27Fj=zT4Y ",
24 if n == A or n == B: "block_height': 1293668,
25 h = history(address[n]) ‘output': '3I1fFf7ba9l36labat724644e31eb8583b998c30bd58542489F88basf5580581e:
26 return list(filter(lambda txo: 'spend’ not in txo, h)) 1',
27 else: ‘value': 15882919}]
28 print({"address error.™)
29 at o OFCE 0|D| AFZ2E (Spent) 212 txE CHAl 8 &6HH (testnet.blockchain/pushtx Ol A o
| ¢ Transaction da*a;‘,fffkef 220 &), LI It LME (Transaction already exists). > 01 XIS0| LXIE.
31# input, outputsS HAFHCH w
279 AnF mmmleaTar e -l Lot P =) T P - | Fmmef BT Yo 7 T
< History log [Python console
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4. Hell (Transaction)

(A& I : 4-2.Transaction(P2PKH).py)

+ Transaction 24 : Python ®& (Pay—-to—Public—Key—Hash : P2PKH g2t4!)

o
ok
1>
0
0i0
=)
b
ro
(i
]
(@]
@]
=]
3
D
o
0z
|
0o
J
10
M
10
o
o

» HERI0 dSE Txs A = Miningdl O ESHQ0 JIF3. 2= OtcHe 20| &

BLOCKCHAIN WALLET (Q BLOCK. HASH, TRANSACTION, |:'j;| GET A FREE WALLET

Waming! This is the testnet3 blockchain. Testnet coins have no value.

Bitcoin Address Addresses are identifiers which you use to send bitcoins to another person.

Summary Transactions E

2 (o]

Address mhJHE1ScERnWJIrhdmG283BEbmACI2TFzT4Y Mo. Transactions 8
u
Hash 160 138a8715309deB074c46e620017bbebTea1dbldde Total Received 05711282 BTC
Tools Related Tags - Unspent Outputs Final Balance 016072919 BTC
Reqguest Payment Donation Button E I-'
Transactions (oldest First) Filter -

3f40a82562fdTH0 102800 1126{5eae12afGT 10f0862T2b00bLET 25022001 b5ad (Fee: 0.0001 BTC - 9.73 sat/WU - 38.91 sat/B - Size: 257 bytes) 2018-04-25 08:10:26
mhJHE1ScRnWJIrhmG233BbmAC2TFT4Y (0.02 BTC - Qutput) * mgaurfMCZpALggadGmwiailkkKyBftxe7Mt - (Unspent) 0.1 BTC

mhJHE1ScRNWJrhJme283EbmACI27FzT4Y - (Unspent) 0.0099 BTC

Unconfirmed Transaction! -0.0101 BTC

HEDC HERRAL E=HMQ! J1=9 0loH — Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved.

116




4. Hel (Transaction)

+ 88 Hd ==&

» HE Hdll 5= 2 =50 & Hdl HEE L0610 O E AIFE0] XISdles B2 =5 3= HIE = YS.
32517651 BTC 0122 Hcll & 0.0001617 BTC &. Kilo-byte & B2 ===
ol A

» 25 521,8292 B 2,011 HIt XIZet & =+==It 0. = 0.0002886 BTC &.
» 20188 SOHA Hll === =Zol ROtE MEH. HIEZ Q! JtAH, MinerS2l Hash power 238, 12|10 AIE XS === 0 Li&t 214 S0| == &2l &.
Block #521829
Summary 0.004 20K
Mumber Of Transactions !:, 201 \,‘ 18K
.- - 0.003
Output Total 958711696863 BTC 5 16K
0.003
Estimated Transaction Volume 607.43532291 BTC 14K
Transaction Fees ’: 0.32517651 BTC :,‘ 0.002 12K
____________ c
Height 521825 (Main Chain)
0.002 ! L 10K
Timestamp 2018-05-09 01:10:06 "'.Jll.llu
0.001 IL ’JII/I | e
Received Time 2018-05-09 01:10:06 ' c || / !
[ EK
Relayed By AntPoo 0.001 ‘,‘."'q'
4K
Difficulty 4,022 059,196,164.95
0.000 o
s K
Bits 390462291 5
Size ’:\ 1126.78 kB :) 0 Jul 2017 Oct 2017 Jan 2018 Apr 2018 o
* A2 £ : https://blockchain.info * Xt& &X : hitps://coinmetrics.io/charts/
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4. Hell (Transaction)

+ Transaction Malleability : Hell GIOIEf =& Jis4

Ol
oin

» MXAMHEO| 2Z & Transaction 122 ID (txid)It &1, 0l IDE Key &2 Z EFHMCI0A HY TransactionS ZHM43t1), Hell 2 Ol AtHEE.

» Txide A0l 2= & Transaction2 diAl gt (SHA256)2 2 £ 0{&. Transaction? 2220| BIFEH TxidIt 3 &,

» Transaction? WE0| HEEH MXANE g0 EetXE2 HES BHEE = S, JdiLt EXASE gt XHMIH HBEHE Hell HEE SL2otHetT Txidot EetE.

» MTANYESE K800 SX6HHA EXAES L2222 A= Aldl= 20| US. (BIP-622] Several sources of malleability are known 22 & =X

= OlcH AtellQ A2 ScriptSigel & £ 20| 0x4d4800 2. 0| 22 decode ol £H, 0x4d = OP_PUSHDATA20| 11, O] opcode= C}S 2 byte2| 20| 2t2 stack0l
push dtet= 20|, LS 2 HIOI E (little endian)= 0x0048 0|22 CH& 72 byteE& stack0ll push &tHl &

« 0] 222 Kl 202 OY 0x48 0l2+S (0x4d4800 - 0x48) TS 72 bytedt stacklll push & 212, & 2L S

» NI ECeE X0 ENESt AQEEY. MetM, |l 0x48 2 E2E It 0x4d480022 HZAGHH TxidIot HAE =8t 200112, HAE Hell ot Mining®l Of
A A2 ESHUN JISE N, S SHO0| AKX LS H2Z 20 AIEE0I/AS HY.

~—

5 20,

—

* Malleability AHdl

£5 285,201 (2014-02-11 03:42:45)2] txid = bba8c3d044828f099ae3bc5f3beaff2643e0202d6c121753b53536a4951 1c63f
0100000001d4884b2d7aaadc07c34a442098901ad772407dfaf0f0406c1a0964681dfbea3c010000008f4d480030450220539901ea7d6840eea8826¢1f3d0d
1fcar’827e491deabcf17889e7a2e5a39f5a1022100fe745667e444978c51fdbat981505f0a68619f0289e5ff2352acbd310b3d23d87014d4100046c4ea000556
3c20336d170e35ae2f168e890da34e63da/fff1cc8f2ab4f60dc402b47574d6ce5c6c5d66db0845c7dabeb5d90ad0d6¢cadb703dc4d02f4501b6ed4ffffffff0130
1b0f00000000001976a914b61c32ac39c63f919c4ce3adbdf77590c5903d97588ac00000000

* X 1 http://www.righto.com/2014/02/bitcoin—transaction—malleability.html
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4. Hell (Transaction)

+ Transaction Malleability : Hell GIOIEf =& Jis4

= Transaction Malleability 2212 JIs8t AlLI2I2 OIAl.
 HA A X (A)DH(B)OIAHI £30612I2 o112 (g4 A 2
Q sS4

ul 0 S) 3A £28 Transaction0| MA 0 HERIAZ IS
- 2R (B)= (A)JF 2 TxE 20} ScriptSige] L2 2

& = (3, N T4 S, UE Hel ZA2 B0 SIIE) UERII A4 H Y2 ESUHAH A

LS

IT =
» (JELES0| HEE TxE &0lotH FMANO=Z A
* Miner& HE & TxJt

T2 HANOZ [(JE T EES2 Relay & A,
= c
HANNOZ EEF 00 S28 2. BitCoin ] ] ]

k=

§
|0

= BHE, AFR X (A)Y X1 S/WE TxE 28 = TxidJ} Mining TR Il 1 1°
HE JIHSHD JICH2I D s AR, J2iLF B S S Txidob
0l0l Mining EIY2EZ, A Txid= HIIE HY (0IZXE).
= ZAR (B)s (AN U2 SIX LUCHD H2BHE, ALK (A)s
OIF Tx &0 SR YACHD A5t D, CHAI (B)OIH 28
2 QUS. C}E UTXOS 012510 Al 28 4 U=
o BitCoin

AL (B)= 0I52= 2s = US. S
OO000000
= 0l2{8 RIS HZ5HD| AdH BIP-6222 Tx AS F0| B Lo % Blockchain
/211, BIP-662 2 Script & 4! (DER)0| 21245} & 3. = ok e 5
OCK—=
= 223 i Z= ?IolAE Script€ Tx2t Ec|6tE Segregated % chain of Teo| e

Witness (SegWit) 2tAI0| JHE &S
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4. Hel (Transaction)

+ Transaction Malleability : Hell GIOIE X& Jis4

— Python 9 &

(A& MY : 4-2.Transaction(P2PKH).py)

[

» HAFQITXE Mdst F, Ol & At 201 TxE E& & Script lengthE 0x8b > 0x8d2 B 25+, Signature length 0x48 > 0x4d4800 22 X & &,
1# 3rd-party APT HHHE 0[Z5HH TransactionE #HHAEHCL
24 In [5@8]: utxoc = getUtxo(A)
3 # Transaction A|“+—- estnetl|H = EHCL
4 # 3d-party API AH (testnet) : https://blockchain.info In [51]: tx, n = makeTx(utxo)
S5 # usage send(A, E!, ralue, fee) ~ —7|E_|_ A MM T4 BE value 2WME E2SECL
6 # In [52]: tx = signT=x(utxo, tx) ARl TxZ MM
7# E%E : pybitcointools (htt ps //pypi.python.org/pypi/bitcoin)
B# WARNING !!! 2= AHEE BE0|ZZ mainnetld &H HIERZ ALE 27 ;”tE:%' tx l
H » L :
,;E 2018.4.25 OHOFEH R FmAME ) 'B1eAAEAEE2adb5R1eBRa8537bbRO3hETEETALEEVaT12ae5epT 201980801 76Td6225a8403TR1B00
- $ o Ti____:?__jffi?' ______________________________________________ BEBEbAE3B4582218R9578bdBeB3a55cT2eBdeTed8ab34693594b97146e838d44bl cec@ba73b29dac

12 from bitcoin.bci import history
13 from bitcoin.transaction import mktx, sign, deserialize

14 from urllib.request import urlopen
from urllib.parse import urlencode

| ]
o Bn

17 url = "https://testnet.blockchain.info/"

1A =8 # Alice

9B =1 # Bob

8 address = [ 'mhJH61ScRAWIrhIm6283BbmACF27FjzT4Y ", "mgSurjMQZpAlggadamwiaiikkyB
privikey = ['7c@6fcdEbbd7ef34182dd86882T5T1f1834381c132653b4fE9370B651670862b18"

# UTX0E ZF|ECH
def getUtxo(n=A):
if n == A or n == B:
h = history(address[n])
return list(filter(lambda txo:
else:
print({"address error.")

[, [ O T I

"spend’ not in txo, h))

[T=

dold i R R R R R BRI ORI R R RS
= & d o

# Transaction data packetZ MHAECH
- b= AH A ERCL

J

3 g

4p2283falacde3s26TREc42efEebBlbfd52deas3882e5215983bc145bada372f35b348141041 5828
ea%a29b5629c4e833d5431e2313cabd4sTadbece9778fc513d7b35T988F7159a911F967dcf73cbls
a8c3bb7b382b6RY963d3a5244bdb2e7698aThb319c382F f T fle5@B808555Thasa9f4B42585d58bc39
8b98355eb314erp424T76ala3691bat7ff3leleeaaeeaf fffffffez4e42efoonaaee0aa1976a9140
63bbl1590a928acb2441f581T4el1f6fTdB485T4c0858ac37d7e5R000R0000019762914138a587T639ded
874c46e6208T7bbe57ealdbaddedacoao080 "

In [54]: mal tx = tx[@:82] + '8d° + '4d43ee’ + tx[86:] DAHE T2 MAE
In [55%]: mal_tx l
Out[55]:

'@leaeea082adb581eRBa3537bbaa3bafeeTEle67aTl2ae5e6TT291900e0176TdGR225a8493TR1E00
eer5d4d430030450221009570bdeed3a55cf 2e@defedBab34693594b971462835d44b1cechba?3b2
9dac482283falacde3626fB6c42efoebdlbfd52deab388225e15983bc145badad372f85b340141841
SaaB8eafa2fb5629c4e833d5431e2313cabda6T4dbec97 78T c513d7b35f980F 71598911 F967dc 73
cb15a8cBbb7b382b66963d3a5244hdb2e76098aTb3 1988 2f Fffffffle5RBRE55ThaB89T484285d50
be398b08385eb314e6424f76a1a3691bat 7310100000008 fffffffe24e420foRERREEE801976a
914863bb15985928acbo441 81 f4elfeffdB488f4c988acE7d7e5000000088019768914138a87T63
9deda74cdeen2eaf7bbes7ealdbed4cBiaceaeaaaag '

In [56]:

History log [Python console

HIEDQ HERAZ E=EML! Jl=2 OldH
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4. Hell (Transaction)

AlS I 4-2.T tion(P2PKH).
+ Transaction Malleability : Hell CIOIE 2& Jis4d — Python 85 ( ransaction( )-py)

x (mal_tx)Z decode (testnet.blockchain.info/decode—tx)o}% HAXOZ decode E
E testnet@ & &8 &6HH (testnet.blockchain.info/pushtx) OfeH et 20 0fle{JF &A8tD

BLOCKCHAIN WALLET

(Q BLOCK. HASH, TRANSACTION, | )

GET A FREE WALLET

Warning! This is the testnet3 blockchain. Testnet coins have no value.

This page will decode a raw transaction in hex format (i.e. characters 0-9, a-f) and display it in human readable format

0100000002adb501e00a8537bb093b2G6T01067af12ae5e6201900e9176fd6225a84931010000002d4d420030450221009570bd0e03ab5ci2e0defe(3ab34693594b97 146e838d44b1c
eclb973b20dacd402203fa1acde3626i06c4 2efGebl1bfd52deabd882e5e15903bc145ba40372125034014104f5aa8ea%a20b5629c4e333d54 312231 3cabd 46f4dboc697 7 0fc5 1 3d T 351980
715929111967 dcf7 3cb15a8c8bbTh352b66963d3a52 44bdb2 e T693afb 31 9c3 82 i 1e5080555Thada0f4042850d50bc398b95385eb 31426424762 12369 1bafr i3 101000 000000240
420f00000000001976a914063bb1590a923aeb 944115 1742 116Tid348574c988ac87d7e500000000001976a914138a871639ded 07 4c4626200f7bbe5Tea1db0d4e38ac0 0000000

Submit Transaction
» decode-tx QA= ’é“e! O & decode &

i = pushtx HIA O] txE &56te{1] 6tH Ofeli et 20! i It &, 0l &9 Transaction Malleability=
s B EASE & + US.
"inputs™:[ Validation Error: BitcoindException(super=com.neemre.btcdcli4j.core.BitcoindException:
- prev_out™:{ Error #-26: 64: non—-mandatory—script—verify—flag (Data push larger than necessary), code=-26)
"index":1,

"hash":"3f49a32562fd76918e2821f26f Seael2afs718fescE3baabb37858ae881b5ad "
Is

"script”:"4d488830458221889578bdeed3assct 2eadefediab34693534b97146e838d44b1cec@ba73b29dac402283falacde3ds2efascd2efeebdlbfds2deas3gg2ese15383bc145ba
4837 2T35b34814184f5a8889a23b5629c4e833d5431e2313cabddetadbrcea7Fafc513d7b35F 288171598911 367dcf73cb15a8cabb7b382bee263d3a5244bdb2e7698afb313C 882"
i
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4. Hell (Transaction)

+ OIS A™ : Multi Signature (Multisig)

= XIS2NKI= K2 =2 8 OH0l JHQID|DF 8 O HS S0 MAAY ghte & JHQl HR0H ATH BAS (X2 F=010] 8 HOIJHOIE XLz M2UE £ US)

» X2 F=A8HIHE HH H0l| SS2Z A0t ER0= 0 B2 8XAY0| ERE. 0 He AHO| 25 SUHIOF Heldt Jtset R US = UL, =L
F Y OIAS AHDJSH HefIt Itsst ERE US —+— US.

» 08 RECZE, S AUSE SS22Z AIE0= 32, MEHOUAN 24 E2 22I5t= X222 ZXH AH0| 28 3R S CHYSH At US = US.

» O3 A0l 28t K22 0d e JHel3|2, o H JH_J 2— H310F A IP* F2e 1001 AIESE.

» O3 A2 2uHOZ M-of-N 2HAloZ AFZE. N2 EA 12 20110, M2 A0l 228 . (N2 X HaS 158, OP_1 ~ OP_15)

» Multi Signature&| Scripte= Oteiet 22 22 & U220, Pay—to— Scrlpt Hash (P2SH) Aoz AEHE £ U

+ Script 21X
= Locking Script (M—of—N signature) : OP_M <Public Key 1> <Public Key 2> «---:- <Public Key N> OP_N OP_CHECKMULTISIG (&, M, N<=15)

= Unlocking Script : <Sig—1> <Sig-2> ------ <Sig—-M>
= Combined Script : <Sig—1> <Sig—2> «----- <Sig—M> OP_M <Public Key 1> <Public Key 2> - <Public Key N> OP_N OP_CHECKMULTISIG

= ScriptZ 0|12 20| 2 43lH Stack= 0|28 Script LanguageE 0|26 AHE Z2S& = U
LH

= 00

= Lk HE HE UM Z2 280 Bugdt §0, 2] Combined ScriptE StackOlA THE O St % O NHUlH= A0 2MBIUS. 0| LFE L XI5 ok (YAl
BHEHOZ) Ot 2t 20| H £ =20 OP_0 (empty array) £ F=J2 Stack0ll PusholiOF &. > &M= 0/210] &9 #&¢
= Unlocking Script : <OP_0> <Sig—-1> <Sig—2> «-*-* <Sig—-M>
= Combined Script : <OP_0> <Sig—-1> <Sig—-2> ------ <Sig—-M> OP_M <Public Key 1> <Public Key 2> --- <Public Key N> OP_N OP_CHECKMULTISIG
122
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4. Hell (Transaction)

+ CI= A Y : Multi Signature (Multisig) — Ol Al : 2—0of—3 Multisig

= Locking Script0ll 3742 24319t MIAI &

22, Unlocking Script0il 2212l SignatureJt KAl E!.
= HAIE 2031 342 2JH2l SignatureE &

S M =4 200 0140l TRUEOIE Ol Heldt R=

ol

Aoz mats (300 = 2401 & : 2-0of-3 Multisig)
+ 2—0f—3 Multisig Script 748 ¥ d3 & Xt

= =

= Locking Script (2—0f-3 signature) : OP_2 <Public Key A> <Public Key B> <Public Key C> OP_3 OP_CHECKMULTISIG
= Unlocking Script : <Sig—A> <Sig-C>

= Combined Script : OP_0 /<Sig—A> <Sig—C> OP_2 <Public Key A> <Public Key B> <Public Key C> OP_3 OP_CHECKMULTISIG

-
e
-

PUSH .-
! _.-7"~._ POP
v 7 N
3 A
\\
PubKey—C \
PubKey-B TRUE
2-0f-3 Pub-C .
Sig-C
PubKey-A Verification 9
Stack 5 OP_CHECKMULTISIG »  Pub-B FALSE
Sig—-A
Sig-C _
Pub-A TRUE
Sig—-A
_ True
<empty array> 2940t TRUEOIE 2 =& Z13t= TRUEY.
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4. Hell (Transaction)

+ Pay—-to—Script Hash : P2SH

» P2SH= 20124 BIP-16 Mt Z HEEU2H, HIEDQ ATJEHE A
MNEE0 US.

» P2PKH (Pay-to—-Public-Key—Hash) &tAI2 £=4AIXte] ZIH3| (HAI)Z £38t= LAY, Transaction outputOll A CHE2 SIH3| HAIE JISEL.

» P2PKH<2| ScriptPubKey : OP_DUP OP_HASH160 <PubKeyHash> OP_EQUALVERIFY OP_CHECKSIG

» P2SH 242 =4&IXt2| Script HashZ &36t= 241, Transaction outputtl & CH2E2] Script Hash& JIE&.

» P2SHE| ScriptPubKey : OP_HASH160 <Redeem Script Hash> OP_EQUAL

FOl CLE Z2HOZ N8 MAE = U

0 2

o

Jlsez &M el

rir

|l||I|J
ol

g2

» P2PKHE JHQIZIZ 2I4218 CtED 23|12 K2 =AE BHEX|BH P2SH=E AR E (Redeem Script)etes 2 X BHE D 0| AT EQ| i Al 2tS Base58
Encoding@ & X2t TAE 25 (BIP-13). Redeem Script= O TS XA (ex @ if ~than ~ else)2 2 HellE MAE & U= AJEHE,

» Multi Signature2| Z< Locking ScriptOll 01 JH2l BIH31E LS| redeemScript2 2tS 1, 0| AJEEE AIE6t= X A8 MH6HH P2SHE 0/86HH
Multi SignatureE & & & & AS. (P2SH2 Multi Signature 22 98t 20| OtLIct, O S& St SHEHS HAHE +HE = UB)

» P2PKH 2AlQl =AE= "1"2 AIRGIL (ex : 1Loe7BnXch8G3iQPVC6fu8iEeHEF85urFX), P2SH ZHAI2 ‘3’22 AI & E
1vMDJbHJYp)

+ Multi Signature0il P2SHE # &

|'0||

Ol Al

= Redeem Script (M—of-N signature) : OP_M <Public Key 1> <Public Key 2> - <Public Key N> OP_N OP_CHECKMULTISIG (&, M, N<=15)
= Locking Script : OP_HASH160 <Redeem Script hash> OP_EQUAL
= Unlocking Script : <Sig—1> <Sig—2> +-+--- <Sig—M> <Redeem Script>
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4. Hell (Transaction)

+ Pay—-to—Script Hash : P2SH - X2} =4 MA (BIP-13)

» P2SH& Address& Ofei 2t 280 Redeem Script & Redeem Script Hash = Address =22 M A& . MAHE Address= ‘3’22 A& E.

» AddressOl= Redeem Scriptl AE2J} Hash& =& UZ2. =, Address XHAl Dt ScriptOll CHEt 328 &1 U3.

» Multi Signature& Redeem ScriptE tEJ| A= SHA JHCII|2 BIII1E N HA LSO OF &

= P2SHE Multi Signature 0120 E 26D SEEH AJEEN 28 4 US. > s J|sY.

» P2SH FAZ &38 I 32X (sender)E= scriptPubKey (Locking script) il HASH160 <Redeem Script Hash> EQUAL & JIS&. sS4 Xt =48RS
AddressZ Redeem Script Hashg& & # US (B &t I} s)

* Multi Signature€ Redeem Script 0l Al (ex : 3LchZzVjxHn8aboeyxYmXE71vMDJbHJYp)
OP_M < Public Key 1 > < Public Key 2 > - < Public Key N > g8 " s
0P N 0P CHECKMULTISIG T > Redeem Script Hash < I > P2SH Address
* =& 8 2| Redeem Script Gl Al RIPEMD160(SHA256(Redeem Script)) Base58Check Encoding
IF
IF
2
ELSE
< 30days > CHECKSEQUENCEVERIFY DROP _ _
< Abdul the Lawyer's Pubkey > CHECKSIGVERIFY S HE Jis

\ 4
A
\ 4

1
ENDIF
< Mohammed's Pubkey > < Saeed's Pubkey > < Zaira's Pubkey > 3 CHECKMULTISIG
ELSE
<90 days > CHECKSEQUENCEVERIFY DROP
< Abdul the Lawyer's Pubkey > CHECKSIG

ENDIF F=A XHHIJF Redeem Script 22 E E 8ol U

Redeem Script Hash P2SH Address

00

FAZ ScriptE 201 == g8

~

* Script & X : Mastering Bitcoin (2nd edition by Andreas Antonopoulos) P.168
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4. Hell (Transaction)

+ P2PKH > P2SH Hell GllAl

Otel OlAl= P2PKH XIZ0IA P2SH XIZ2 22 £36H= Hel. P2PKH XI&2 =4I Xt2] AddressE 20 byte (160 bit)2l Redeem Script Hash& B &
Transaction outputtll JI &t (S 41 A= Redeem Script€ 22t ). P2SH X242 &F X412l Redeem ScriptE AF256H0] 0] UTXOE AI2E %=

BLOCKCHAIN WALLET (Q BLOCK, HASH, TRANSACTION, |:j;| GET A FREE WALLET
Transaction View information about a bitcoin transaction ZH : http://blockchain.info
512275e2celdfod7alitdeceIaac2f430a14563cclebabifi201ebfa72a23dbs
| 150WkCOSKUSUXKPH) IDPYFKSIGCCMWky (000650519 BTC Oulpu) | wh IFRCIUSGBINYIQdHHNCIRIGHQARGzD - (Unspen)  0.00415068 BTC. |
P2PKH X0l Al P2SH XIZo2 223510 US. sl Z Ll e
Summary Inputs and Qutputs
Size 190 (bytes) Total Input 0.00650519 BTC
Weight 760 Total Output 0.00415068 BTC
Received Time 2018-04-25 18:14:20 Fees 0.00235451 BTC
Included In Blocks 519897 { 2018-04-25 18:18:11 + 4 minutes ) Fee per byte 1,239.216 sat'B
Input Scripts

ScriptSig: PUSHDATA(72)
[304502210092d4563a80ba37b76bf1 3dbcee5dbeTeb36eeTcad05457082adib TbEd969961 702203144607 515763b49be607e96b52ebec2e7047D196989ca05213b7 32076993 d3501]
PUSHDATA(33){0312fa43c03a8551637cc423c88d0e231081287355382b0c034d 7 6efe 180ebbc2]

Output Scripts Redeem Script Hash = [9b58ee4d13e2fa7bcd2141d212615d3529ca655f] — 20 bytes

b T T T 1

| HASH160 PUSHDATA(20){9b58eedd13e2falbed2141d212615d3529¢caf557] EQUAL 1

HEDC HERRAL E=HMQ! J1=9 0loH — Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved.
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4. Hell (Transaction)

+ P2SH : 2—-0f-3 Multisig & 0l Al

NOHS| JHQlIT|eF ZIHII1E CHE D 0l 2 &2 0] 2—0of-3 multisig2 Redeem ScriptZ BHE £ 0] ScriptE X2 FAE MAE

CHE ALZ0I| Ol XIZ22 S38 W ('3'2Z A& SHH) output| Locking ScriptE Otefi 2t 2101 /4 dt12, 0 X120l CHE AU &= & M input2 Unlocking

oo2

Script= OFell 2F 20| & JH 2 Signature2t Redeem ScriptE J|E&.

+ 2—0f—3 Multisig Script 74 & HZS & Xt

Redeem Script (2—0f-3 signature) : OP_2 <Public Key A> <Public Key B> <Public Key C> OP_3 OP_CHECKMULTISIG
Locking Script : OP_HASH160 <Redeem Script hash> OP_EQUAL N N

-~ S~a o
- -

Unlocking Script : OP_0 <Sig—A> <Sig—-C> <Redeem Script> - -
Combined Script : OP_0 <Sig-A> <Sig-C> <Redeem Script> OP_HASH160 <Redeem Script hash> OP_EQUAL ‘. HASH160 82 [ \
’ ' JHH Redeem Script

<----

——————— . cemmmmm T femmT Bt 23
//” //” //’ I//
] ! 1
v v v v 3
PUSH POP - Hash > PUSH PUSH POP & Compare PubKey-C
PubKey-B
<redeemScriptHash> PubKey-A
<redeemScript> <redeemScriptHash> <redeemScriptHash> 2
Sig-C Sig-C Sig-C Sig-C Sig-C
Sig—-A Sig—-A Sig—-A Sig—-A Sig—-A
<empty array> <empty array> <empty array> <empty array> <empty array> True
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4. Hel (Transaction)

4+ P2SH : 2—0f-3 Multisig & 0| Al — Python &

= 3JH2 JHQIZI12E ZBOH3IE BH= 1)

™
>

I : 4-4. TX(MultiSig_and_P2SH.py)

Redeem ScriptE M4 8t £ Script Hash 2t2 2 testnetl P2SHE X2t =AE MM E.

1# P2sH=S O|2&HH Multi signature Transactions HAEH}

2%

3 # Multi signature (2-of-3) RIZMHIAM pParkn Elf2=Z &EZEMHCH

48

5 # Transaction A|EZE tE5+net|}||H =M EHCH

& # 3d-party API MU (testnet) : https://testnet.blockchain.info

T®

g# =fE - pybitcointools {https '/pypi.python.org/pypi/bitcoin)

9% WARNING !!! 2|5 AIEE DC0|22 mainnetMld 2H HIEDS AME 27l
1a £

11 # 20818.4.25 OHFEH AE (Z43H)

s

13 impert bitcoin.main as btc

14 from bitcoin.bci import history

15 from bitcoin.transaction import mk_multisig script, scriptaddr, multisign, mb
16 from urllib.request import urlopen

17 from urllib.parse import urlencode

18 url = "https://testnet.blockchain.info/"

(=

&

# n-ME2] HEZIE =T
def getPriviey(n):

&

# AUz = EMPIE =0

L def getPubKey(prlvkeyj

22 seed = "MultisigE AIHTI R HE seed”
23 key = []

24 for i in range(n):

25 privikey = btc.sha256(seed)

26 key.append(privikey)

27 seed = privkey

23 return key

29

3

LI
=

4
Bl

In [15]: privKey

Out[15]:

['ccldesdd26a217e8812f6Telc7a9429cB3b97fdf93df845cepRo915806T288T",
'dede7365186cT524bebbb3abb72b33981225182c939885527a6086aladb367f63 ",
'565fccebf4e3646b838d31938Tafb3a4flcd372f11cB15b782e34e1d70B45891 " ]

In [16]: pubKey

Out[16]:

[ 'e452871at71bblef4dS2eatacided3bf3i7442e0e68dcd45T2T3b8389Td7ataab2cf5c422bBebia

3@3ecB4atsd232a@ecd3acde7ec8d22ebd4as2@diad3th7aaceld”,
'B45baselid2eded7sEeRdfbae38124a2986de1le93a65aa%  Taseb@9ad9esl7abalea7abdedda3c

4addbafcle9ldcc?ac9adfciazebs2c75304d7a42839665e468T ",
'B845317dfadlbasd9879544475c2e555574b8d3936e53a559d98a%4c16TeaTcasdsh3slesdaca7a

c613ce5Tha51d6R531803a356a24C6C23395e7ba11d6R4bBad8b " ]

In [17]: script

Out[17]:

'52418462871at71lbbBet4ds 2eaacided3bf37442e0e68dcddS5T2T3b83809Td7ataab2cfSc422bie
hea3e3ecd4atsd232aP6cd3acde7ecdd22eb4a928d7ad3Th7aac@ld41e45baspld42edad7sseadtb
ae38l24a2986d6aled3a65aa%eTaBeb@dad9esl7abalta7abded463c4dddbafcl@dldecc?ac9adfcaa
26b52c75304d7a42839665e468T41845317dTadlbadda879544475c2e555574b8d3936253a559d95
a9dcleteafcasdsb3isleadac974calicesThas1ldars318@3a886a24c6C23395e7belldeedbeadabs
3ae'

In [18]: addr T
Out[1B]: '"2NCAudjRxMQoBLNEMLYaRPUDNEGZP2EIVRY' Redeem Script
In [19]: |

History log [Python console
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4. Hel (Transaction)

+ P2SH : 2-0f-3 Multisig & & 0l Al = Python &

P2SH X2 A P2PKH XIZ 22 &=

o : 4-4.TX(MultiSig_and_P2SH.py)

A
=

ol= Transaction=2 M4 &t.

1# P2sH= 0|ZGHH Multi signature 1 *
2% In [19]: tx2 Multi SignatureJ}t &4 & Transaction Data
3 # Multi signature (2-of-3) RIZMHI& Out[19]:
- ' '3106800001b5c53758010aa50T8198771TdaRoes7286976ccedaa3f3389T4Td11c169e 1274401000006 Td5d01004530450221008e7a50c5b7cBa6a58269
- & Transaction A|HZ testnetHAd 2 Bac983921baaS3cd6b6leadblcSca2896533854c892bB226870ae94576c14ac8ad62782c587ea54bc7TelB290533594d3ae358TabceadThfenl473044022
6 # 3d-party APT Alb] (testnet) : ht 857779d5156091eT8512c860e02CBRE69232948d3Taad592743b48429bd4877c7022056b8a18c55844eabb82e43b4625639597 2626d930d3d5955b8d975
R yoA (testnet) = nt d57d3d13b3814cc952418462871af71bbBefad52ea7ac74ed3bf3744229268dcd45F2f3b8389Fd7afaab2cf5c422b8ebBa3@3ec84af5d232a06cd3acds7
,'# St e e e ec8d22eb4a928d7a43fb73ac@1d41845bade18420d04758084Thae35812452986d61e093a65aa% Ta8ebB0ad%etlVabalta7abded463c48ddbafcla0ldec2
8# Do P':f'b--'c':-_”-'3'3:;5_'~h--'3”’-’ P ac9adfc8a26b52c75304d7a42839665e465F41045317dfad41bas8d9879544475¢c2e555574b8d3936253a550d98a94c16F68F cac45b351e6d9c974c613ces
9# WARNING !!! J|= AlHE BEDIEE Tho51d66531803a886a24chc23395e7bB11d684bBagEb53aeffIf i T0280841-0PRRBRRBRRE1076a914138a87T630de8074c4606200T7bbe57ealdbadde
1e # _ 88acafedB9030000000017a914cTI96794dc65a5983e7bddb73T8c192cbes732418700000000 "
11 # 2818.4.25 OHIEH BEE (ZHE)
128 ------orm oo In [28]: deserialize(tx2)
13 impert bitcoin.main as btc out[2e]:
14 from bitcoin.bci import history {'ins': [{'outpoint': {'hash': '44a7el169c111fdf489333faaedcc7669288790a0fd718719f856aa188037C5b5 ",
15 from bitcoin.transaction import mk "index': 1},
16 from urllib.request import urlopen "script’
17 from urllib.parse import urlencede 'BE4838450221808e7a58c5b7cBata58269TBacE3921baas3cdebsleadblc5c92896533854c892bB22870ae94576c14acBad62782c587ea54bc7Tel0298
18 url = "https://testnet.blockchain. 533594d3ae358fabceadfbfe@l47308448220577f9d5150091ef8512c860e02c80869232948d3Faad592743b48429bd4877c7022056b8al@c55844eabbs2
18 e43b46e563959T26e6d930d8d5955b8d975d57d3d13b3014cc952418462871aT71bbefad52ea7ac74ed3bf37442e09e68dcd45T 2F3b8389Td7aTaab2cfs
2e # n-2HE JHRIZIE D=0 c422b8ebBa383eci4atsd232a6cd3acd67ecid22eb4a9208d7a43Thb7aach1d41045bas015420d04758004Thae38124a2906d61e93a65aa%eTa8eb@%ade
21 def getPrivKey(n): ) 617abal6a7acded463c4bddbofclesldcc2acdadfeBazeb52c75304d7a428396652468741845317dTa41basd9879544475c22555574b8d393653a559d9
22 seed = "MultisigE AIEE|RIEH 8a94c16F60Fcaba5b351e6d9c974c613ce5Fb951d66531003a886a24c6c233957b@11d604bRaBEbS3ae ",
23 key = [] "sequence': 4294967295}],
24 for i in range(n): "locktime': @,
25 privikey = btc.sha256(seed) 'outs': [{'script’: '76a914133a871639deB8074c4ber288f7bbesVealdblddegBac’,
26 key.append(privikey) "value': 208000087},
27 seed = privkey 1'script’: "a914cf996794dc65a5983e7bddb73T8c192cbc67324187", «—— Locking Script
23 return key "value': 5895880087} ],
29 ‘wersion': 1}
3o # JH2UF] 2= EMIFIE D=0
31 def getPubKey(priviey): w || In [21]:
mEal | —_— ra
History log [Python console
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4. Hell (Transaction)

(A& MY : 4-4.TX(MultiSig_and_P2SH.py)

+ P2SH : 2—0of-3 Multisig & 0llAl — Python ¢ &

» SignatureJt 24 & Transaction Datag 24 & (Decoding).

Description Hex Data
Yersion 01000000
input count 01
previous tx hash h5c537801 055508195771 fda 0908728659760 cedaa 33389 id1 116915744
output index 01000000
scriptsig length fd5d 01 --» Oxfd = 3 bytes, 0x015d = 349 hytes
QOF_0 oo
aig-A length 48 --» 72 bytes
. 0450221 00e 7ab0chh 7o Bakabt2630ac 98392 1 haabicdBhE] eaSh 1 o 82896533854 8920 02207082 345760 1 dJacBadB2 78208 eabdbe Fe 1 02905335
Sig-&
94d3ae3bMaboesYhate 0l
2ig-C length 47 --» 71 bytes
o Sig-C 3044022057 7¥9d51 50091 351 208602020 30892329480 Hfaad 09274530 484290 d 45772 70220560 85 | 0c55844deahbEle 45h 462 56335526 60 9300 B 5955
scriptsig bEd 975057 31 3301
OP_PUSHDATAI o
Fedeem Script length c9--» 201 hytes
2410462871 af 7 1hbDefddE2e s Pac 74ed 30374422 92680 cd 45230 338K d Yafaab 2efhe 4220 Beb 0a 303ecBdafbd 232a0Bc d BacdB7ecBd22eh 429200 7o d
Fedesm Script b 7aacil dd1 045k 5801 2420404 758004h 22381 2452906061 3356555 9efalebh0%ad9:61 7abal Ba7abded 4630 40ddh Hfe 1 09 docPac3adfcBaZEhE2e 7
5304d 72428396652 468141 04531 7ofa 41 bald 9873544475 2ebERE7 Ak B 39362 53a5530955 940 | BfEfcaB45h 351 eBd 99740 61 3 e 5 951 dEEE31 0035286
a24cBe 233952 701 1 dE0dh0a88h53as
Sequence i
output count 02
value 20241 0000000000 --» 0,02 BTC
output-1 scriptPubkey lenath 19 --» 25 bytes
scriptPubkey 76291 41 38a87638deb80 740 466200 Phbeb5Yeal dblddebiac
value aled090300000000 --» 05098 BTC
output-2 scriptPubkey length 17 --» 23 hytes
scriptPubkey a914cf396734d 652590538 Phddh 7380 1 92che 673241 57
locktime Q0000000
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4. Hell (Transaction)

+ P2SH : 2—0of-3 Multisig & 0llAl — Python ¢ &

= SignatureJt 2td & Transaction Data2l Redeem Script2t scriptPubKey S
= output—-12 P2PKH Xl&2

(A& Oty -

4-4 TX(MultiSig_and_P2SH.py)

S48 (Decoding).

&E3=0k= Hel011, output—-2=, RHAIGIA CHAl EUHE HNO0IEZ2, P2SH XIZ 22 BU= Held.

Description Hex Data
oP_Z B2
Pubkey-a& length 4 --> 65 bytes (1 + 32 + 32)
0462871 af 7 1bblefddb2e s Pac 7ded 30374422 Qe B3d cd 452 303385 d Yafaah 2ofhc 4220 Beb0a 3032 c Bdafbd 232a0Bcd 3acdE /e cBd 22e b 42920
Pubkey-4
d?aditbh?aacOlid
Pubkey-B length LY
Fedesm Script PubKey-B 045ha801 8420404 758004 hae 381 2422906061 e93aE5aa9efafeh 090961 Yahal B2 7abded 4630 40d db e 1 091 doc 2ac 95 dfc Ba26h 520 753504
d7ad28539665= 4651
Pubkey-C length Ly
04531 7dfa 41 badd357954 44 750 22 5RE67 40 8d 3936 5325590 9834940 1 BiEfcabd5h 351 e6d 9974061 3oehbh 951 dERR31 003285862 24cho 23395: 7
Pubkey-C b01 1 dB04b0a8Ek
QoFP_3 53
OP_CHECEMULTISIG ae
Description Hex Data
QP_DUP 7B
OF_HASH1G60 ad
scrptPubkey pubkeyHash length 14 --> 20 bytes
{output-1) pubkeyHash 13828463 9del07Ac 6 6200 PhhebYeal dbldde
OF_EQUALYVERIFY ag
OP_CHECESIG ac
OFP_HASH1G60 ad
scrptPubkey Fedeem Script Hash length 14 --» 20 bytes
{output-2) Redeem Script Hash cf996794d c6ha5903e Phddbh 73801 92ch o 73241
OF_EQLAL a7

HEDC HERHA =FHC! J1=2 0lai — Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved.

131




4. Hel (Transaction)

I>

4+ P2SH : 2—0f-3 Multisig 2 & 0|l Al = Python &

= TXE testnet.blockchain.info/pushtx & &8 A MSEUD

(A& e

, 0l Hell= £5 1,294,486 (testnet) 0l JISEAS. (&1t 20 EUS)

: 4-4. TX(MultiSig_and_P2SH.py)

1# P2sHE 0|E5HH
2%

3 # Multi Signature (2-of-3)
44

5 # Transaction A|EE tE tnetﬂ'”H —’Fi’:.”%._rﬂ-
6 # 3d-party APT MH ¢
78

B# EHT

Multi Signature TransactionE MHAEHC}

AZHIA p2rkd AlL==2 S=ECH

tnet.blockchain.info

pybitcointools nhttps '/pypil.python.org/pypi/bitcoin)

o9# WARNING !!! 2|5 AlEH=E T IIIIE'E mainnetll A &H HIEZD ALE
16 #

11 # 2818.4.25 OHOIEH BAE (Z43)

L2 o s mm e e

13 impert bitcoin.main as btc

14 from bitcoin.bci import history

15 from bitcoin.transaction import mk_multisig script, scriptaddr, mul
16 from urllib.request import urlopen

17 from urllib.parse import urlencode

18 url = "https://testnet.blockchain.info/"

(=

&

# n-ME2] HEZIE =T
def getPriviey(n):

2 seed = "MultisigE AIHTI R HE seed”
3 key =[]

4 for i in range(n):

5 privkey = btc.sha256(seed)

B

key.append (privikey)
seed = privkey
return key

]

wooa

&

# AUz = EMPIE =0

L def getPubKey(prlvkeyj

P L I T I e

LI
=

4
Bl

a
In [S8]: getUtxofaddr) <+—— TX &S 01& 2 UTXO
Out[58]:
"address': '2NCAudjRxMQoBLNEML7aRPUDNEGZP2EIVRY ',
J ¥
"block_height': 1294291,
‘output': '44a7elf9clllfdf489333Taaedcc?RR0238790a0Td718719T850aal08837c5b5:1",
"value': 5209@88@] ]
Al 1n [51]: sendTx(tx2) TN
' — & F™MAF A =)
M| Transaction Submitted /,' T™X&E. Fd 8% HUS.
In [52]: getUtxo(addr) <——— TX &Z 0/59 UTXO (OFA Unconformation &EHE!)
out[52]:
"address': 'ZNCAudjRxMQoBLNEMLTaRPUDNEGZPZEIVRY ",
] ¥
"block_height': None,
"output': '146T8ce48354d3685d3385bT0c46061d71822221c141688382be51988h52hdf 1",
"value': 509388080} )
In %53%= getUtxo(addr) <——— TX ®& 0152 UTXO (Conformation & EH)
Qut[53]:
"address': 'ZNCAudjRxMQoBLNEMLTaRPUDNEGZPZEIVRY ",
J ¥
"block _height': 1294488,
"output': '146T8ce48354d3685d3385bT0c46061d71822221c141688382be51988h52hdf 1",
"value': 589368807 )
In [54]:
w
History log [Python console
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4. Hell (Transaction)

4 P2SH : 2-0f-3 Multisig & & O Al - Python &1& (5 & 44 TXNISI0-and PESH.oY)

. =32= 0.0001 BTC &.

= TXSQ ZUE &0l8 P2PKH XIZ2Z 0.02 BTCIt ES &AL, CHAI K&l X2 (P2SH)2Z 0.5089 BTCIO Y2 EAS

('Q BLOCK, HASH, TRANSACTION, | ) GET A FREE WALLET

Waming! This is the testnet3 blockchain. Testnet coins have no value.

Bitcoin Address Addresses are identifiers which you use to send bitcoins to another person.

Summary Transactions E " E
Address ZNCAUdjRxMQosLMEMLTaRPUDNEGZP2EIVRyY Mo. Transactions 3

Hash 160  cf996794dc65a5903e7bddb73f8c192cbct73241 Total Received 0.55BTC I

Tools Related Tags - Unspent Outputs Final Balance 0.5098 BTC 1

Request Payment Donation Button E n
Transactions (oidest First) Filter ~
146f8ce40354d3685d3385bf0c46961d7 182ee21c 14160038 2be51908eb52bdf (Fee: 0.0001 BTC - 5.34 sat/WU - 21.37 sat/B - Size: 468 bytes) 2018-04-26 06:14:29
2NCAudiRxMQo8LNEML7aRPUDNEGZP2EJVRy (0.5299 BTC - Output) mp  mhJHE1ScRnWIrhJm6283BbmACr2TFjzT4Y - (Unspent) 0.02BTC
2NCAudjRxMQo8LNEML7 aRPUDNEGZP2EJVRY - (Unspent) 0.5098 BTC

HEDC HERRAL E=HMQ! J1=9 0loH — Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved. 133



4. Hell (Transaction)

+ Segregated Witness : SegWit

= SegWit2 HIED Q1| & & A (Scalability) 2 MIE & 3tAI311 Transaction Malleability 2XHE 22X 22 G Z 3| 2ol 20154 Pieter Wuille Al 2|31 &I
OtE|Of (BIP-141, BIP-143, BIP-144), 2017H HIEZ3QI U EK A0 HEEHUS.

= M 2HE HZE M 8 IMBL HIstS J1d 252 3J|€ s2 ERIUS &l

. SegW|t° Transaction2 8 AtAH (Slgnature) 222 226t M2 Transaction 222 H&AS= YA, J|EQ [ Input (Signature X&) + Output ] 7

» HAE Transaction0l 20 JIS2 M= Input Output] Txe= JIE M8 JIFE 1D, Witness 22 €& Z22H0 A& E. JIE Tx0l A Witness £=0| XHXI
ol= HIE2 & 75%2, Tx0l M WitnessE HI2I6HH Tx2 FIIE UE &L = US.
= 3J|JI ZOIE TXxE 0|20IH EE QLY C RS TxE JISE = US. S, 0l Tx=E 8 AYE £20| 91282 HHE 2USE M= Withess =22 AIE6H0L &
= 2= 2

=
T JJ
|l 22 Transaction Malleability S HIE HZ &

» SFES O O X2 TxE JISolB2 &84 SHE S3et = U, 8XAY 220 2 Z& £ A3,
L= M weight )t Xl E & Byte &2 EHAIGIH B2 21 8MB A2 &2 =0t &, (&
nj

£ 3719 HIst2 byte &H210t Ot weight SHRIE AIE6H1, =I0H 4

Xt= : http://learnmeabitcoin.com/faq/segregated-witness & 25 #493,182)

= TxQ PRI BHAESZ 20t ZRE ALE0ILL, HIEBQ D0 HLE 2 0|™ REXE = =SS (S/W upgrade 0l &, Non—-SegWit H&E) SEE = UL
£ Soft Fork A2 I3} S (Backward Compatibility). 2t = EE0| RO g S/WE upgrade (SegWit H &) St &.

= 2017 88 SegWit0l Soft Fork Al MEZEAS O 2 Major2 Miner£0l (Bitmain) 0l ZA0 EHHSIRA 2 (97%= &ABIA2LE, 3% B I} SHOHZUCH
0 &), 252 A€ 8MBZE &AGIES Hard Fork 2AlS S50 HIED Q! 34 Al (Bitcoin Cash)E EHMAIZS

= HEZIDQ HERAIWAMH= SegWit0l HEEH &8I 22 S0l A1, SegWit Transaction2 B Xt SJtotl] US.

= SegWit2 Non—SegWit HE S12| S &t (Soft Fork 24!) 2XHE HZSH| RAdH CtA SEME JSH0| UKL E2 I |s2=2

0

org )

00
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4. Hell (Transaction)

4+ Segregated Witness : SegWit Hcll AIS &

[—

» Otch Z2t= E5 414,824 (2017.8.24) 2 & XH (2018.4) DHX

Xl

ot

—

(——1

£ W0l Z&E SegWit HellZ, BX St FHI0 ASS 200 =1 YU

olo

Transaction percentage

[ 144-block moving average |

40.00% '
35 00%
30.00%
25.00%
20.00%
15.00%
10.00%

5.00%

0.00%

@‘.ﬁ’f%ﬁ’# ﬁﬁ&ﬁ»ﬁ?’ ‘ﬁ&éﬁ?ﬁ“}# 55;";@“‘"@

Witness size percentage

[ ] 144-block moving average [ | et

25.00%
20.00%
15.00%

10.00%

5.00%
0.00%

‘Q@’ﬁf*geg & ﬂg;e? ¢§.§?’£ ijﬁ;f&"ﬁ;ﬁg*

'b -
&
&

(Xt2 &X : http://segwit.party/charts/)

Created by @pavolrusnak

Transaction count
[ Segwn [

] Mon-Seg\wit
4500

4000
3500 &
3000 g 1.

2500 JEEAA
2000
1500
1000 !
500

PEFLESEPIISSFPLLISTE #
Block size
- [ witness size [ ] block size e et
2000000
1500000
1000000 T
e {1l |I\| II'I

0 -
é‘@&{g &“épﬁ m&“$§$‘¢$£$f ;‘e}‘éﬁ :5; 4599 fﬂeﬁﬁﬂﬁ{:f f
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4. Hel (Transaction)

+ Segregated Witness : SegWit — Merkle Root

= Transaction (Tx)2| ¢, ©
oF 22l& Withess= €&

= Case—-A= Merkle TreeE

x
9|
=
-

M2tol 2 & US (Case—-A%} B)
xXO

S &X
EOZ2 LIS & Z2 Tx Hashg J| Witness Hash& J|206t= 242, 0| A2 8 2 2 X0l M Soft

Fork 2aloz2= REE £ LD & (Pieter Wuille)
» Case-BE= JIE2 Tx& Merkle Treee 1 Z AFHE6HH A, Withess& Merkle TreeE M Z BHE O A Coinbase Tx2| outputlil €0/= ZA A,
» Case-B= 8 =5 2 X0|A Soft Fork Aoz 28 Jisdltil & (O HAHSD 230K 28t SHS U X B Soft ForkE ISt al),

= SegWit2 Case-B &t

2 MEISIHS. Witness HIOIEH & &2t U AH WitnessE Merkle RootJ} HIHH 11, Coinbase Tx2| Hash &t0| HIF 22 %= Merkle

Root2| Hash g¢0| HIH&. Witness2 €2 &0| HALXH J|E Merkle Root2 H=0| JIsdI2 2, Witness HIOIEIE ES& = US.

+ Case—-A

+ Case—-B

Inputs | Outputs

. = Witness data

Block header

Block header

Inputs | Outputs Inputs Outputs | Witness
&
R S— . [— -\-

&
TARAA
Walial, )

Merkle tree of txn and witness

Coinbase
Advantages? &

» XE EX : Pieter Wuille2 2015 Z2|HHIO|& : Segregated witness and its impact on scalability (https://www.youtube.com/watch?v=NOYNZB58CHM)
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4. Hel (Transaction)

(Xt & : http://blockchain.info & BIP-141)

+ Segregated Witness : SegWit — Merkle Root

= Witness& Merkle Root= Ot 2t 20| Coinbase Tx2 & YW outputtl JIZEEH US.
» MinerS2 SegWitE SEE2 MAE I TX2EEE WitnessE 2clotd, 22| Merkle TreeZ 2H=S W A Coinbase Tx0ll HZA|AHOF &

69b232a34075d41e3310daZ244b5b1cH709964d26929009aae062Tae24c33 1d84

No Inputs (Newly Generated Coins) = _19] mCxRukix1KfegAY5zQQJVTsamAciZpy - (Unspent) 12.64733717 BTC
1
0l 2200l Witness Merkle RootJt JI250f Q. — : Unable to decode output address - (Unspent) i 0 BTC
oo A
T Commitment structure . BIP—141 U2
Size 243 (bytes) A new block rule is added which requires a commitment to the wtxid . The wtxid of coinbase transaction is assumed to be
Gxaead. .. .oe88 .
Weight 864
A witness root hash is calculated with all those wtwxid as leaves, in a way similar to the hashMerkleRoot in the block header.
Received Time 2018-04-30 03:36:02
The commitment is recorded in a scriptPubKey of the coinbase transaction. It must be at least 38 bytes, with the first 6-byte
CDIHBHSQ of @x6a24aa2laded , that is:
033ff10704238feb5a622f4254432e434fAd2ffabebdbdaaac2aiBdabe
(decoded) ?§#¢ & Zb/BTC.COM/§ @mme & ¢ &Eiod_ 66~ 1-byte - OP_RETURN (@x63)

1-byte - Push the following 36 bytes (@x24)
A-byte - Commitment header (Bxaa2laded)
32-byte - Commitment hash: Double-SHA256(witness root hash|witness reserved value)

Output Scripts
38th byte onwards: Optional data with no copfensus meaning

DUP HASH160 PUSHDATA(20)[78cedBf68c94df3762dad9dc8498205373abcebf] EQUALVERIFY CHECKSIG

L RETURN PUSHDATA(36)[aa21a9ed266794c3c22604b2d5d2a2bc0db9ad 71683 348fad1c2i79d5d04335d1d0asfab] '4— Coinbase Tx & 1M outputil Witness Merkle RootJt JIS T US.

[dEEDdEﬂ] 9990590000300 0N3HOAGG 03] 0O
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4. Hel (Transaction)

+ Segregated Witness (SegWit)

= SegWitE Transaction X

= Tx |ID= WitnessE HI2/& &

= SegWit Transaction # X

£ 29| Hash g0l

: Transaction X (BIP-144)

= ofeHe 20| RAEN US. marker (0x00) 2} flag (0x01)IF F=ILE A D
(txid), Witness ID= Witness

2828 T&Hs Hash 2t (wixid). (M2 g

, txin2 ScriptSige MY £ 0| WitnessZ &2l &.
BIP-144 & X)

= SegWit Transaction 2% 0| Al
(txid = c586389e5e4b3acb9d6c8be1c19ae8ab279539763317615a6442a261bbdefc3a)

Field .
Size Name Type Description
4 version int32_t Transaction data format version
1 marker char kust be zero
1 flag char Must be nonzero
1+ tuin_count var_int Murber of transaction inputs
A1+ tuins tuin [] & list of one or more transaction inputs
1+ twout_count var_int Murmber of transaction outputs
9+ twouts tuouts [] & list of one or more transaction outputs
1+ SFrlpt sgﬂpt The witness structure as a serialized byte array
witnesses witnesses[]
4 lock_time Lintaz The bID;k nll_meer or timestamp until which the
transaction is locked
Tx ID @ sl inputs outputs nLockTime

Witness ID :

= X2

nVersion Ox00 Ox01

inputs

outputs witness

nLockTime

=X : https://qgithub.com/bitcoin/bips/blob/master/bip—0144.mediawiki

02000000 : nVersion
00 : Marker
01 : Flag

———=txin ———~-

01 :input count

40d43a99926d43eb0e619bf0b3d83b4a31f60c176beecfb9d35bf45e54d0f742 : previous output
01000000 : output index

17 @ Script length

16 00 14 a4b4cad48de0b3fffc15404alacdc8dbaae226955

Script — PUSHDATA(0x16) [OP_0 <20 bytes>]

fiffffff - sequence

—-——-— txout ———-

01 : output count

00e1f50500000000 : value

17 : script length

a9 14 4a1154d50b03292b3024370901711946¢cb7cccec3 87
Script — OP_HASH160 [20 byte] OP_EQUAL

—-——— witness ———-
024830450221008604ef8f6d8afa892dee0f31259b6ce02dd70c545cfcfed8148179971876c54a0
22076d771d6e91bed212783¢c9b06e0de600fab2d518fad6f15a2b191d7fbd262a3e0121039d25a
b79f41f75ceaf882411fd41fa670adc672c23ffaf0e361a969cde0692¢8

00000000 : nLockTime
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4. Hell (Transaction)

+ Base32 =4 (Bech32 =A) : BIP-173

Bech32= 2017¢ 32 Pieter Wuille EtAIJI BIP-17322 M8t 22 =4 HAHIY. BIP-1732 Draft AEH0IA 2018 18 Proposed AEHZ HIHUS.

JIZE2 =4 XN H = Base58Check 212 E HAIQIU2H, OfcHet 22 2HE 0| US. 0| 2HE Ploll Base32 2/2E LAIS HCHOIUS.

+ Baseb58 needs a lot of space in QR codes, as it cannot use the alphanumeric mode.

* The mixed case in base58 makes it inconvenient to reliably write down, type on mobile keyboards, or read out loud.

» The double SHA256 checksum is slow and has no error-detection guarantees. € Bech32= 2LF d2& Ss80| £3.

» Most of the research on error—detecting codes only applies to character—set sizes that are a prime power, which 58 is not.
+ Baseb58 decoding is complicated and relatively slow.

Bech32 A= 90 character 2t Xl Jts38t11, human-readable part (hrp : &2 X)) separator, 12l 1) data part2 A& E.

SegWit =4 EAIZ, hrp = ‘bc’ (mainnet), ‘tc’ (testnet) & AFE3t12, Witness B & 1k, Witness program2 At&&. P2WPKHS &< Witness program& 160
HIEQ SIM3| GHAl at.
Examples : All examples use public key 0279BE667EF9DCBBACS55A06295CE870B807029BFCDB2DCE28D959F2815B16F81798. The P2ZWSH examples
use key OP_CHECKSIG as script.

* Mainnet P2WPKH: bc1gw508d6qejxtdg4y5r3zarvaryOcSxw7kv8f3t4

» Testnet P2WPKH: tb1gqw508d6qejxtdg4y5r3zarvaryOchxw7kxpjzsx
« Mainnet P2WSH: bc1arp33g0g5c5htxsp9arysrx4k6zdkfs4ncedxjOgdcccefvpysxf3geccfmv3
» Testnet P2WSH: tb1qgrp33g0g5c5txsp9arysrx4k6zdkfs4ncedxj0gdcccefvpysxf3q0sI5k7

» ANl LHE 2 BIP-173 2A & Pieter Wuille2l Presentation : https://www.youtube.com/watch?v=NqiNOVFE4CU &t =x.
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4. Hell (Transaction)

) (A& OHY : 4-5.segwit_addr.py)

+ Base32 =4 (Bech32 FA) : Python 9 &

» Bech32 A &= Baseb8Check g410| OtLl Base32Check Al 2, Pieter Wuille EHAID} SegWitE F=AZ HIoHsH 21 (MAAMIWE2 BIP-173 & X)

1# BIP-173 formatZ| bech3z F4E MAECE = Mame Size Type Date Modified =
E-: BIP-173 : Base32 address format for native w@-16 witness outputs B 4-24TX(MultiSig_and_P25H).py 3 KB py File 3018-04-26 = 3.
| - =
4# 1 : https://github.com/sipa/bech32/blob/master/ref/python/segwit_addr.py % 4-5_51?1gw?t_3ddr.p}fl . ; FEE py File | 2018-04-28 iE 2 W
5 # pybitcointools (https://pypi.python.org/pypi/bitcoin) - —— =
6 # IPython console F X
7# 2018.4.28 : OHIIEH EE (Z4H) [ Console 1/4 )
B — - mm == mm = o mmmmmm oo m e mmmmmmm—mmmmm oo
9 import binascii ~
@ import bitcoin.main as btc =7 : 82abdf6f1c75537Te5dbldbeld6calas43bec2a5442920446TF542c57d9765ac5d
11 import bitcoin.segwit addr as bech32 Bech32 T (Mainnet P2WPKH) : bclqglf463483thz7djeumdkznhitkax7geys2qdc]
12 i Bech32 T4 (Testnet P2WPKH) : tblgqglfa63483thz7djeumtkznhitkax7geydvmxrp
13 # JH2UZE S
14 while (1}: _
15 priviley = btc.random key() # 256 bit Random numberZ & BIP-173 =X E| Example EHI BIP-173 2K O X2 Z02 & LXI&
16 dPrivkey = btc.decode privkey(privkey, 'hex') # 167l FAIEE 108l =XIZE ==========ssssssssssssosss l
17 if dPrivkey < btc.M: # secp2sekl 2| n 2Lt 22 o
g hreak ZIH7| : 8279BEGE7EFIDCBBACSSABE295CES7@EBE7@29BFCDB2DCE28D959F2815B16F81798
19 Bech32 T4 (Mainnet P2WPKH) : bclgwSe8dégejxtdgdySrizarvaryBoSaw7kvafita
20 # MRIFIZ2 ZSMFIE MHECL Compressed format. Bech32 =4 (Testnet P2WPKH) : thlgwSe8dégejxtdgdySrizarvaryBoSwwTkxpizsx
21 pubKey = btc.privkey to_pubkey(privKey)
22 cPubKey = btc.com . .
23 ISegmt Address Check ISegmt Address Check
B & SH71= 100-bis https://bc-2.ip/tools/bech32demo/index.html
25 witprog = btc.bin ps-//bc=z.|p/to0ls/bec emo/ingex.ntm H=(| 0|5
26 Message:  OK Message:  Invalid Error 01 013
27 = J " . .
i“;afi:eiijd:—:—? SegwitAddr:|bc1gnslkskesfydmipctykdw2jdkpzhfaffuufvusg | Sngimddr-|bc1qn31k3kasfk4mjpctykawzj3kpzhfa+fuufuw59 |
29 testnetAddr = bec SegwithAddr:bclgn8lk8késtydmjpctykdw? jdkpzhfaftuufvuss SegwitAddr: bclqhslkskasfkﬂfmjpct_ﬁ_.szlw{z]E‘-k[:uzhfaF-Fuu-FvaQ
33 \—-
31 24t
- L UL Tl el = ~ s s
| :
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4. Hell (Transaction)

+ Segregated Witness (SegWit) :

= SegWit = =2 Non—-SegWit =S} (23X J|2t) &

= Non-SegWit ==} SegWit TxE OIGHE =& O

» Full = EJ} Non-SegWit tEES& TxE

= Non-SegWit WalletO|Lt SPV = E=2 Witness &
20| W& TxE 222 HYHE X0 2SE £
= 2 X2 “Anyone can spend” HeHZ X el E’

» (& SN LEZ O A0l A Witness £20[ A2
Otchel AQREZ ASE

oted® Non—-SegWit .= EJ} SegWit Tx2 20lE K58 HellE THEE 2= Q00 &,
R

Backward Compatibility (Soft Fork : BIP-141)

MZ& Scheme2 RAIoIHLE, O SHEHZE SE6F Hell 2 BHEHSHH Relayd &= QA 0{0F &.
BY = (getdatall MSG_TX & Al) Witness 222 til 2 Input Output S22 B (HE 20| 2 8)

0 < 20 — byte — keyhash > OP — HASH160
< 20 — byte — scripthash > OP — EQUAL

» 2o HE ZU= A TRUE 0|22 XA Validdt
Hehl2 FHZ&E (Anyone can spend).

» Soft Fork& |oiM= X2 A KSEEZ REZR
Ol CHoHl Anyone can spendJt A & 8t<=S scriptSig
228 M4dollof &. (HAUE2 BIP-141 B X)

= Anyone can spend Hcll= Non—-SegWit = EZ0f
X8 & Mining & Xl= 2¢&. 0l A= ValiddtXl
Bt Non-standardO| 22 Miner&£0| =S50l Z& Al
INX H3.

P2WPKH nested in BIP16 P2SH

The following example is the same P2WPKH, but nested in a BIP16 P25H output.

witness: <signature> <pubkey:

scriptsip: <@ <2@-byte-key-hash:>
(Bxl68814{28-byte-key-hash})

scriptPubKey: HASH168 <2@8-byte-script-hash» EQUAL

{Bx8914{28-byte-script-hash}8&7)

The only item in scriptSig is hashed with HASH160, compared against the 20-byte-script-hash in scriptPubKey, and
interpreted as:

8 <28-byte-key-hash>»

The public key and signature are then verified as described in the previous example.

Comparing with the previous example, the scriptPubKey is 1 byte bigger and the scriptSig is 23 bytes bigger. Although a
nested witness program is less efficient, its payment address is fully transparent and backward compatible for all Bitcoin

reference client since version 0.6.0.

HEZC HERAIA ESHE! Jl=2 0loH
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4. Hell (Transaction)

, . (&l& OHY : 4-6.AnyoneCanSpend.py)
+ Segregated Witness (SegWit) : Anyone—can—spend Python & d P oY

= OleH GIAIGIA SHE Tx2l inputlll L= ScriptSig2t UTXOS outputll U= ScriptPubKey AJEEE 2ZE& (Witness 222 il 0 25 &).

Fay

1# Non-Seghit T=HM witness HIOIEA2H SHE "aAnyone can spend"= & Mame Size Type Date Modified =
2# MelTIH, 0] ™0t validdtHl 2UAEE EHOIEHTTL [3 4-5.segwit_addrpy 1 KB py File 2018-04-28 27 _

3% .
. g _ y = _ [ 4-6.AnyOneCanSpend. 1 KB py File 2018-04-28 271
4 # HDn_SEEI.'lt iE?l‘ Full iEI}H}Il gEtdata ['.'SE—TK]-% E;Dl-a’ Full iE: % = 1 n:+..]!rc:nnr + ..-p‘l-:“.-'-i'\ .F-:Er.-..-.m-. 20 2 KRB E]f.-..-.m-. Cila Aandn Nt s OV

L=
-

IIE

5# TX? segwit TXO|H witness 2= MDD Non-Seguwit T=MIH HE e Puth |
6 # Non-Seghlit === witness £Z0| BHE, AE 20| §HZ, "aAnyone can spend”Z W0 EEEtl g X
7# EOIT|H validsh ™x& M2IECE (soft Fork, for Backward compatibility) [ Console /8 £ L ]
g%

Y
9 # twid = c586389e5e4b3ach9decBbelcl9ae8ab2795397633176T5a6442a261bbdefc3a

i

18 # ARHIE THEHCL

11 # - ARl : txid =

12 # E% : https://bitcoincore.org/en/segwit_wallet dev/ C538638%e5e4b3ach9décBbelcl9aeiab2795397633176T5a6442a261bbdefc3a

=FE @ https://bit .org/en/ wit t_dewy

15 % . . . .

14 % 2018.4.30 : OOMEM BE (ZAH) Combined Script (without Witness) :

L T

16 import binascii

17 impoert bitcoin.main as btc

18 . .
. ==» Valid 5 t i 2H=5 id8s A==

19 # txid = c586389e5e4b3ach9d6cabelcl9ae8ab2795397633176F5a6442a261bbdefc3a alid Script <—— Witness 210l 2S5 Validet Tx2 238,

28 scriptSig = 'eel4adbdcadBderb3fffcls48dalacdc8dbaae226955" In [55]: | > “Anyone—can-spend’ Hell 2 33 &.

21

22 # utxo = 42f7d@s45ef45bd3bocfeesbli@cfe314a3bdsb3feabsl0eebe36d22993ad44e @ 1

23 # OP HASH16@ <script hash> OP EQUAL

24 scriptHash = '2928f43af18d2d6Be8aB43548d8086b365341339"

25

26 # combined script

27 print {"\n\nAlYl @ txid = c586389e5edb3ach9d6cabelcl9ae8ah2795397633176T5a6442a261F

28 print({"\nCombined Script (without Witness) :")

29 print("\n<¥s> OP_HASH1E® <¥s> OP_EQUAL" % (scriptSig, scriptHash))

38

31 # Validity check : OP_HASHle@

32 check = btc.bin_hashlé@(binascii.unhexlify({scriptSig))

<B@l4adbicadddedb3fffcls484alacdc8dbaae226955> OP_HASH1GR
£2928f43aT18d2d6ReBa843548d580386b3085341339 OP_EQUAL

> History log [Python console
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4. Hell (Transaction)

+ Segregated Witness (SegWit) :

Backward Compatibility HeH

AMNE =4 28

Soft ForkE

=]
OteH OlAl= & Xl SEEXIQI0 I8 =4 K8 Y SegWit Transaction!
P2SHOIA bech32 =AZ 2| SegWit Helel..

M OlAl= P2SH =24 DI 2l SegWit HeHO0l12, & BTl CllAI=

Z Anyone—can-spend J} 4 &l olE2 ScriptSigE A dH0F &. ScriptPubKeys J|Z
==

Il Al

.2 Hell el UTXOE &215H0 Witness 20| HEHE Z2SE 4= US. >

txid : c586389e5ed4b3dacb3dEcBbel c19aeBab27953976331 76f5ab4d42a261bbdefcda

Fraorm

To

FESegwitPie'WEVHIe=d 3 mnurMNiBoBCk 73

aaSegwitunobsUoEkhE Py kiBE. PejEgwlhikd

ScriptSigl PUSHDATAZZ) [001 4adbdcadBdelhSfc1 5404a1 acdcBdbaae 22G955]
Witness: 024830450221 008604ei8i6d8afa892dea il 26906

HASH160 PUSHDATAC20) [4a1154d5000329203024370901 711946ckh 7ccoe3] EQUAL

txid : 4d4803dA421 7/f5ba/1a8dedl 4b98e5abbe337dd 9442403 el 748

bcBd1 78fhd

Frorm

To

JIE&sz2tBTEtsGgx T /5m=1 Ckirmvp3Fhiley

bl gwodabsgusnaIBeds?95at95y uatrm Bazzmyvekuloe Pytlcokrswwwz g

ScriptSigs 0[] PUSHDATAL?2) [30450221 002 7984bfed 3203175

"script" "0020701 550401 c34flh 1 3ebhaf1 69059684 1 7abdYa21 BoBocbh HoBad e AHEchad"

0[] PUSHDATACSZ) [701 284401 c84fh 1 326baf1 69d59684e | 7abdSfa 21 6oBechhSfc63d62 2480551

txid : Saebb?38c16f8c 1 (fdadd6db0530a2f8f 771 3c6eSbfc 465b53794186e 15221 ad

Fraorm

To

bologwodgbsgusnadte 467952195y L SatmBazzmyvckuloc Petlic ok swewe g

1 GODPYGERLZ0 78hBzEy5IMCahgd4TrikN /G

ScriptSig.
Witness: 040047304402205%205c eec 01 84a997620ckhE5- -

DUP HASHTE0 PUSHDATA(Z0) [29035a50 208740 1 cBEd B 6 375988273a5a6a04] EQUALVERIFY
CHECKSIG

tzid ! aecdB8fdc118c1919cd87d9e1e8f1 {0fab70d226c abBe95323928594d 28 7adbfb

Frorm

To

bclgzjegah396kw2dzrgBOnge I Hwlic dy v Ayz nftz k06| 342H52y s 2 Stkpd

BN P 1 ELwF T v BRm AC d ANEM3EBEG

ScriptSig
Witness: 04004830450221 00abcE6111 d33c 2864027301 3531 fB8%h2 -

HASH1 60 PUSHDATAL20) [c362504e30c 1 ce | B5E20fc09957hE7dbcdcac?0c] EQUAL

bl gwodgbsgusnaddedb?95at95yuatmBazzmyvekuloce Pytlcckeswywz g

0[] PUSHDATALSZ) [F01 a8d 401 c84fh 1 3eBhat! B9d59654e 1 7abdYfa21 BoBocBhSfcBad 622480 58d ]

HEZC HERAIA ESHE! Jl=2 0loH
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5. M=Z (Mining)

5-1.
5-2.
5-3.
5-4.
5-5.
5-6.
5-7.
5-8.
5-9.

5-10. Transaction Fee2 =& Block 37|

5-11. Solo mining vs. Pool mining

oltd =

tH& (Version) : BIP-9

ol Al 0| = (Target bits & Difficulty)
HAl 40l =& (Retarget)

Merkle Tree (Merkle Root)

Nonce & Extra Nonce

Mining E Xt

Hash Power (GPU, ASIC)

HEDQ waig (012 S L3S Hlu)

" AmtPook 12.7%

ShushPool: 10.5%
5-12. EEXICIo LAIE ELX] (FOI’k) ViaBTC: 10.7%

5-13. Block height, Depth, Confirmation
5-14. Hard Fork® Soft Fork
5-15. Hard Fork2t UIERIA &2l

blockchain.info/pools

HEDC HERRAL E=HMQ! J1=9 0loH — Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved.
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5. 2 (Mining)

+ =5 ol =
= E5HS E52 Header® Body RE2Z 2dEE 0 AL, dlGH0I= 0|™ 2= oAl &0l JIFZNH UAN, EFES AZ HAUCZE HEF.
= =52 3JI=1 MBZ HEtEA2UL, SegWit HE 01F 2 1.8 MB MKl &&= == US. SegWit HE 0|=0= HIOIE ©2JI 0t EF weightcts ©9I12
Sdol=E HELUS.

» Body0Oll= Transaction (Tx) GIOIEIDI JIZE0 US. Tx HIOIEH & MY (Signature, or Witness) 222 I 22lE0 Ex 2 & & & 2210 VI EE.

» ANE 22 Z&8 TxZ 1X Merkle TreeE #4old, A8 220] 8l= TxEZ % & Merkle TreeE Fd &
.- £= 3o == #517,707
oA ! £ 3 Al 1 0000000000000000003de39f5ad668699c0cbc2236585d5850d9%. ... Merkle Root —
I =
g=g Version 4 bytes | 20000000 - | 12345678 — 7ad
m ”
e ! Hel WS . Pl Merkle
= Previous Block 32 bytes 00000000000000000002098ab5e2ac4d5 e Tree
(Chain) ! Header Hash U a6f9cc3cc8c764dcaecd5a9c6290523 P
'\ Pl H1234 H5678
> o - o = 19¢c6d65057762a53c153b681b3ad6d46e
o ==t (Esogbo{la) Merkle Root 32 by1es | at59aaf723ecbbd9eebIb3656d6db6
| ytes
| Timestamp 4 bytes | 5acd9ide = 2018-04-11 13:41:02 2 il I I 78
I
| Hel = Bits 4 bytes | 17502ab7
[ 2 [Cx1[|Tx2 | [Tx3 [ |Tx4 | [Tx5 | |Tx6 | [TX7 | [Tx8
‘\’ Nonce 4 bytes 5c81558 L7
- . ,'/ Merkle Rooti= Coinbase
’ . Transaction count | 4 bytes 05e8 /, Tx2l outputdll 7| =2,
: ) Transaction Coinbase transaction .
! - ; — H1234 H5678 e
N ransactions .
> 22 54 AE <«—— Witness 2
) Witness : Tds
Genesis Witness O AN H12 H34 H56 H78 MerK]
lock (Extended Witness NN erkie
Bloc Heh e Area) : ~oN Tree
WIHTIOSE "4l o w2 ([ w3]||wa([lws||w6|[w7||w8
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5. X2 (Mining)

+

EE 0l
- SS IS oINS Z0I KB, 01/ S22 1Al &, IS E2I, 8= 44 A%, nBits, nonce| 67§ =2 PHE 0] Y1, & 20/ 80 HIOIEY.
» S EF G602 HAl 22 JIFEL N A= A0l OtLl 2, 80 HHOIE GI0IE € double—-SHA2562 2 H ALGHAI AFZEL.
» 6 &S2 2 F little—endian ZAIY. (MAIN 20l= X1t BIOIE &= A It BHIHY)
Bytes Name _I[_]ata Description HlAl (S5 #520608)
¥Ype
4 version vy fLTEﬁlDCk version number indicates which set of block validation rules to 50000000
revious
P block & SHAZRE(SHAZEE!)) hash in internal byte order of the previous block's
32 head char[32] header, This ensures no previous block can be changed without also 0Oa000000a0000000025329537a638d6akb0b0aa51 cd97c87cefd 7o albboabb201
Eader changing this hlock's header.
hash
& SHAPRE(SHAZEE ) hash in internal byte order. The merkle root is
37 Merkle | parpaz) | derived from the hashes of all ransactions included in this block, 5299k 77752840922 721850 000400671 7aBd 729047001 2779441 deeasZhce
root hash ensuring that none of those transactions can be modified without
modifying the header, See the merkle trees section below,
The block time is a Unix epoch time when the miner started hashing the
. . header (according to the miner). Must be strictly greater than the median _ e .
4 time Lint32_t time of the previous 11 blocks, Full nodes will not accept blocks with Bae7502d (= 2018-04-30 17:19:41)
headers more than two hours in the future according to their clock,
. . An encoded version of the target threshold this block’s header hash
4 nBits Wint3Zt must be less than or egual to, See the nBits format described below. 1745ih53
Am arbitrary number miners change to modify the header hash in order
4 S Lintaz_t to produce s hash less than or egual to the target threshold, If all 32-kit 49622432 (= 3547874095
- values are tested, the time can be updated or the coinbase transaction
can be changed and the merkle root updated.
* X ! https://bitcoin.org/en/developer—-reference#block—headers

HEDZC HERKIA SSHME! J1=2 Ololf -
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5. = (Mining)

(&& I : 5-1.BlockHeader.py)
+ =5 ol ##£ : Python 815
= AX 2= 6l CIOIE (80 byte)E ItalGgD, 2 aHAl 22 HA&HSHH blockchain.info AFOIE Z 1t H| W &
1# =% Hld CI0IBS DHeFtD, dHAl W AISFErTh 3 Name Size Type Date Modified ~
‘3:: 2e18.5.1 : OHIFEM HE (TAH) [5] 4-5.seqwit_addr.py 1 KB py File 2018-04-28 27 11:37
i# S T T e [3 4-6.AnyoneCanSpend. py 2 KB py File 2018-04-30 27 2:49
S import binascii [£] 4-7.SeqWit(H2HAl)xlsx 11 KB xlsx File 2018-04-30 2% 2:20
& import hashlib [31 5-1.BlockHeader.py 3 KB py File 2018-05-01 &H 322 ,
7 from datetime import datetime FiI;explnrer Brofiler S
9 # big-endian <--> little-endian= 2 HEE} IPython console g x
18 # =f, x= hexa-stringS 2EEICL
11 def reverse(x): b Console 146 B =
12 return ''.join{reversed([x[i:i42] for i in range{@, len(x), 2)])) Header = -
1; def doublesha256(header): BBB888280152855cBbcad7ef7ccB897cd51aabBbleasdr37a83a923ARRRRAAEE068EE8B8BCeRT2b
15 return hashlib.sha256(hashlib.sha256(header).digest()).digest() :23:1d4—4?92?ﬂl?%¢e9d?a51?5?&&4fca@-a5hf8?32299S4Se??h?99522d5&e?5353fh451?3224
16
17 def makeHeader(version, prewHash, merkle, timeStamp, nBits, nonce): l Parsing
13 h = str{hex{nonc?'}}[z:] . Version = 2000008C
19 s = reverse(version) + reverse(prevHash) + reverse(merkle) + reverse(timeSta prevHash - G0BODEBEBEOOBERBE28a0837a638d6abobBaa51cda7cB7cefd7cabbscas5201
o return s currHash = @80GROBEEEARRBEARA362055c948F121440a0827599dcB8882ffc187a7@Fcalb
N # block #520608°] header merkleRoot = 5299b7778e84R0227aT85bBRcadTEREY17a5d7200478012779841deea32bs7ce
O O0rt BRI eader - = ui op me time stamp = 5ae7502d [2018-84-30 17:19:41]
23 # blockchain.info/block/ MM format=hexZE HEWKIH £ [IOIBHE LD, W 2EF 30 (Bits = 1745fb53
24 # hash = EEEEEEEEEEEEEEEEEEBEEEEEC9431:1214-4931232?599dc33332ffc1|3?E?Efcalh nonce = 3I647874@98 S == 50O Al 2t
25 header = 'G88888280152a55cBbcad7ef7ccB97cd51aabBbPealdde37a83a9250000008000000000 = ==
26 Assemble
27 # Header hashE AI&H5HD blockchain.infolZ| ZuUH2F HIEH =CH Header =
28h = doublesha2s6(binascii.unhexlify(header)) 00BERA200152a55 cBbcadT7ef7cc897cdS1aabobe6asd637a83a028000000000000000000ce672h
29 pr rint("Header Hash = ", reverse(h.hex())) a3ee1d447927017004e9d7a51767004FcaB@5bf87a22089848e77b799522d50e75a53Fba5173224
=0 ] 6ed9
31 # headerE decodeZHCF
32 version = rever‘se{header‘[a ] + 4 * 27 # 4 bytes v||In [4]: W
D ) B - History log  |Python console

HIEDQ HERAZ E=EML! Jl=2 OldH
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5. 2 (Mining)

+ 229 HHE : Version (BIP-9)

(&

i}

o+ : 5-2.BlockVersion.xlsx)

» BIP-9 E=2 Soft ForkJl D& T MinerS0| olE JIsS XIYE =H|JF Z Y =XIE VersionOl EAISIEE 061D US (ZH AIEE OHY).
= 32 bit Version2 MS 3 HIE= 0012 AI&3GHL], LHH X 290 HIE= Soft Forkot K& [ SHE bitE HIEE. SegWitel 2= HIE 1 O|RA2 B2 Z version =
0x20000002 OIAUS. SH HIEIJI NEE E50| L0OILI HX2XE IAEHH, L0 H2 MinerE0| il Y Soft ForkE X &6t=X IHE 2= A S, S A0 294

Soft Fork & & JI=.

= OftcH GlIAIGIA 2016.11.1~2017.11.15 Dt Xl 0x200000022 M & EF2| BislE 2EE = AS. & M= Soft ForkJt @l= 0x20000000 22 MiningTl 1) UAS

MO. O

warciom - | BT . 3 d ! OO0 OO0 ! OO0 A0 0010 001 2 AR T OO0 Ny o0 ETS ] AN AN r 101
BlP_141 (SegWit) WETIEN BO0000 o = - 4 \\: “““““ : "/ | 200000 \\: “““““ : : | 2000000 4 ( S0000D || Endndaial S || it o0 SOFFROQO ZOFFFROD | 30000000 | 30000001 | 3000000 BIF1D
2015-11-0 3295 350 K A 4
2015-12-01 I | 4692 | T
2016-01-01 4566 ' - . . . 1
T None SeqWit * At& &XH : https://data.bitcoinity.org/bitcoin/block_version/5y ——
Deployment —
. . . 3|47 | 376 :
This BIP will be deployed by "version 7550 | 5 T Block Versions
& 56 363 3362 !
. . . F000
bits" BIP-9 with the name "segwit" 9 e [ s 35 version = 2 version = 0x20000000
) ) = 4452 = 6000 I
and using bit 1. 45 4§a§ 2 l version = OXZOOOOOQZ l
: = i m— AN
For Bitcoin mainnet, the BIP-9 3 & [ 3002 1065 2000
starttime will be midnight 15 % | e @5 | TZ 2000
184 058 1573
november 2016 UTC (Epoch 23 ZB15 1539 1000 ‘J
1448 2462
timestamp 1479168000) and BIP-9 = = 0 seseses’sd A
timeout will be midnight 15 =i 2 digf838483848383338
7 S i da s aadddd o dg S oo oo o
november 2017 UTC (Epoch = R 2SR R RS SR 8381 SR IR
4365 &
timestamp 1510704000). 3647 3 7 z
4602 1 2 4
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. =2 (Mining)

+ ol Al LHO| E : nBits (Target Bits) & Difficulty

Target Bits= =5 ol ol Al gt0il
Target Bits= Otcl 2t 201 Compact &
Compact & 4! 9| Target Bits= OtcH

Difficulty= SatoshiJt M4& &t X|x E5
Difficulty &&= Al (2)2 SAE.
Target Bitse= It 8dlF= 240
» Target Bits MAIJI 22 &

Ox

)E Normal &

Ol Al gt Target Bits £CF £ 00t €.
byte 2012 UEHH (exponents), IS 3 HI0|E = coefficientS 2| 0| &
b

Aoz BEE & US.
(Genesis block)2l SOl 0fl HISH &M HO0I=J 2OILI HHARBE=EXNE SHES M.
Otell Gl AlS| Target = 0x1745fb532 Genesis 252 CH 2 4 « 1012 i HAATRSE 201E.
| OtLI2t MinerJt HIAIGHLD Full Nodedt 2&ot= Aoz 2HE (Decentralization). > Retarget JHE 0] Z 2 &
AL, SISl GHAl 80l HIAIEl Target Bits 2CH 3™ Full Node= 0] 52 Reject &.

+ Target Bits Difficulty
Target Bits (Compact Format) = 0x17 45fb53 Genesis Block2| Target Bits = 0x1d00ffff
I -’ Genesis Block2l Difficulty = 1 (I1F)
Coefficient (0x45fb52) __
et DEIO' (EXDonents) Genesis ta'r et
/ = 0x17 = 23 bytes (2) Difficulty = 9
: target
45fb530000000000000000000000000000000000000000
) Difficulty = 0x00£f££0000000000000000000000000000000000000000000000000000

-
-

0x45fb530000000000000000000000000000000000000000

(1) target = coef ficient % 2{8*(exponents =3)} (2) Dif ficulty = 4022059196164.954

EJQNUHERIA EFHE Jl=2 0foH
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. =2 (Mining)

(Al& IHY : 5-3.TargetBits.py)

>

+ oAl &0l : nBits (Target Bits) & Difficulty — Python &
= &H 25 #520,608 2 nBits2t DifficultyE Al &toll 211, oll 12l o Al 2t0l Target bits2Ct & 2X| & 0218t
1# target bits2FE| target value®} difficultyE H[SFefCh = Mame Size Type Date Modified 2
2 # bits= 4byteZ| compact format® 0|Z12 32byteZ] target value= HEREICL [B] 4-7.SegWit(HZHGIAL) xlsx 11 KB xlcx File 2018-04-30 2=
' shi= target » Zt SHCF, ' - _ -
ii plock hash arget valueR Lk O 2ICf [&1 5-1.BlockHeader.py 2 KB py File 2018-05-01 2%
S# ex : bits = Bx1745fb53 (EE #5206082] bits) [£] 5-2.Blockversion xlsx 21 KB xlsx File 2018-05-02 2
G & [3] 5-3.TargetBits.py 2 KB py File 2018-05-02 2F .
7# Bx17 = exponents : target value= & 23 byte. 2E| gbytes o. Fil;explnrer Brofiler B -
B & Bx45fh53 = coefficient
O % target value = Bx45Tb530600000680000000000300000000000080000088 (23 bytes) [Python console g X
1é # target value = BxB660DB06000008000045Tb530600008. ... .. (32 bytes)
1% o 220 o0l 18 A0 <-- minerdt ZOIOK SHIZ, 5 Console 1743 LA
12 # L
13 # target value H[&H EE Target Bits = @x1745fbs3
14 # target value = coefficient * 2 ** (8 * (exponent - 3)) Target Value = @8x45fb530000000000000000000000000000000000000000
15# _ _ 3 Difficulty = 4822859196164.954
16 # difficulty= genesis blockZ| target valueE J|E2=Z S target valuedt F HY
17 # HAR H=AE == 2 18 Block Hash = @x362855c948F1214493e827599dc888582ffc187a70fcalb
18 # ) Elock hash is less than target value. --» wvalid.
19 # difficulty = genesis blockZ| target value / HIHZE| target value
20 # ) ) In [14]:
21 # 2018.5.1 : OMOFEMH RE (ZHH)
22— m e m e
23 def targetValue(bits): o
24 # bit® EIZ 1HHI|E (exponents)E FEFHL
25 exponents = bits »» 24
26
27 # bits2] 22X 3HHIE (coefficient)E FEEMHCH
28 coefficient = bits & ex@avyfffff
29
3@ # target valueZE H[HFEICH
31 target = coefficient << & * (exponents - 3)
32 v e

History log [Python console
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5. X2 (Mining)

+ Ol Al HHO|= X & : Retarget

» Target Bits= 25 MH A2t 210 E2 ¢ 10 20| & == ZE6H0E . ZE 2 MinerJt 2=856t10, 252 F

» Target Bits= 2016 S20IC ZHEH 10 2010 20| MA=CH 2 (weeks) S0 = 20160HQ E=0| M

ZIE E5 ML A2 201601 Ol & E52 M4 ANA2 5
= Miner= 25 B350} 20162 ti==Jt 2 THOICH X 2 = S0t
CEOENZES
. OPEH OIAIOIA =5 #520127 DX SEEALD, Miner= MZ22 =
» S5 #518112 ~ #520127 Nt Xl & 1,154,642 = 231, 25 <
o

= Ot OlAl=E 22 2 =2 =5 44 Al2H0l E& 9.55 2 0

&

S # = ddolefl) g. 5201282 20162 Ui ==
PEZ A2 9.55 2. (&M= 201500 E5 &4 Al2te)
=

| Z=&ali0FStI| TH20ll 0x1749500d > 1745fb63 22 £

1154642 <+—— 2 weeks S0t 2015 220] MA S Al

New Target = Old Target * 124 » 24 = 60 = 60 2 wesks (£ E15()

i

=22))

0|22 Target bits& X &all Ot &.

EoIS.

block | % 2016 difficulty bits (decimal) bit (hex) fimeStamp fime timeStamp (dec) Tmag;;i‘;‘%d ’h‘”eraﬁii'}apsm
518110 2014 3,511,060,552,699.72 | 3591129783 17502487 Fadl50a | 2016-04-14 01:5314 | 1523670794
518111 2015 3,511,060,552,699.72 | 391129783 17502487 | SadlB5da | 2018-04-14022218 | 1523672538

(| BiB112Z 0 5,639,316,699,029.67 | 590680589 17495000 Fadl5764 | 2015-04-14 022862 | 1523672932
518113 ] 3,839,316,899,029.67 | 3590580589 17495000 Fadi6c02 | 2015-04-14 024534 | 1523674114

2016 2= 518114 2 5,839,316,809,029.67 | 390680589 17495000 Fadl713d | 2016-04-14 03 10:53 | 1523675453 1154642 0,55

520125 2014 5,839,316,899,029.67 | 590580589 17495000 Faedlde? | 2016-04-27 11:09:22 | 1524827362

\ | seoi27 2015 3,839,316,899,029.67 | 590680589 17495000 Faed0ShE | 2018-04-27 1111264 | 1524827574
520128 0 4,022,059,196,164.95 | 390462291 |1745FB5S | Saed085d | 2018-04-27 112413 | 1524828253

HEDO HERHA =Ml J1=2 0ldl — Copyright (C) 2018-2019. blog.naver.com/chunjein
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5. =2 (Mining)

+ ol Al H0|& =& : Retarget — Python &

: 5—4.ReTarget.py)

= O|& OlAIS] E5 #520,1282] Target Bits (0x1745fb53)E 2 E&. Full == Target Bits & 230ot1l, 22 XFEJU2H 0| EF S Reject &.
- )

1# 2016 EF TI|Z Target bitsS HIAEIMCL ~ Name Size Type Date Modified  #
2% .

) . - 5-1.BlockHeader. 2 KB py File 2018-05-01 2.,
33 B 22 heighti= 520127 0|1, Miner= 520128 S=Z M5l BiCh % - oo F’T o1 kg F’f'r - o1a0n00 0
4% 520128 % 2016 = @ 0|22 0| E52| Target bitsE HAZGHOF =fCh " BIOCKVETION 2B 5 kB RS T e
s# 71Z2| exi749sed = TOt= HFiH0F &b [2) 5-3TargetBits.py py File 2018-05-02 2.
g% [2] 5-4.Retarget.py 2 KB py File 2018-05-02 2. ,
74# block % 2016 difficulty hits timeStamp time FiI;eprurer e meee
8 # 51811@ 2014 3,511,060,552,899.72 @x17502AB7 @xSad15f@a 2018-84-14 @1:53:14
9# 518111 2815 3,511,060,552,899.72 @x175@2AB7 @xSadl65da  2018-84-14 82:22:18 IPython console B X
10 # 518112 © 3,839,316,899,029.67 ©x17495000 ©x5adl6764 2018-84-14 82:28:52
11 # 518113 1 3,839,316,899,029.67 ©x17495880 ©Ox5adl6ce?  2015-84-14 82:48:34 [ Console 1/4 £ L=
12 # 518114 2 3,839,316,899,820.67 @x17495860 ©x5ad1713d  2018-@4-14 83:1@:53 A
13 # 528126 2014 3,839,316,899,820.67 @x17495880 Ox53e3@4e2  2018-84-27 11:09:22
14 # 520127 2015  3,839,316,899,829.67 Ox17495880 BOxS5ae385b6  2018-84-27 11:12:54 EE s18112 M4 AZF = 2818-84-14 82:28:52
15 # 528128 @ 4,022,059,196,164.95 { @x1745FB53) @x5a3e3085d  2018-04-27 11:24:13 EE 518127 MM A2 = 2018-84-27 11:12:54
- TS ~< 2016 2 HHNH Z2I AIZE = 19244.83 (F)
17# X : Bitcein CoreZ src/pow.cpp - Ealculatef—lext.-.‘f*k&:q_ui’Ed(:l 1 =5 H4H 22 TP Al = 9.55 ()
— i e Tt~ M Target bits = @x1749508d
19 # 2018.5.2 : OO0 2E (=4 7T e meeee £ 520128l HEE MEE Target bits < Bx1745fb53)
. ~ae -7
21 from datetime import datetime In [87]: | T
22
23 def UncompactForm({bits): o T o ol =&
24 # bit®?] BE 1HIO|E (exponents)S ZZFHCL ANl Z2oe & AXE
25 exponents = bits »» 24
26
27 # bits® 2EZ 3HI|E (coefficient)ES ZEEH} = 2016 2 E52 M4Hdl= Ol 28 AlI2H0l 2 9.55 222 102 20t
28 coefficient = bits & ewe@7ffiff HoOoz UQ|E= 22 I N XAl 0F &
29

= o A =2 XIS A2 L

30 # target valueS HIAHICH = 0x1749500d > 0x1745fb53 O 2 HA LA, (0] 40| RS = LH0| I}
31 target = coefficient << 8 * (exponents - 3) =0HX= A,
32 return target W W
B > History log  IPython console
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5. 2 (Mining)

+ Merkle Tree : Merkle Root

Merkle Tree= Transaction (Tx)2 Witness (W)== Hash function (H : double-SHA256)22 228t 1. TxLI WII 222t B & H Merkle Rootot &etXl
S22 TxLtWe HZEE = 23 (S0 JISE 0|F0= HIE £ A3). TxY Witnesse= | X, B XDt 218

» Witness HIOIEH 2 & £ 2| Merkle TreeE =560 Merkle RootE Coinbase Tx2 28 M Outputtil 21E&. (Coinbase Tx2| output® = 4 27§ &).
Merkle Tree= SPV = &0t XtAlQ Heldt SE 28

o 2"

ol ZECAU=KX Merkle QIS E I AL2E. (P2P Z2EE 220 M XtAIGI CHE.)

Header & Transaction 2t QL0 US. Merkle Root
S3 TxLHWII 9. HESH 0] g0l €2t . ¥
| + Previous header hash | | oo ST ®  H(12345678) <+ TX&Al Hash
/l Merkle Root 1]
Block /
1
4150 ! Transactions H(1234) Merkle Tree H(5678)
1
{ Transaction #1 (Tx 1) e --L__
| Transaction #2 (Tx 2) s
\ . \ TX1+TX2 29 Hash —>| H(12) H(34) H(56) H(78)
' Witness #1 (W 1) . )
\ i 2 2 ~<
g=x0l = UiieEs i BV ) *.. ' H:Double-SHA256 —
= " il \\ \\
\ NS -~
b + Previous header hash Voo Tt > H(TX 1) H(TX 2) H(TX 3) H(TX 4) H(TX 5) H(TX 6) H(TX 7) H(TX 8)
,/' \ Coinbase Tx —
/ Merkle Root \ Header2l Hash T T
! \
Block | ! ‘. H1234 Hs678 Witness= HI2I8 Tx headere] TX 7t &2 Holg
. = AL
#149 ! Transaction #1 (Tx 1) '. Hash 2t (txid) HTX )& SAHE.
l Transaction #2 (Tx 2) \
| ! H12 H34 H56 H78
\\‘ Witness #1 (W 1) % = Tx2 Witness2l Hash gt (wxid) 22 4 &t Merkle Tree
Witness #2 (W 2) S~ oo = Merkle Root= Coinbase Tx2| outputll J| &
0 w2 || w3|[w4d|[wb|[]w6||w7 ]| w8
HIEZQ HEHA 22 M Q! Jl=2 0la — Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved.
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5. 2 (Mining)

+ Nonce 2 Extra nonce

1o
A
olo
a
o
]
rr
0
K]
1=
o

= Nonce &t2 0 ~ Oxffffffff (2 42 &) 2 HAGH It A, HeaderS ol Al 20| Target bits ECt & nonce gt

» X 20l= Miner £2] ZA0| Aol Xl 2 ASIC2l SE 22 Hash powerdt S0HXIHA YOI Al 0K US. (42

» OIS JI =0t A Nonce gt HRAE M AN HE X Rol= BRI LME 5 A3, 018 R0 =
(=)

* timestamp& <2t st =G QoL SHAHIDE UB. Full EE= =52l timestampIt 2A12F O|LHK 2 X3St

* timestamp& <2t ol) Nonce &t CHAl 0 ~ Oxffffffff 2= BIHGIH &€ &= HAII H0HE &= US.
» [ 2HHOZ = Coinbase Tx2| Input 2t2 BHEE &= USZ. InputS Scriptll= Minerdt XIS&H JISE = U= 2220 Y=, 0| 222 HEGWM JIHA W E
2 £ US. 0| 22 HASIHA & Nonce 22 BIEE = UD| H20 HE F&tst HRANA HE HE = US.

= Coinbase Tx2l Input Script& ¥ Z38l™H Merkle RootE CHAl H&HGHOE &
» &1 : Genesis &2 Coinbase inputlil Satoshi 2|8t Script : “The Times 03/Jan/2009 Chancellor on brink of second bailout for banks”

Root

CoinBase
03d120700047112e95a047193f02008293d35db485855542534d696e65642062792042572e434f4d290d 214257 205066 f6c2f4e5941 2
(decoded) ¢ €94 &Zqé & )=5¢HXUT(Mined by BW.COM) /BW Pool/NYA/ <—— |nput® Script 222 extra

nonceZ & = US. ol 222 UAl H1234 H5678

Output Scripts

H12 H34 H56 H78
DUP HASH160 PUSHDATA(20)[04b4f21410aaee6e0aach3 1447 ebal5i315a6d0] EQUALVERIFY CHECKSIG
RETURN PUSHDATA(36)[aa21a%ed7 8Tchb8f113e07bfesfbc2d 1decf4702e0da594d7 8a5f 1c7 2bddecd0f3be2762]
(decoded) &' 6x4 66 (646-06p 640_&46+-666240 <4—— Witness Merkle Root Tx1|[|Tx2]| | Tx3| |Tx4 || Tx5|[Tx6|| Tx7]|Tx8
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5. =2 (Mining)

+ Mining & X}

* Mining2 Ot EXIE =&

( Start Mining )

MZ2 Tx OO0l =8 L 33

FEE Tx 9 £22 (Fee) A&

Coinbase Transaction A &

Tx, witness LIOIEHZ EF
Body & (Candidate Block)

Tx, withess Merkle Root 444

Retarget 22 ?

Yes

No

nBits = A2 Hl At

nBits = OI & gk

nonce =0

njc
Jn
Ql

0 44

E= ol oAl H &

No

nonce ++

No

Yes

Extra nonce & Merkle Root XH H| At

Restart
Signal

Eto| ZEg). &2 nAd X= =S 602 oAl 22 Z2B A, SAIN OHE Minerdt 24 433

Start Monitor

ES CO0IH =&

ES OOIH &5

=Xl ZLEE .

No

HERC HEAA} =22 MIC! J1=2] 0lal — Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved.
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5. = (Mining)

+ Mining : Python ¢9&

» FTHEGIEH B2 Z Nonce g2 BEGH J1HA Target Bits 2CF &2

ol IS oAl gtE RO 210

, Hash power& =& &,

: 5=5.Mining.py)

1 # Block HeaderZ| Hash 0| Target bits 2CH ZFH Bt== nonce T2 Sf=CL
2%
¢ AZHOl 2 22IBZ 0100 22 UWE nonce of FHE M6 2O

a¢ 2|0 ETZ 10 IMHE =24 Hash PowerE ETi 2L

5%
6% 2018.5.2 : OHOFEH EE (Z43)
S

8 import binascii

9 import hashlib

1@ import time

11 from datetime import datetime

# big-endian <--» little-endian© = HEWSIC}
# ©f, x= hexa-stringES LS
def reverse(x):
return ''.join(reversed([x[1:i+2] for 1 in range(@, len(x), 2)]))

= =
L5 I N R R N ]

;
=]

def doubleSha256(header):
return hashlib.sha256(hashlib.sha256(header).digest()).digest()

|
woca

]

def makeHeader(version, prevHash, merkle, timeStamp, nBits):

2 s = reverse(version) + reverse(prevHash) + reverse(merkle) + reverse
3 return s

5 def UncompactForm(bits): o

B # bit2] EE 1HID|IE (exponents)E FEEHCL

|

exponents = bits »» 24

woca

# bitsZ| 2EX 3HHIE (coefficient)E FE
coefficient = bits & @wla7fiff

il

tCt

&

valueS 3'1|*‘L‘|'°|'|:|'

oo P . -

ol kB3R R R R R BRI R R R

L = ]

# target

)

JhasE S MED Dessas4obesoCa40nelolcal /SITCY Jdddbcon LAV /bcdcas /L /bdallYdblanbdbs
3647874856 B62c98a42475c3bdsbee2389a58a56a87addbcd2akddalbefe@21lbodla7642da
364787408587 48a47TRET552a3435985a0497TB61als96845d0612T4cT79cap@lleadatfeable
3647874888 b9ccB4eaTtbs@e@9lclddas7dd3lb431dee33destslaced22csddbeRaadc2edes
3647874889 11f94eSchac?Shfdi812e7e@709b2623226215dF5d37564bd255b873e84b2Theba
3647874898 19c389dllcd2eb2eabt3c?B86687e7bBeaarsdfc@317839ddfS816d93db29374268
3647874891 2d5dd3asfsd4c3c84f78e5lded2eoTeadledslacfdic5e988boefoe7fl8eladas
3647874892 776b757e5bdag8a63dbeT441887e@2casel4lTaff2df3d1l615as85e991akas4@
3647874893 Tcd4c3596d54869bcldddeBll2dfoes8dfa399eBc27622Th4ad33alcTRE512ae5e
36478740894 b4259235T5826999b249bdd744b5eBcB2Cc7S7RCATETI9TEL353d3Tabce24fads T
3647874895 be4155aadde7dcbd37c3esl@3681lc2T9a3deff7bsc7413836dT33T12dbaeb399
3647874896 Thidededesd2l@3328b8affedofo281la7lcbe3feRacc3?dcebec3d226247487ae
3647874897 BcT21lbad3299ea52f7155794ed76973baBef4297e78c8785dddclat?7bs1d3208
36478746898 S00008008002000808362055c948T12144932827599dc88882fTfcle7a7afcalb

A
1

Versiocn = 20020088 ]

prevHash = GAAAAAAEEAAPREEAAA2Ea9837a638d6abdbpaaslcd97c87cefd7ca@b5cas55201
merkleRoot = 529Eh???SE849922?3fSEhBBca4fEEﬁ?l?eﬁd?eﬂﬂ4?8912??9441dEE332h6?CE
time stamp = 53e7582d [2815-84-38 17:19:41) ,/

ngits = 1}45$h53 ————————— -
nonce £_ 364?8?4898 ¢-- Found )—-—”’
Header = 2~ —=m=—meeee—=-=--"

BEERBB28R152a55cBbeadTef7cc897cd51laablbleaBde37a83202800000000200000800808c2672ba3eeld

447927617884e0d7a51767084TcaBasbf87a2209848e77b799522d5@e75a53Tba51732246ed9

Hash = @eeREAE20ERE8800088362055c9458T12144952827599dcB38582Tfcleva7efcalb

Hash power &

Elpased time (18 BFZ]) = 1.22 (sec)
Hash power (Python & CPU & i7 processor) & 84288.42 (hashfsecj:

~~ -

- -

In [91]:

History log [Python console

HIEDQ HERAZ E=EML! Jl=2 OldH
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5. = (Mining)

+ Hash Power (GPU%t ASIC)

» Miner E2 Target Bits 20t 2 =Z ol 2 oAl 2t2 T2 Miners 20 HA D] ol 28 S E XD US (Arms race).
» MinerE2 HIE3ZQ =&D|21 2010 ~ 20110l= CPU € AIZ6HCHE & X GPU (Graphics Process Unit)& AFE6HH E.
» 20134 2E = SHA256 Hash &2 Bt Ml A X2l FPGA (Field Programmable Gate Array) 2t S&36ICH ASIC (Application Specific Integrated Circuit) S Al

N2
S S

SILE £ I =10 (ASICOll HIGH) &2 AHID}
AH| 830| ¥2 XA US.

25 E. FPGA= Z2 2 20| ISl LFE +=3E £ U0 =D| HLHIDF N E M2 B ASICE2 &
To Js2 (Hash A2 Jls)2 80 DA =2 NCZ =32 SIIoAISH S HE D
» ASIC2 S&2Z MinerE0| Hash 2t2 Hl&6lE & (Hash Power)0l 3 SJ15t(4 10, dHAl 0l < (Difficulty) = A =2} oI S.

» Hash Power= = & H & Jls 8 Hash =2 EAI& (Hash / sec).

= Bitcoin double SHA256 ASIC mining hardware

= Mining hardware cluster

: e Advertised Mhash/s Price Currently| Comm
b ; PIEEME] Mhash/s sl /$ T {USD) |shipping| ports
8 1—?'1' Ebit E10 18,000,000 11100 2440 1620 5230 Yes Ethernet
by :5- AntMiner 59 14,000,000 10182 55333 1,375 2,400 Yes Ethernet
: N Ebit E9++ 14,000,000 10500 3600 1330 3880 Yes Ethernet
2 WhatsMiner M3 | 11,500,000 1785 Yes Ethernet
> Avalon821 11,000,000 9170 Se00 1200 2900 Bulk only | Ethernet
% ,._‘ WhatsMiner M2 9,200,000 2045 Daad Ethernet
o Ebit E9+ 9,000,000 500 428 1300 1400 Yes Ethernet
. ! Avalon{G1 8,800,000 B&70 4730 1320 1860 Yesg Ethernet
o AntMiner 55+ 7.722,000 2247 o347 a2.436 2,307 Mo Ethernet
'w Avalon7al 7,300,000 G350 50435 1150 1450 Yes Ethernet
:\ N Ebit E9 6,300,000 7140 44638 8e2 1410 Mo Ethernet
3 Avalon?21 6,000,000 G000 1000 Mo Ethernet
o Spondooliestech
- SP35 Yukan 5,500,000 1506 2480 3650 2235 Daed Ethernet
* &7 : https://cryptona.co/bitcoin—-mining—work/ * X : https://en.bitcoin.it/wiki/Mining_hardware_comparison
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. =2 (Mining)

=

20000

PHfz
15000 20000 23000

10000

000

G20

Seconds
580 &on

=

a0

540

. * X\}& £ X : https://bitcoinwisdom.com/bitcoin/difficulty
Hash Power 2 Difficulty

= Olch Atdl= X2 9 JHE 2t Hash Power®t Difficulty S0t FHIE 20 =10 US. Difficulty)t SIIE I =5 MH A2 SH X X2 BXF SOFKIS A CHA
Difficulty2t SJlol= 280! BI=25 10 UAS. = ANZ2 = Difficultyt (FHE) Hash Rate€ B0 =1 US.
— Hash Fate! :““' . ! Date Difficulty Change Hash Rate
- Hash Rate{2016) . . seee | o
ificuty Bitcoin Hash Rate vs. Difficulty (9 Months s -
S v ( ) ot $ [Apr272018| 4.022,059.196.164 | 476% | 28.791.021.184 GH/s
u("ri;"f#f‘i‘#“ ' Apr 14 2018 | 3.839.316.899.029 9.35% 27,482 900,867 GH/s
N = [Apr012018]| 3.511,060,552,899 1.40% 25.133,150.415 GH/s
W & [Mar 18 2018 | 3462 542 391,191 5.23% 24785843885 GH/s
w7 Mar 05 2018 | 3,290,605, 988,754 9.42% 23,555 075,176 GH/s
' N ,_fak-'”y | = |Feb202018| 3,007,383,866,429 4.62% 21,527 692,255 GH/s
T % |Feb 062018 2874674234 415 10.43% | 20,577,719,706 GH/s

e e Jan 25 2018 | 2,603,077,300,218 16.84% 18,633,553,122 GH/s

.
Pt paBy—N Jan 13 2018 | 2.227.847.638.503 15.36% 15,947,554, 580 GH/s

1@412

Jan 01 2018 | 1,931,136 464 487 3.10% 13,823.613,194 GH/s

- - - Dec 18 2017| 1,873,105.475221 17.74% 13,408,211,263 GH/s

May  wn W A Sep D@ mew  Dec 2@ Rk war  apr My Dec 062017 1.590.896.927.258 | 16.11% | 11,386.083.790 GH/s

EE:}L: gﬁlr]lg;# EH$:$E§E$2: B|tco|n BlOCk Generation T|me VS D|ff|cu|ty ™~ ' . ; Mov 24 2017 1,347,001 430 558 -1.28% 9,642 211,820 GH/s

|~ Estimated tiex Demcuiy ' N TR & [Nov102017| 1364422081125 | 6.09% 9.766.913.694 GHis
' .. — A Oct 26 2017| 1452839779145 | 2139% | 10,399,832,230 GH/s

o, Wi b W el My TN VP PPy ~ |Oct152017| 1,196.792.694,098 6.49% 8.566,975,802 GH/s

" W v " ' WA & [0Oct022017| 1123863285132 | 185% | 6.044,926.758 GHis

At ™ M ' " [Sep182017| 1.103.400,932,964 | 1958% | 7.898.451,536 GHis

™ "y 'ﬂ”\;.;w.: ¥ A — - Wi A | Sep062017| 922,724,699,725 3.89% 6.605,120,681 GHis

] [ ™ WA - [Aug 24 2017| 888,171,856.257 | -3.80% 6.357.781.793 GH/s
SR MH = |Aug 09 2017 923.233.068.448 7.32% 6.608.759.726 GH/s

— i Jul 27 2017 | 860.221,984.436 6.92% 6.157.708.817 GHis

i . [ Jul142017 | 804,525,194 568 1353% | 5,759,015,666 GHis
c [ Jul 022017 | 708.659.466,230 0.43% 5,072,782.052 GHis

o 18 . aor 12 o 27 % [Jun 172017 711.697.198.173 4.85% 5,094,526,985 GHis
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5. 2 (Mining)

+ Hash Power 2} Difficulty

= Ot Al 21 BHoll 2

=5 #521463

a9F

E0| MM E A2, Hash Powerdl i3] iI2C=

= A
Z’dz%*—r%l

== #521464

0o

N & C+& = (BitFury, SlushPool)
o QI3 1% =02 2=0| M4
s,

Qo

o = e T . o ~> Previous hashZ 0| 23H0k 5| [

=97 \1§3,§41—a_—s§1?;§?'é§ . ——— \9;;_;?;2_360}5{;, Z0l SAI0 A& 20| OtLIeH, =

G2 A 6,977.95943844 BTC O &S M 123.67821107 BTC UHE2Z2 A= 2. 018 E50]

Af = 0.26660917 BTC HY 552 0.03935835 BTC 24 00l LS =50/ S48

£0) 521463 (F2 Q) =0} 521464 (2 ) A,

Epy Am= (. ~ 0150506 1ﬂ4n29\) o Az « ’2;13,3”5 10: 4:1:—.?0\ ) < 250 L8E HAHASEZ 25 L

=4l AL E\IIFI‘E-—-D_S-BI:‘:{D;-(;I;E 241 A7 2:]1-Ejﬂ—5-;l5_1_ﬂ-;|-;;l} g. (794JH, 1910 JH)

- Corey ga0ie = Compool BltFuryjr 222 44510, MO

HOI= 4022053195 164 95 Ho|E 41029,059, 196 16495 , Full €2t 015D,

Bits 390462291 Bits 390462291 SlushPool0| Tx& 221, =82

= 602.997 kB 37| 1178.668 kB MASH=0l 1 ol 22X 2UAS

at 2151.979 kWU 23 3993.1 KWU o, Bt AESHT = Minerdt J| S8t

HE 0x20FFFFO0 2 (20000000 HOZ 2210 @F=YUS 2 Q=

Al = 4083044925 Al = 1834345261 QA= A0 HEE=ZBRE U

S5=9 12587C E= 2y 1258TC S (ex: 22 5215701 521571)
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5. 2 (Mining)

=

+ HHEDOI &

0gt

gt
=

o
Z
0x
ro
H
OZ
H1J
6
[T
0jo

= 20099 13 3¢ Satoshidl 2= =5 4 0 BTC CE| = HIEDRQ &8lg =50 BTC.
» SEE2 %410 2 OtC HAZN 1890 2 52,560 ES0| MAE (365 * 24 * 6). 430l= 2 210,000 ES0| 4L E.
= Miner2 E&2 == 50 BTCUHIA AI&SIN, 210,000 =S5 OtCH (2 44 OICH BBt 2 Z0{5%. 50 BTC > 25BTC > 12.5 BTC > 6.25 BTC > -
= £5 0~ 209999 Nt Xl= 50 BTC, 210000 ~ 419999 Nt Xl= 25 BTC, 420000 £EH«= 12.5 BTCE 2&. &M (2018 4&)= 12.5BTC .
» HEDQIQ A2t & L2 52,560 2= ~ Miner2l 24 (87 12.5 BTC)2Z H&HE &= US.
= Minere 242 44 OiCt P22 EHS0 22,140 0l &S AN A (1 Satoshi 0IE). O THNHX L&#E & HIEDCI2 2F 2& 1008 BTC 2.
= Miner2 1 242 X 2A6HXE, Helot BItotE Hell ==& (Fee)Jt ZIt510 Mining2l & 242 |RXIE =T US.
0 =

In

- A2 S (ex: 01 )= 04 L#20] ZII51XI0F (2008 28917 01 FIX| &2+ O 10% BIH), HIEBQI2 L#0| HI 2AE. > S04 3
- HIEDQIQ CIBH0IA 31 SHS X=x0 31HS SA PHH0IDZ, HIEDQI0| MK BIEE SEC AS ZX 0 HSS 0IFXI KA 220l

&S SHH
W IIXIF &Sob| =0l 2 St eltts dolle A1, el Holl = * Xt2 X : http://fortune.com/2017/11/25/lost-bitcoins/
AUS
Total as of mid-2017 Percent Lost Lost Bitcoins
= HEIRQ X ZF010| 229 AILE Mined Coins 604,388 0%
o Ti | ,066, ]
X 2t2 Access LA gloO ransactiona 6,066,664 2% 121,333
Out of circulation ("Hodlers") 5,110,898 50% 2,555,449
ALEE == US. 0l218t 0l 2 20ld Strategic Investors 3,557,539 2% 71,151
280 gl 2. D> Original Coins ("Satoshi Coins") 1,041,715 100% 1,041,715
m HAO.
_ _ Total 16,381,204 3,789,648
= 20178 SEINXI AHEE HIE MIMEBE=Z F=HsHED
ol HHEK A EEAHIQ JI=2| 0loH — Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved. 160




5. = (Mining)

(A& Mt : 5-6.MiningReward.py)
= =2= = . .
+ HEZ QI ghaligr &0l — Python H&
= HIEDQIS 2,140 NHX| 2 2& 1008 BTCOH L E. 0] 1S 25 Height= 2 62 940t 252,
¢ Bitcoin = PFEHSES H|AFSE " "
1i Bitcoin & TS AHIFCH * Total Bitcoin = 21860858.80 until 2141 year
“ * 1 =
2% 20099 12 se eTclld AIZISID, 216000 = (2 a4y OiCH BYto2 EHEC Block Height = 6929967
4
s# 2018.5.3 : OHOIEH HE (Z4H) Reward 1e7 Bitcoin Amount
B~ = mm 5071 | 501
7 import matplotlib.pyplot as plt || )
3 407 |
9 blockvear - 216060  # 1 A2F MAE 2= & (24| : 365 * 24 * ) '| 2
18 Reward = [58] # T Reward = 58 BTC EVE I
11 Year = [2889] # Mining =7 UL \ 10 -
12 blockHeight = [@] # T 25 Y= 09 |
13 Bitcoin = [58] # 0| HHE I'.' i
14 _ o w4\ 0.3
15% 4 'A% T|LIDMHM blockHeight, Reward, HIEZRDI LHE= =HEL \
16 for year in range(281@, 9999): 01 — PR 0.0 4 R
17 blockHeight.append(blockHeight[-1] + blockyear - 1) 2020 2040 2060 2080 2100 21201 2140) 2020 2040 2060 2080 2100 2120{ 2140
18 Bitcoin.append(Bitcoin[-1] + Reward[-1] * block¥Year) Reward AV 1e7 Bitcoin Amount AV
19 Reward.append(Reward[-1] / 2) 509
28 Year.append(Year[-1] + 4) | 201
21 40 - \
22 if REwarE[—l] € le-3: # 1 Satoshi . 15 -
23 rea 1
24 307
25 pr‘int{'”n‘-.n:': Total Bitcoin = %.2f until %d year™ % (Bitcoin[-1], Year[-1] | 101
26 print("* Block Height =", blockHeight[-1]) 20
27 | 05 -
258 fig = plt.figure(figsize=(18, 7)) 10
29 pl = fig.add_subplot(2,2,1) ﬁ'““'“-h_______
6 p2 = fig.add subplot(2,2,2) 01 . . . — 001 : . . . . s
31 p3 = fig.add subplot(2,2,3) 2010 2015 2020 2025 2030 2035 2040 2045) 2010 2015 2020 2025 2030 2035 2040 20451
32 pa = fig.add subplot(2,2,4) s NP
33 vll€ >
< > History log IPython console
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5. 2 (Mining)

[=23

ol dF U HEDC B

—

08t

Hl W

>
I}
E
e

» 0= 2= 19184 0|F 2008E 2 &I OIMNK H B3 &4 5% ~ 6% SIEZ YA 3. 2008 2RI 0|F0l= 3 Xtil0ff 2 & & 235 H=H
(QE3)2Z T2 Yo LIt LHEUS. > IEY0lE 3HH|

» HIEDQCI2 20093 50 BTCE AME2Z 21403 NtXl = 2,1008 BTC DHX|ICH 2aE ALY, > CIE0/& SHHI

» HEDC2 F2U S3 FH 0l 2ol SN = 3HH AlAE 0 BHOHSH= Cypherpunk £2] #8H0| €1 AS.

» NEFO HHMUHM HE HEHC SHH AIAEO0| HEE X0 CHlAd= 22H40| 228 AEf .

* Xt= £ X : https://fred.stlouisfed.org/series/AMBNS
Sel Yz HIERDI Y=t
0| =L CHoY gl 2k H|E 30| aral 2¢

date AMBMNS | wear hitcoin l = -I === | - e
1970-01-01] 62,909 2009 Eg| 4300 25000000
1970-02-01] 61,520 2013 10,500,050 | 4000 W n
1970-03-01 E1.870 2017 15,750,050 o IJ '1*I"' ) P e SRR e
1970-04-01]  BzBe2| 2021 18,375,050 | % f 20000000 Ve
1970-05-01|  £3.168]  2025] 19,687,550 | 2000 .' /
1970-06-01] E3546] 2029 20343800 | _ ) ; J
1970-07-01|  64.337| 2033 20,671,925 | | 15000000
1970-08-01|  64.498] 2037] 20,835,988 | 2000 2008 2897 |-k-'
1070-00-01] 64964 204i] 20816018 | s , /
1970-10-01] 65.330] 2045] 20,953,034 | \ | 10000000 |
1970-11-01] 659400 2049] 20,979,542 | 1,000 | .'
1970-12-01] 674200 2053 20889796 | ., ) ,'
1871-01-01| 67398 2057] 20,894,923 2000000
1971-02-01] 6714|2061 20,997.487 0 .
1971-03-01| BE.950[ 20B5[ 20,998,765 5588585858858 555385535 .'
1971-04-01] 67535 2089 20,999,409 8253858383335 S =555 =53 o«
1971-05-01]  F8.342] 2073 20,999,730 ELEEE D@ ®® &5 s 888D o4d2 A g S AT P S gt U e Y
1971-06-01] _B8.779] 2077 20,399,890 T T NNSSSAA A S
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5. 2 (Mining)

+ Transaction Fee®t =/ & Block 3|

» MinerE2 A2 ST FMUS 8 (Tx 2&/AS 5, Hash AN ST + M £5). 52 AJIE & 845 55 MU= KelokXIgH Hel =428 0|
X =0t etz EFL AJ(E AN &= Hdl 5= B0 2= = UX|B
ZHOAN & &E0| I8 (Risk HIZ0] HE.) Descanding foe density —
. i ANDE =2 &t 24 ol
Miner& Risk Cid| £ ZIHE 6ldd= S JPAIE X, y ‘ ‘ ‘ “““““‘ a
» UsersSe =2 =482 XI206tH Waiting timeO| &0} XI XISt &=4=& H|IE0| =I5, 1 4 5 8 8 W N RN M IS WIT 1B WN A
B2 %2 =58 X E0tH Waiting timeOl H X A Minerdt L &85t X| &2 Risk Fig. 2. A transaction can be visualized as a night mangle: its height represents its fee, its

width represents its size in bytes, and its slnpe represents its fee dens ity. To construct the

H | séz O| gj}él-_ Eﬁg;]l}d&mmd curve, we first sort the transactions in mempoel m crder of descending
= UserS%S Risk (HH| 2422 SIA35I2s MAS DAIE A oo
= MinerS 2t2l 2MOIL, Miner® User 2+2] 2ME H 2 0|2O2 8% 4 ASH, o .
MO AUT 2SI} HHOI WAS LBV, AN Nash 2HE 012 2. P
- Miners MemPoolOl Al TxE HEi8 [ HIOIE & 480} 2 Tx8 SUE0=2 M " o
5D, MR 2420t LS TXSE A0l ZHS 22 37| (Q)= WS 2 “‘ L H Feol HA 2
- 222 Minerd} TxS HEists DES IIEE 2. ‘A SizeJt HEU42 Fees
. TXSizoS LHOR 510, 44 2E S0/ 5 T2 AHS MASHE W0 J|S ‘fﬁ SorettlEols 848,
D= HIOIE & 2429 &
= Miners JI2717t 2 TxE QUXOZ MEi5tD B JISIIJF BS TxE Mg 2. ‘
- x-ESEE= 30D y-B2 £H £420 22 30} ENFAS LN AL A ; Qe
§j|-6|-l_|-’ JIE€J|= &8XF 2AE ZHa (i-”?:,l'E" §j|-) Fig. 3. The mempool demand curve describes the maimmom fees a miner can claim from

his mempool, M, as a fimction of the quantity of block space, @, he mught produce. To
construct this curve, the tmangles representing the sorted transactions in mempool are

* &3 : Peter R. Rizun, 2015, A Transaction Fee Market Exists Without a Block Size Limit stacked vertex-to-vertex as shown.
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5. 2 (Mining)

+ Transaction Fee®t =/ & Block 3|

* Minerdt 28 371 (@) 3N &+ =& =+5= SII6HXI 2 Risk HIEX SIt&.

» Minere =& ==& =& 1 Risk H =}

* Risk HI& &2 JI12710t LESHHU (RH) BX SIt6tH (XI==& SI1) = F Q* It EMSIH AIE0| ZE€S
X ZA0tH (HZE) Minere 218 85 3J0|= EMOIKl %3 (Z4&HE, Unhealthy). 212, HIE SH0| X
0, &, Tx= 21 Coinbase Tx 2t A= E52 MH5td 1D & 22 (Non—existent).

- EX Q' O ETSH AFOIY, £ 3| MSH5HK ZOIE (2T 1 MB &) =. Nash RS0 AsH AZUA @ It XIS

= MinerS1, Miner® User2l Z2M SHOIAM= 222 3J|2 NIgtotX &0 AIE 2I|l= H0| E2 % UY2U, T2 =X (Securit
Mietole= A0l etEGICH D &, 20tE Hetoles A0l E2Xl= Hls H3 U,

£ 30| Risk HlE&2 &t& S8 g X AZE JHE ol&a

N,

el
Ja
e

B Healthy B Unhealthy

| 2462 XtOIJF =L &= XNEA =E E=E 3| (QHE Z2FE 242, 0] XIEO0! HIZ CHY| 0|01 JHE 2 X1& .
|8 4= AUXIBt (Healthy),
25 2MEC &4 30H Miner= €8 3| =

HE 1482 J127010t

B Mon-existent

f—
= Mdemand Miner's
1 Minar surplus
Blt.:ck space Q Q Q
Q (bytes) Q* Q*- oo
x X . Peter R. Rizun, 2015, A Transaction Fee Market Exists Without a Block Size Limit
164
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5. = (Mining)

(A& It : 5-8.FeePerBytes.py)
+ Miner2 Tx &8 M& &0l : Python &&
» Miner £ MemPoolOll A HIOIE & ==& (Fee per bytes)Il =2 TxS RUEHCE HFIH E50 Z&AI= NS &HOE = US.

1# Minerd} TxE fﬂE—."' t= 2= =2UECh & .
2# - Minere byte T feedl == TxE FHIHSZ EEH ZXE Block Height = 322539
32 - 3 EE OHY 2= TxE 2IEC2 LHIEM fee per | Mumber of Transactions = 1185
4# FE : https://blockchain.info Total Fee = @.127536 BTC
58
6 # 2618.5.11 Transaction Fee per bytes Accumulated Transaction Fee per bytes
7# 0H0F=H ME (249)
B~ oo mmm o m oo
9 import requests h} =59 2 F20 U= 20000 A
18 import matplotlib.pyplot as plt 400 1 | Tx2l byte & Feeldl &3
11 . _
12 # OFEI2Y 22| Al 2t HHECH [
13 url = "https://blockchain.info/latestblock?format=json’ 300 4 *ﬁ 15000
14 resp = requests.get{url=url) = o
15 data = resp.json{) = & A Feex= X M E.
16 a2 T ES xAZ =

—— o : izedt A £ Fee:=
17# OFIY 222 AN w0y [N g 10 T
18 url = 'https://blockchain.info/block/"' + data['hash'] + E89 R BEELz Z£E E sj}OH—} NE)= 48,
19 resp = reguests.get{url=url) fee/bytes It SOIA g
2@ data = resp.json() 100 - < chon
21
22 # Transaction (Tx) == T4 ﬂ\hﬁ l
23 tx = data[ "tx'] | f{mﬁwﬂﬂ“q_,_
24 nTx = len(tx) 0 0 1
2 ) B o 50 100 150 200 250 300 o 50 100 150 200 250 300
268 XS RAIHO2 UHIITM Fee / bytesS HILHEH} T number | 4 Block size
27 txFee = [] S~ - -7
28 byteFee = [] I 247: o
29 accByteFee = [] n [24]: T
3@ for i in range(l, nTx):
31 txIn = tx[1][ "inputs"]
32 tx0ut = tx[i][ "out'] v
a Histary log  IPython console
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5. Mining

+ Solo Mining vs. Pool Mining

» Mining 20| 2&2 Aol X2 SX2H0| SAlots X2 (winner—takes-all), JHEE S 2 Mining Z& 0l Z0Hol= 212 (Solo mining) & 0| X 2§&.
= Pool mining 4! 2 pool minerdt ({2 miner&2 &6t S22 mining2 =86l 28 T 0l et BAS Lis= 24,

» JHE miner&2 32U pooldil Z2HE £ US. Pool miner= AIAE! 22|, EE X2 &2l, S/W L, 2dI01E, RXIE2, mining AHIASE MZ26t1, HE
minerS 2 mining 2 Hl 22 HI2& (AIZH|, 284, 8J|5 &€M). 28 0l T2t mining 242 sharedl= Al AEE pay—-per—share (PPS) &4l0|2} &.
*= Pool miner= ¥ minerS 0| Al block header2t HIE B Q! difficulty2CF 1 2 =F 2| difficulty (Pool difficulty) HIZ238t12, JHE miner £ pool difficultyil &

Hash gt H &GN XISE2S 2 pool minertlHl HIZ& ZHIE 0| 2K 8 miner (B)= pool difficulty &S 0| MZ26tH & X

* Pool miner= ¥ miner=0| NI28t &= S network difficulty® S1ot= iE0] A2 HIERQ HERIDZ MSE.

= Pool miner2t mining®ll & 23tH & miner S0 H 28 0l T2t 242 BI2E. (A)Jt pool difficulty® S1t6t= €S 2,000 |, (B)= 5,000H, (C)=
3,000 H MAIRCHH, (A)0IH= 20%, (B)UIH= 50%, (C)UIH= 30%2 24 XIZE.

Pool Miner HIZ (blockchain.info/pools & X)

EtroimBussa- 007
Pool Mining (Pay—per—share : PPS)
HE Miner

‘| || Bitroin come 1756
| | Pool Protocol Bitcoin Protocol — -
T (A) Pool Miner I
| ETCC Pool- 2.7%
Pool

:::;; Miner H H EitFury: 2 5
lllll - R |° Bitcoin Network S

ETC_TOP- B.2%

— || — - ' Blockchain
LT - S Snkenonm: 8.7%

Block Header
Block Header Hash

qul Network
Difficulty Block Header Hash Difficulty SiuzhPool: 10.5%

A

v

WiaBTC: 10.7%

| —

—

ETC com: 28.3%

~ AntPool 13.7%
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5. 2 (Mining)

[
re
m
@)
=
-~

+ =SH LAE STLX] : =EEA
SEAHCI0l LAIE2Z 22lE 4 US (main chainidt secondary chain). £8t, H&E § E50| H2 A2t 2H2H2e 2
parentIt &l= 110t 25 (Orphan block) 2 +=& US (YAl HE £ parentE 22 H X2l &).
= arentZ HE4SH= chain0l &0 &2 & (2! MQl0] &0t &1, B2 M2 AtetaA).
MAGIRD, Ol EES L2 22 I_'I:E;——I SHMe0l 2el=YAS. = (1), (2)2 (3), (4), (5)2 main chain0l CIE.
p h (parent) 2 HEIGIACEZ, 2E L E£0| 0| X Q2 main chain2 Z&5I .
LAIQIEZ R EcIEOICH & —+— US.

» (2] MinerS0| HE SAlN E5=
MACD, T CEJ LS 282

» AAFOZ 22| HIS LIS

= Ote EH= Ol Al= miner (A) 2+ (B) It

= Olei 2= WlAIOIA miner (C)=

= Ol&d B2 miner&0| ChZ E

Miner
<«——secondary chain

<«———main chain
(2)

(A) <«—+secondary chain <+—main chain

(1) (3)

Relay III

(B) | Miner

<——main chain
(5)
<«——secondary chain
(C)

® || A ]«——main chain

~«——secondary
chain

Miner

HERC HEAA} =22 MIC! J1=2] 0lal — Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved. 167



5. 2 (Mining)

+ Block Height, Depth, Confirmation

» EEX22 Decentralization S92 NE2XO=2 2 I M0 LAI=EQ 27| (Fork) It
= Miner=2 ot& St BAS /ol 212 HC S0l J1E 21 Mel=2 dEiohAd 1 ol =S M
» Miner&0| 4 O|& HEHGIAl 2= M2 XS] AFR T D, AHEE SES2 PS5 reject M2lE. J 2HHl UE BEE Tx =& SN0 2ISZ X 2E&.

FAISECEOE QIS

2t0| AMOZ Al 8O = S0I2.
&t. Previous header hash (parent)& & &i6t= 214,

» SN OtXI2 E=E block tipOlct 6+, 0 25 B S E block heightet & Otel Gl AlOll A block height= 12 &.
= Bl EStip0l 2IS &d= =52 0lg. EF HS 12 01H0 =710t Y12 0l MeLCHG 21 Melo] EMsCHH S 20l=

» E512JH 2B EEHEHATE 0l HOll LESS E50| FILLOOFE. 26 E5 FTIH FOH S S#FHAJACD ED

= 0l&d Ol MHE20Il minerl coinbase Hell= 100 50| XILIOF AHIE &= /US.

(o] k=1
Me.

E8 12 & rejectE® &= US.

AEFALE X X122 HelE oS Heliot JI1=E 25 010l 691 50| 20 0F HeHJt =S U SEJUCHD THEHE

AMNEX X122 HeHIt 25 90l JIFE K YL, 8 main chaing tip0l 122tH, Y Hell Aol 3IH2l E=0] FItE MENY.
Block depth& confirmations 2t & &. & Hall2l confirmation0| 62 Ct HOEHE HeHot =S QIS UCH D THEE,
SPV LE (E2 X&) Z2= XA Heldt S E50 34 JISHJ=XCH #010| J1=dHH block depth Heli o = F 2l

i

L2 pv F

rr

Al &l

-/

Ol

Il 258 =2 block depthet &t.

Rejected
3a 43
Block height = 12
1 2 Fork 7 8 9 10 11 12
tip
3 4 Fork Rejected
7a 8a ga > X
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5. X2 (Mining)

+ Hard Fork 2} Soft Fork

EEMA2 MinerS0ll 2o LAIRLZ 2I(JF L& =5 UKL IHL X SOl 2oi S/WIH 2 H0IEE T YHE = JUS.
HE2Q2 SH AIAE 210l 2 = ES0| &2 #20| et ASH2Z S2AEI| 20, &2 #ES HF5k= S/W Hd01E= HHES S 2.
Ch=o L ESO0| &2 73 HEN S2oi0r Jtss L. Y2 L ES0| BHIHGHD, €5 MinerS0| 70| HEED| 0|& AEHZ EES MdotH SSXH 20
S0t 2ds. 2SH 2I1D1 ERE2E RN &S Hard Forket ot 1), 2AIFH2=E 201 £dotCHr CHAl 8 M2z /A& H Soft Forket &.
£2 HEXE2 Hard ForkE€ &06tXl #&. 1 0l=7= Hard ForkJt 26t HIEDQ UIER I NAHIE 22lE= R0I12=2 RiskIt 0H 3| 2.
N XS Soft Fork EEHZ S/WE 2 ell0IE381D] faH, 018 HENAME ME2 J1S0| S8 =5 (Backward Compatibility) 5t ES M 10l 2J16HX| &

S8, R 0OYs =32 120112 US (ex : BIP-9, BIP 2 A 0l Backward compatibility &2t Al S).

MinerS0| Ecl&ZAHL}, HEE T 22lE = U2MH, 0l81 B Hard Forkot A46t], HHEDQ HIERK A XHAIDF 22l &.

MinerS2 BIP-9 2 10f &loff 1d0IEE =S5 H4e EH(II ZULCH= LAE Z AL, Miner&2 95%Jt =2|6HH & 12l 01 =0t Activated &.
1 S0 0 Xiell Soft ForkIt 222 && TS (ex : SegWit).

+ Soft Fork + Hard Fork
Rejected
3a 4a X 3a 4a 5a 6a
1 2 Fork 2ANHE 2| 1 2 Fork A2E F2I|
3 4 5 6 3 4 5 6
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5. 2 (Mining)

+ Hard Fork 2t WIERI3 &2l

» Hard ForkJot &M

=2 o
- HEXQ

—

AL
| A2 2017Y Segregated Witness (SegWit) 71 0| Soft Fork2 A& AUS T L

D, YEK A} 22IHAS. 8L Soft Forkdl S2/8t J1E2| HIERQI HIEY A0
- HEIDI g 2=

— 2"

otH OfcHet 20l UERII EclE8. M2 S&80| Xl #2Bz Z&E

gll, 280l LHE UWERIIL E.
=
e

Miner 0| (ex : Bitmain) S2&tXl L0t EEAHICI0| 22|& U
1), OH2 8tL= Hard Fork 2419 HIER Q! I Al (Cash) &.

Helol 2J1=0| 0l =K0 JISE 2 Hdl HE2 2 Z UHERINAMN 25 R=8.

o

UZON AHSE & U

= A= UTXO Y.
(1) Miner
Miner ([ [ @ {m ] (2) el m] (2
©) (D)
o]
(1) (3) ® _
(W] Relay / )
Reject HIEDQI-2 -
(o -[E] : (3)
HERZA &al -
. [ el a]
Relay / ; HE3RQI
et —>
(4)
B) [ el a]
B ([ el{a] L@+ 4a]
(C) Miner (C) Miner
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6. BIEDQ P2P E2EZ

6-1. HIEDQ I2E2 N [ oo s 8 x|

Eile [Edn  Yew S0 Capturé  AnahTe  Staticn Telephony  Wi0reess  [ools  Hep

6-2. Packet Analyzer : Wireshark e S~ ST
6-3. Versi o T WU oot U WMl -
- . erslon, VerACk [Hl AI x| -LL% - 192 .168.0.9 77.247.179 .44 Bitcoin 163 imvw

= 173.212.211.214 192.168.8.9 Bitcoin 163 inw
6-4. Getaddr, Addr Ol Al K| w & T 192.168.0.9  77.347.179.48 Bitcoin 8 addr

4 = A47.199.564.78 192,168, 8,9 Bitcodin 199 ieve

6-5. Ping, Pong HIAIX| 1 & T 3996478 102.108.0.0 Biteoin 20 o
: 197, 1AR. A9 46181 1A% .1 Rl tendn a1 frw . -
6_6_ %% E” Ol E‘i %jl il’ (Block—first, Header—ﬁrst t’o}'/%l) Frame 27696: 199 bytes on wire (1592 bits), 199 bytes captured (1592 bitvs) on interface @ -~

Ethernet II, Src: EfeNetwo S8:2%:10 (88: 36 :6c:58:25:18), Dst: Intelfor 17:b9:cf (Bdief:18:17:b%:c¥)
| ﬁg Internet Protocol Version 4, Src: 47.199.64.78, Dst: 192.168.8.9

-_— —3 T issd L= 1P 1, Src Port: 8333, Dy P s 9759, 5 : 155493, Ack: TFO9T, L = 145
6-7. &7 €= GI0IH Relay (Compact Block Relay ool ool N DN U NSt Ak il
* Bitcolin protocol

- H Packet 101 BufIbabadd
6-8 Hell (Transaction) Ol Al Xl Relay Packet magic: OxfSbe
Payload Length: 145

6-9. Reject BIAIXI (BIP-61) i :

Inventors: meEssaos

B4 of 18 17 b0 oFf BE 36 Gc S8 25 10 08 00 45 80 & 1xX E A
. ope ope N % i F [
6—10. SPV (Simplified Payment Verification) T2 E2 96 65 26 B9 26 If bZ 3> 08 57 34 ue 25 7e 50 18 HAEAL o4
B8 fb <5 fc G0 &) 24 91 Oh B BB 49 be & BH L3 I-1-P
. TR 72 a8 a2 &% T4 fe ef dl la da B3 7@ 64 o4 aF yr it pd
- - - 8 o8 9 2 ef 4F a7 a6 35 01 o0 89 oD [+] L1
6 1 1 * Bloom Fllter (BlP 37) F: ;.l 47 ;3 :D :‘J &4 ;: fa le 62 2: a9d dé& ca ‘11:. G0 *bl -

Frame {199 haeal Roassembled TOP {169 Bytas)

6-12. Bloom Filter2 Merkle Path 2= L@ encon et P Pacat: 5. gy 1 (167 | proe: vt
6-13. J|E} Ol Al XI (Feefilter, mempool, notfound)
6-14. Penalty 50 & - E Xttt
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6. H|EXDCI P2P Z2EZ

+ HEZIQINZZ2EZS IR

HEDCI HERKIS L&
testnet = 18333).
TZEZ9 NS W2 https://en.bitcoin.it/wiki/Protocol_documentation (—?—§ 3td)
Bitcoin corel] A< A& HIEZQ UIER 0N HOGHH Ot} 22 BXIE HE

E2TCP A3NE S A2 SAIE (TCP EE 1S : mainnet = 8333,

Ill|0

1) XMl LHEE DNS seedE 351010 CHE S ES2 U EHI FAE 20t

2) 20t F=AZ Version HIAIXIE 2. Version HIAIXIZ XtAI0| AHSote Z2E2 HE 2,
SEHS 28+ 52 BEUHH, UL T Version BIAIXIE 2EUH SEE

) LIE S ESS FAE L0tED] /loH 010l 21 A= = E=Z getaddr HIAIXIE ELHY, A0ig2
addr HIAIXIZ KtAI0l 21 U= EESS FAE LU E.

20t F=A2 L ES Version BIAIXIE W&ot M2 S4E. SES)ele FII1H

ping/pong HIAIXIE =10 LOHM AE S4AI0| Jts8H AEQIX &018t

CHE L ES ESAQ HI0IHE 37188, Getheaders, headers, getdata, block Ol Al XIE

X5 =25 UI0IEHE C2ZE & (Initial Block Download : IBD).

iE
|0
H

®2)
~—

FNEOHAN EF&

6) EE Q! HIOIEDI S718tE £0ll= Compact Block Relay $ACZ ME 2MGt= E5 CI0IH
EFNYS.

7) 2 S E0MN EUHRE Transaction LHEE H &6t CHE = £ = Relay&. Inv, getdata, tx
HAIXNE =1 Z22HA Relayd.

IS

Page Discussion

Protocol documentation

bitcoinwiki
This page describes the behavior of the reference client.
Main page the network protocol, it does not attempt to list all of the r
Bitcoin FAQ
. Type names used in this documentation are from the CB
Editing help
Forums For protocol used in mining, see getblocktemplate.
Chatrooms
Recent changes Contents [hide]
Page index 1 Common standards
Tools 1.1 Hashes
VWhat Bnks here 1.2 Merkle Trees

Relsted changes 1.3 Signatures

Specisl pages 1.4 Transaction Verfication
Printabde version 1.5 Addresses
Permanent link 2 Common structures

Page information 2.1 Message structure

n other languages 2.2 Variable length integer
T (PEER) 2.3 Variable length string
Sister projects 2.4 Metwork address

2.5 Inventory Vectors
2.4 Block Headers

2.7 Differential encoding
2.8 PrefiledTransaction
2.0 HeaderAndShortlDs

2.10 BlockTransactionsRequest

E=ssays
Source

2.11 BlockTransactions

2.12 Short transaction 1D
3 Message types

3.1 version

3.2 verack

3.3 addr

3.4 i
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6. HIEDCI P2P ZZ2EZ

+ Packet Analyzer : Wireshark

» QF AAOl WiresharkE AIE36IH HIEDQ UIERI A0HM MEE= TCP/IP IS &

» Wireshark? %l &l H & & Bitcoin protocol£ XI-&3tXI2F, BIP (Bitcoin Improvement ProposaI)Oﬂ O|5H A £ 3d5| NAst= A
2 0tY. Wiresharke= Otell AIOIENIA CH2Z2E &2 £ 10, &3 3HUI A Bitcoin2 Z filtering (=44 5’——5—)6} Bitcoin & HIAIXNISE 24E 5 US.
= Z1 : https://www.wireshark.org/docs/dfref/b/bitcoin.html € Wireshark HIE3 2l 0| Al K|
» 2L : https://www.wireshark.org/download.html = Wireshark &/ & 3™
| Al Enccimbratacslil) gl agng o A
NEWS Get,"-"xc ua'lﬂte-d v GEtHE Eile Edmt  Wiew Capture  Analyze '_"o!“-'I-IU- Telephory Wreleds Jools |Hep
WIRESHARK q S R ST TR TG |
W | Beeain ] = | Enpiesaian &
M TI Source Destnation Prodocol  Lengih Brdo
The current stable release of Wireshark iz 2.4.5. It supersedes all previous releases. You can also download the ~ 46.191.105.124 192.165.0.9 Bdtcodn 204 tx
- 192.168.8.9 77.247.179.44 Bitcodn 163 fav
latest development release (2.5.1) and documentation. - 173.212.211.214 192.168.8.9 Bitcodn 163 dnv
= J6.193.241.181 192.168.9.9 Bitcodn 235 Anv
- 192._168.8.9 FF.AAT.ITe. 44 Biltcolm 85 addr
{ - 47.199.54.78  192.168.8.9 Bitcoln 199 Snv
- 192.168.8.9 47.199.64.78 Bitcoin 91 getdata
= AF.199.64.78 192.168.9.9 Bitcodn LHD TN

& Windows Installer (54-bit) t
Windows Installer (32-bit)
Windows PortableApps® (32-hit)
mac05 10.6 and later Intel 64-bit .dmg
Source Code

Frame 27696
Etharnet II,

[2 Reas

Payload

B4
e
aa
Ba
79

ef 18
b3 Sb
a3 29
B €5
72 af
84 c8 o4
fa bl ay

Frama (199 bysaad

@ ¥ Bircoln protecol: Protcol

=}
E’

Internet Protocol Version 4,
Transmlsslon Control Protocol,
sembled TCP Segment: (169 Bytes):
= Bitcoin protocol
Packet magic:
Command mamd:
Length;
Payload checksum: @webaFedhdd

» Inventory messace

g+ 9

= 0]
T

199 bytes on wire (1592 bits), 199 bytes captured (1592 biws) on interface @

Src: EfmNetwo S8:2%:10 (88;:36:6c;58:25:18), Dst: IntelCor 17:b%:cf (Bd:ef:18:17:b9:cf)
Src: 47,199 .64 .78, Dat: 192.168.8.9
Src Port: B333, Dst Port: 9753, Seq: 155493, Ack: 7P857, Lem: 145

HITEAS(24), BRTERG(145)]

def Inabddrd
inw
145

17 v9 of B8 36 6Gc 58 25 10 08 @@ 45 @ G 1X%---E
cl 48 @B &b 86 B2 b7 27 cF 48 d¢ c@ 2l [k £
Bd 26 1F b2 3b dB 97 34 ea 25 Te 50 18 By ool XeP
fo B9 8B 21 21 00 00 B 49 ba 6¢ bb 50 I-1-F
a2 60 74 fo of di 1a da b3 7@ 64 a4 OF  yr. i pd
9p e2 of 4F cl A7 06 35 01 00 OQ 09 ad a 5

83 8b 23 &F @F fa e 62 21 9d db ca F6 G #o- - wbl

Rosssemblod TOP (169 bytes)
Patkits ! 50045 - Displayed: 9537 (18 T

Profie: Dafsuh

Im
I
o

:

UHERIAt ESHM
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6. H|EXDCI P2P Z2EZ

(&& oY : 6-1.BitcoinPrototol(1).pcapng)
+ Version, VerAck HIAI Xl &

» AN ZZ2EZ HAE, S/WHAE, IP =LA, 258 50| S E2E wetd Version HAIXIE BEUH AL S Version HIAIXIE EHD M2 #ICH= 2012
VerAck BIAIXIE 2. HE Ol IIPEP WEE HAIXKIOICGZ2)| 20 A4S HE HEE 200k & (S84). A4S0l 2 HAEE AE6tD A2H MER JIs
Ol CHSt HIAIXKIE =1 &2 = A3, ||l | bitcoin 3] ~| Expression-  +
(ex : SegWit ) Mi Time Source Destination Praotocol Length  Info

26.661388 192.168.0.9 92.189.4.61 Bitcoin 156 version
26.999899 92.189.4.61 192.168.08.9 Bitcoin 188 version, wverack
=y Lcg ! 26.999377 192.168.0.9 92.189.4.61 Bitcoin 78 verack ) v
192.168.0.9 92.109.4.61
v Bitcoin protocol -
Packet magic: Bxf9bebddS
Command name: wversion
. Payload Length: 182
Version - Payload checksum: 8x3b242476
" v Version message — ______
. Protocol versiof leiEil_'j/‘ “— DZ2EEZHAE 3E
< Version Node services: @x@00808000000040d
Node timestamp: Mar 25, 2018 23:41:49.000000000 CHEIDIZ EZ A
Address as receiving node
VerAck > Address of emmitting node} T RAD SRR P T (20 S0 US)
Random nonce: BxB48a93cf4c943255
. VerAck v User agent
) Count: 16  _ __—o-mmmo_
String valuexﬁSato_ﬁbg 8.16. plr +— S/WHE ZE
Block start heightt EI'E:B_B‘B_ «—— HES5DYs 220 E2 =0
Relay flag: 1 5
< >
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6. H|EXDCI P2P Z2EZ

(& I : 6-1.BitcoinPrototol(1).pcapng)
+ Getaddr, Addr Al X| &t

» L A= getaddr BIAIXIE Soll S BOHIAI BIt 2 U= CE LEES FALE RQAE

» LCEBEaddr HIAIXIE Sl A0 2D JA=UE LES FAE AN 4 B.
|| | bitcoin and ip, addr==47, 193,64, 78 <] ~| Expression-  +
Mo, Tirne Source Destination Frotocol  Length  Info |

534 42.827368 192.168.8.9 AF_.199.64.78 Bitcoin 78 getaddr
TEA L€ B 18852 53.968947 AF_199_64.78 192.168.0.9 Bitcoin 857 addr W
192.168.0.9 47.199.64.78 < >

v Bitcoin protocol a

Packet magic: Bxf9bebddd

Command name: addr

getaddr Payload Length: 38883
Payload checksum: Bxa3/2efd7

v Address message

. =S BE X0 2D U= FA 100048 2
Cuunﬁ 18ee

ST --

Address: bb5aa85aBdBBEBEEEEEEEEEEE000000000000BBBBRRBTTIT. .. 3\
addr Address: ceelb55a8dB40600000000002a0023cAff871dBBCBBE9adb. . .
Address: 5feBb55aBdBBEEEEEEEE0E000000000000000BBBRRRBTTIT. ..
Address: 31b7a45a8dB00000000000000000000000000BRBRRRBTTIT. ..
Address: e3ffb55aBdB4660000000000200186889d386ab834872F81. ..
v Address: 72fbb35a8dE0EEEEEEEEEEEEEEEEEEEEEE000088888BFT. - . > —
Node services: Bx808800808008008d _
Node address: {EFFFF:EE.HB.?LHB \)4— 1,00000 =4 = OtLt
Node port: 8333 ~==--oo___----"7 ]
Address timestamp: Mar 23, 2018 ©3:52:34.000000000 CHEIDIZ2 HZA|
v Address: b314b55a81000000000E0EEEEEEEEEEEEEEEEEE8B8BBBFT. - . J v

v

A

o
B S
S
J
o

i
o
J

[Hd
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6. H|EXDCI P2P Z2EZ

+ Ping, Pong HIAI Xl

wE

(& I : 6-1.BitcoinPrototol(1).pcapng)

» 2 LEE2 FIH2Z ping, pong HIAIXIE EU AH4AI0l HESRID A0 HZEZH UASS €d 5.
* Ping BIAIXl= i E5tH 20{E nonce gt2 EU 11, pong BIAIXI= &0l 2 nonce &t2 T =¢2f &. Nonce &2 Z LIt 2 Ping BIAIXIO CHE SEL
(=) = o
g &g < RS || | bitcoin ] ~| Expression--  +
Mo, Tirne Source Destination Frotocol  Length  Info —
88 27.819422 192.168.8.9 92.189.4.81 Bitcoinm b2 ping
Le A Lcpg 82 27.332318 92.189.4.61 192.168.8.9 Bitcoin 78 [unknown command ]
192.{68i19 92.16§JL61 83 27.332586 92.189.4.81 192.168.8.9 Bitcoinm 128 [unknown command]
8d 27.332587 92.189.4.61 192.168.08.9 Bitcoim 86 ping
85 27.332588 92.189.4.81 192.168.8.9 Bitcoinm 189 addr
88 27.3328086 92.189.4.61 192.168.08.9 Bitcoin 1883 getheaders, [unkr
93 27.358265 92.189.4.61 192.168.8.9 Bitcoin b2 pong —
ping 99 27.416811 192.168.08.9 92.189.4.61 Bitcoim 62 pong o
> < >
ping Frame 93: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface @
< Ethernet II, Src: EfmNetwo_58:25:18 (88:36:6c:58:25:108), Dst: IntelCor 17:b9:cf (84:ef:18:17:b9:cf)
Internet Protocol Version 4, Src: 92.1689.4.61, Dst: 192.168.8.9
pong Transmission Control Protocol, Src Port: 8333, Dst Port: 5132, Seq: 1485, Ack: 297, Len: 8
> [2 Reassembled TCP Segments (32 bytes): #92(24), #93(8)]
v Bitcoin protocol
< Pong Packet magic: @xf9beb4d9
Command nama pong )
Payload Length. 8~
Payload checksum: 8x38952598
¥ Pong message P
Random rmnce( BxFB?cGdeElFFdatlB )4— A HYOl EY nonce 222 EEE.
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6. O

|EDQI P2P EZ2ES

s=
="

£ dlole =213t (Getblocks, inv, getdata, block Dl Al XI) : Block—first 24! — Bitcoin core 0.9.0 0| X 0| AFE S 2HA

Full Node= M2 & 43dt= TransactionOlLt MinerJt &8t 22 52 23061 &0l T2 =80 S=HQ CI0IeHE 7|3l 0F &.

=D| UIole 718 WA Initial Block Download (IBD or initial sync)ct &. IBD &4l 2 Block—first 24! (0| & H &)1 Header—first &l (B HH&E)0| UAS.
OteH A2 Block—first A2 2 IBD NodeJt Genesis 252t JtXI1D A2 M, Sync NodeZ2EH &M =82 URIZC 2 AL,

XNE £XH : Bitcoin Developer Guide (https://bitcoin.org/en/developer—guide#initial-block—download)

LEA LEB GetBlocks Message Inv Message
IBD Node Sync Node Message Header Message Header
- - - Siart Siring Cammand SiEs Checksum
Start String || Command | Sze | Checksum fohahads inv 12003 | 25173257
fO9bekdds |[getblocks) &5 fSfchbecad Fayioad
getblocks Payload Mumbar OF Inveniorias (idax 500 In Heply To GeiBlocks)
R Protocol Version Header Hash Court 500 BII JXI ] /Y=
g 70002 1 invanione Enfries EE MANE S
Header Hashes (Highesi—Hesight First) a o= Tvpe  Unigue ldsntifier (For Qiocks, 4 Hsadsr Hash) 4— — & =22 #1 24
. e L 1 o BT, A [ = | T it I
Inv ffe28c0abEflns. . .dE130000000000 < ngf;;sjagz block : 1860ebl BbE1b1620 . . . 688e3a8300000000 | 24,
< Stopping Hash (Zero Is "No Stop™) E}j °*_E?’< PPt " Block ™ bddd9Sccfda3sdal.. . 065£626a00000000 | (Max : 5009H)
00000000000000. . .00000000000000 +=us. . .0 T4DE more Taventory entrigs.. ...
4
/
getdata o GetData Message /
> 1
Meszaga Header Il
Siari String Cammand Size Checksum !
block £abebdds getdata || 4609 | 33e41222 K
“ Payfoad N Block Message
Number OF Objscis H]_a:g':'gs!s'd 8y fmvenfory ) ,’ Message Header
7
etd ata > Dbjects Requssied (inventary Entriss) ) S'ffgrb! “:g:" ;g C%'?fm&}:: a g‘fg g;iéﬁ{‘i’?
Tvos ..L;.rq'a.s identifiar (For Blocks, A Headsr Hash) B IX1D o i o < R Al @Est 2
block Block |42360eblEbflble20.. . 6883 aﬂSt-DDD::::w o IHJI_OI Payload <“1— S HOoIHE
J oc Elock ,bd::l:jElEl::fda35:ia1. . .065£626200000000, ‘é EEZ,_H@ Seraized Block 24,
e LEE maore fAVaRIony aniries. L. (12874 il) ) 010000006fe2. .. 58eeac000000C00
-/
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6. H|EXDCI P2P Z2EZ

+ == 0I0|& =JI8} : Block—first &4 1t Header—first gt4!

Block—first &#Al2 ¢&6I0i= #&E 0| UK MEOZ Sync = E0| 2 E6HD| 20 Sync = E9| 85 S5I =08 U222 E £ =0 THEOl US.
Sync EEJIEENQ UOIH EAIE JIXLD UK EAHLE OREE S HZEO0| BHXH, IBD =E= UE Sync = EE 0tA M RAGHOF 6l EE0| US.

Est Sync =0 REES EF U0IHE MSEUE 0|2 2 HZ ASolJ| 0EJ] 20 US0l CHE Sync S E22H UAl 225 2010 = US
€ &0 Sync LSt 4o & SHO|IAHU A+2Z ES HOIHE =XE2Z BUXl 10 SA ESS WAL =AE HIRH A EUHH IBD =E0lM= ParentI}t &1
= £5 (10t 25 : Orphan block)EE ESHMAN SEE = AL LA HEF FA0 E20HH =0 CAU HEZE BR S22 L2 =& US.

Olist HE S B&61J| ?loll Bitcoin core H& 0.10.0 2 E = Header—first 242 AIS &

A2 =X : Bitcoin Developer Guide (https://bitcoin.org/en/developer—guide#initial-block—download)

Yes , Yes .
Fully-Swvnced Block Chain? —————— Listen For New Blocks (Inw) Fully=Swnced Block Chain? = Listen For New Blocks (Inw)
¢N0 iNo
Yes . Yes
Hawe Inventories? » Fequest Blocks (GetData) Fullv—5wnced Header Chain® p Fequest Blocks (GetData)

b o e,

Feguest Inventaties (GetBlocks) Request Headers (GetHeaders) bore Headers Than Bloclks?

COrverview Of Blocks—First Initial Blocks Download (BD) Crverview Of Headers—First Initial Blocks Download (BD)
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6. HHEZQI P2P B2 EZ
s == HFAI — H 1 = = L d}l Al
=5 0I0Ie =J13 : Header—first 24! — Bitcoin core 0.10.0 & AIE& = &4 GetHeaders Message
= Header—first A2 Sync *E22EH 222/ 5IH ¥L0H MK 21, 516 B2 012510 CHE 0421 Sync Wessage Header
— = Start Siring | Command Size || Checksum
LCEZEH SAU EE HOIEHE &S (EA &0 2 &6HX 89"%). f9beb4d9 | getheaders| &9 fSfokhead
» A& £ X : Bitcoin Developer Guide (https://bitcoin.org/en/developer—guide#initial-block—download) Payload
Profocol VVersion Headar Hash Count
IBD Nod Sync Nod o _
ode ync Roae Header Hashes (Highest—Heght First)
cfe2Bclabeflbi. . .dAel30000000000
getheaders Stopping Hash (Zero (s "o Sioo”)
headers Headers Message
< <+—— Getheaders BIAI XIS 3 Yl 52 CHS B IH2E 2,00001E SHH. . N
Vessage Header
: Start Siring Commang Size Cﬁn‘__?CJ'{E.'_.f_."??
. =} 3IHE QuE f9kekb4ds I‘.EﬂdE-rS 162003 af6obZb T
Fayload
getheaders o Number OF Headers (Max 2000 In Reply To GetHesders)!
v EDD“
o at W oS moe & o L Bi-byis Block Headers + Ox00 (The Empty Tx Count!
orcrst =] cCe 5=
EolE /ol Cr& Sync == 0 H getheaders& 2U 4 J|IF OFXIS oI I K| &01EH 010000004860eb18. .. ££001408d2kbA6100
............... 1,298 mare Alock headers............_.
getdata =&8&E 6IH HAIZ (] Sync =tE=S0H =25 UOIHE QAE. HHE
: ‘
20 A H20 SE Sync EE00t AE HR= 83
block Downloaded And Validated Download Window
“ +«—0{2) Sync cES2RE HaE S22 CI0IHE 2550 2=H Blocks Mot Validated Vet
s =22 = A3 1 2 3 4 5
. 0" gDéI:l- == -”OIH O:IE:I EEE E.I III‘EQE 9I| 8"- —— DOwwniloaded — Downloaded — FRegusstad (— Downloadsd — FReguestad
* Jl 20 YAl2 Download window (max 1 024)0" HEH S From Nods A From Mods B From Mods A From Moda B From Meds B
CoI E&80| 2= SES2H xdz ESH 2N SSE. Simulated Headers-First Dovwnlo ad Windo wiFeal Windowls Mach Larger)
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6. H|EXDCI P2P Z2EZ

(——]
="

£ [|I0le =718 : Header—first g4l

IBO =& (192.168.0.9) 2} Sync Node (176 31.
» Sync ..E= getheadersE 21 IBDIOI 21D Y= E2 0|59 2

EH.Sync &= 8 B0l = 02,0000 EF GIGNHK 2L == A=01 1998 EH 22 8t A 0 J|DEXIJH AHal0]

241.105)0l Hl getheaders HIAI XIS Sall XH4l0]
F0| Xale 2

I+ : 6-1.BitcoinPrototol(1).pcapng)

o}
E

D Y= =22 =S ol oHAI 30 IHE 2H.
M3 J

||| | bitcoin and ip, addr==17,31,241, 105 ] ~| Expression- +
Mi Time Source Destination Protocol  Length Info I

A41.77. 192.168.8.9 176.31.241.185 Bitcoin 1851 getheaders

42 .86. 176.31.241.185 192.168.8.9 Bitcoin 134 headers

42 _.84. 192.163.8.9 176.31.241.185 Bitcoin 667 getdata

45 46. 176.31.241.185 192.168.8.9 Bitcoin 1514 block [TCP segm v
< >

EMOI0 M=K 23110 1IBD =S XD AKX L2 1902 EE GHICHE
o] Qs 2o EXY,

||| | bitcoin and ip, addr==176,31,241,105 [] ~ | Expression- +
Mi Time Source Destination Protocol  Length Info - A

A41.77.. 192.168.8.9 176.31.241.185 Bitcoin 1851 getheaders

42.86.. 176.31.241.185 192.168.08.9 Bitcoin 134 headers

42.84.. 192.168.8.9 176.31.241.185 Bitcoin 667 getdata

45.46.. 176.31.241.185 192.168.08.9 Bitcoin 1514 block [TCP segm|w
4 >

[2 Reassembled TCP Segments (1821 bytes):
v Bitcoin protocol
Packet magic: Bxf9bebddS
Command name: getheaders
Payload Length: 997
Payload checksum: Bx/dcbec84 W B8t 3120 2=
¥ Getheaders message

Block version: 78@15 O OI=SEISI BRI & 2

30 l

Starting hash: 1bbB882dBc933355977d%e46ab5151436abd7876517881F00
Starting hash: 3380d82b78f57864c33Fd52df1lbf1b429736335e58celsB0
Starting hash: 7cdb2cald3ce94af88d1463ed98eab/decab5895e3afieb
Starting hash: 4d2985b83aB712f5b9d3bccbbd9862cd2951cb588chlBB0
Starting hash: 78d887dfBad212eaa248d3c123177cee2912bBE6bebal8300
Starting hash: 92ecd3ciVcedlcdl9d9fect9589ecic2doddblbocbibaIcol

#306(24), #307(997)] -

GHAlI 30JHE 2H.

48t

(1]

Count:

[3 Reassembled TCP Segments (1564 bytes): #357(24), #358(1468), #35% ~
v Bitcoin protocol
Packet magic: @xf9bebdd9
Command name: headers
Payload Length: 1548
Payload checksum: Bx373fdeeb Sync EEJ LD Y= A 19E B .

Headers message 2,0000H DIBFOI2Z O 194t 2 Al HSY
Count:l 19 < N0 US

v Header - ' l
Block wversion: 5363878912
Previous block: 1bb882d8c933355977d%d6ab5151436abd787651780%¢
Merkle root: Scfclea78abla98bb51%ebcdaattl9fdbef8e111dd71abd!,
Block timestamp: Mar 25, 2818 19:57:00.000000000 [HEMDI=Z EZ
Bits: Bx17514249
MNonce: @x9164ddda

HIEDQ HERAZ E=EML! Jl=2 OldH
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6. HIEZDCI P2P Z2EZ

CIOIE =713t : Header—first & Al

SHM2 ot =S =88 Flle

+ =5

* |BD ==} headers HIAIXIZ 2

getdata HIAIXIE Sall 2 IGO0 HES= & A =

(&E M :

6—1.BitcoinPrototol(1).pcapng)

SS HOIEHE 238 Getdata 232 0

Full ctES0H SA0 EE = AS. SPV (Simplified Payment Verification) '= &= getheaders—headers Ml Al X| 2+ 1) & &},

» GetdataZ 22 Sync E= HE GIEHS &M =52 1BD ==S0H &8S5E
([ [ bitcoin and ip, addr==176,31,241, 105 [X] ~| Expression- 4 | ||/ |[bitcoin and ip.addr==176.31.241,105 [X] ~ | Expression- +
Mo Time Source Destination Protocol  Length Info - A Me Time Source Destination Protocol  Length Info s

A41.77.. 192.168.0.9 176.31.241.185 Bitcoin 1851 getheaders 41.77.. 192.168.0.9 176.31.241.185 Bitcoin 1051 getheaders

42.06.. 176.31.241.185 192.168.0.9 Bitcoin 134 headers 42.06.. 176.31.241.185 192.168.8.9 Bitcoin 134 headers

42.84.. 192.168.0.9 176.31.241.185 Bitcoin 667 getdata 42.84.. 192.168.0.9 176.31.241.185 Bitcoin 667 getdata

45.46.. 176.31.241.185 192.168.0.9 Bitcoin 1514 block [TCP segm v 45.46.. 176.31.241.185 192.168.0.9 Bitcoin 1514 block [TCP segm v
£ > L4 >

[2 Reassembled TCP Segments (637 bytes): #535(24), #536(613)]

v Bitcoin protocol
Packet magic:
Command name:

Bxf9bebdds
getdata
Payload Length: 613
Payload checksum: @x82636b23
v Getdata message MSG_WITNESS_BLOCK

Count: 17 (=0x40000002 : BIP-144)
v Inventory vector

Type: Unknown (1873741828)

Data hash:
¥ Inwventory wector

Type: Unknown (1873741826)

HIOIHE 2FE.

HE ol HAI EE

e985adtae/ cldaad2blbbliddedbBaabPeBeed 79132200,

Data hash: b3927badbffaeee387b5ebd877956c84d298472228883108,

v Inventory vector

[577 Reassembled TCP Segments (840287 bytes): #585(24), #586(1468), i~

Bxf9bebdd9

block

Payload Length: 348263 QF 2 22 [O|HE BY.
Payload checksum: Bx5fl6257e

Packet magic:
Command name:

Block wversion: 536878912

Previous block: 37137b65ddbbdBcdcastaBbdd561317a1dB8cch54831158
Merkle root: 485dacee?%9%e278d39b858ch8e52877F25Fa1398+Fc918bdd.
Block timestamp: Mar 25, 2818 20:21:37.000000000 [HEH0I=2 IAI
Bits: B8x17514a49

Nonce: Bx776bBbal
Number of transactions:
Tx message | 1]

1751
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+ A7 22 0l0IE Relay : Compact Block Relay g+4! (BIP152)

= |[BDOI 2&2E =

MinerOll 2ol XIEZHCZ & dlole =5

ClOIEl =

Compact block relay a2 MEE . Bitcoin Core 0.13.0 £& 0| &40 HEE.
» XAE £X : BIP152 (https://github.com/bitcoin/bips/blob/master/README.mediawiki)

Node A

block

k'

oY e
oM rxd

headers or inv

Node B

s

getdata

A%

block

b

sendcmpct(1)

Node A Node B

I |
I |
I |
[ |
I |
I |
block : :
A |
I |
cmpctblock :
g2 —> A
a5
getblocktxn
blocktxn

oY o
oM rx

block

P

High Bandwidth Relaying

Node A | Node B

sendcmpct(0)

getdata S2| HIAIX| BEA
ot RAEE

_\ﬂ___n___

BHE OtN 2.

A. Legacy Relaying

B. High Bandwidth Relaying

C. Low Bandwidth Relaying

» L C B= A0 sendcmpt(1) (send compact) HIAIXIE
2 U A block HIAIXI= &M SA 20 ACHD SE&. (inv,

Ol O == UIOIHE 2EUE

» LEAJLNMZ2 EE UOIEHE 2o IS0l S0k &
Z 0ot cmpctblock HIAIXIE Sl SAl == BUHIAH 2
CIOIEIE EY. =5 UI0IEHE X0 BEUEZE 22 TX

|
l
I
l
|
I
|
|
|
I
|
l
X CIOIEE Ot& gle =& US.
|
|
|
|
N
I
|

=2
=

= LC BJl cmpctblock HIAIXIE 22X =5 HIOIEHE MM+

|

i

) A6t (reconstruction) &8 TX QIOIE I JSH L=
| cmpctblock A0 getblocktxn BIAIXIE 2LHA W TX GIOIES =
| getodkon = 23E.

| = LC AJ} getblocktxn HIAIXIE &S ™ FII2 B TX O
: blocktxn

|

|

|

I
>i OlE{ Dt U2 H blocktxn HIAIXIE Sail =S BOIAH TX GIO|
I

HEZC HERAIA ESHE! Jl=2 0loH
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(A& O+ : 6-2.BitcoinPrototol(2).pcapng)
+ Al 22 0I0IH Relay : Compact Block Relay g+4! (BIP152)

= LC A(76.193.241.181)2 Xl0| &2 =5 UI0IEHE cmpctblock HIAIXIE Saoll == B (192.168.0.9) 0l Hl &8 £&. Getblocktxn, blocktxn2 &38| Xl #US.

= Cmpctblock HIAIXl= OF&! wiresharkOl A XI &3t Xl & OF [unknown command] 2 HMel& 1 US.

= NI =5 UIOIEl= TCP Segments &0 S0 &S (Ol 2= 3tH). Ol CIOIEHE0| EF0 =& Hll LY (TX)E & R Y.
[ | bitcoin [¥] ~| Expression-  + ||[ W |bitcoin [X] ~| Expression-  +
Me Ti Source Destination Protocol Length Info Mo Ti Source Destination Protocol Length Info
i 173.212.211.214 192.168.8.9 Bitcoin 136 heaﬂgp5 —————— - i - 173.212.211.214 192.168.8.9 Bitcoin 136 headers
| - f6.193_241.181 192.168.8.9 Bitcoin fea [unknuwn commandI\ } - 6.193.241.181 192.168.8.9 Bitcoin 708 [unknown command ]
| 47.199.64.78 192.168.8.9 Bitcoin ?EE.[unknuwn cummand], i . 47.199.64.78 192.168.8.9 Bitcoin 708 [unknown command ]
E . 46.101.185.124 192.168.8.9 Bitcoin 259 inv==-------" - wil i - 46.181.185.124 192.168.8.9 Bitcoin 259 inv v
<

£

>

Frame 49398: 708 bytes on wire (5664 bits), 708 bytes captured (5664 bits
Ethernet II, Src: EfmNetwo 58:25:18 (88:36:6c:58:25:18), Dst: IntelCor 17
Internet Protocol Version 4, Src: 76.193.241.181, Dst: 192.168.8.9

Transmission Control Protocol, 5rc Port: 8333, Dst Port: 9764, 5eq: 45892
[18 Reassembled TCP Segments (12358 bytes): #49373(24), #49374(1468), #49

Frame 49398: 708 bytes on wire (5664 bits), 708 bytes captured (5664 bi ~
Ethernet II, Src: EfmNetwo 58:25:18 (88:36:6c:58:25:18), Dst: IntelCor_
Internet Protocol Version 4, Src: 76.193.241.181, Dst: 192.168.8.9
Transmission Control Protocol, 5rc Port: 8333, Dst Port: 9764, 5eq: 458
[18 Reassembled TCP Segments (12358 bytes): #49373(24), #49374(1468), #

v Bitcoin protocol [Frame: 49373, payload: 8-23 (24 bytes)]
Packet magic: Bngbgbidg [Frame: 49374, payload: 24-1483 (1468 bytes)]
Command name X cmpctblgck’ ) ¢—— Compact Block [Frame: 49375, payload: 1484-2943 1.'1468 thES}]
Payload Length: 12334~ [Frame: 49377, payload: 2944-4483 (1460 bytes)]
Payload checksum: 8x9b2ed2fc [Frame: 49378, payload: 4484-5863 (1468 bytes)]
v [Expert Info (Warning/Protocol): Unknown command] [Frame: 49379, payload: 5864-7323 (1468 bytes)]
[Unknown command ] [Frame: 49388, payload: 7324-8783 (1468 bytes)]
[Severity level: Warning] [Frame: 49396, payload: 8784-18243 (1468 bytes)]
[Group: Protocol] [Frame: 49397, payload: 18244-11783 (1468 bytes)]
[Conma- AQTOR s lands 11704 AIICT FTECA khakact 1 W
< || < >
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+ Hell (Transaction) HIAl Xl Relay : Inv, getdata, tx Bl Al X| W&

n LEADAIRZE Hell8 LEstHU, 2 CEE22H XHal0| S8 MZ22 Hell 4IolH (tx)8 &te
ELE. Inv HIAIXIZ=E MEZ& Hell CIOIE 2 Al 28 2. (inventory vector)
A0l 22&= tx 0I|H getdata HIAIXISE

MHCtD
» L.C B= Inv HIAIAI HOYl U= tx 6HAI g2 20
E NM3E. EB=tx HOIEHHE 882 CGHE “=0AH Inv HIAIXIZ
MZ2 tx CIOIE JF LMFMCID 2845. (Relay)
» getdata®l type2 MSG_TX, MSG_WITNESS_TX 0| SegWit & 1dI0[EZ
0I5 MSG_TX= & Xt X2 AS. MSG_TX (Old node)2 R 5tH
Witness CIOIEI= i 2 2 ¥ (Anyone can spend2 Q15 E).

(WS e R = |

SCCA LEB
92.109.4.61 192.168.0.9
Inv
> <«— NMZ22 Hel (tx) CIOIE DI 2 MRMUCID SE&. Tx
CIOIEI2 GHAl 8t S HH,
Getdata
< <+— =& B= A2 mempooldl aiE Hell GIoIE It
QoM GilY tx HIOIEE EW Eetd A E.
(type = MSG_TX, MSG_WITNESS_TX)
tx
> «— R U2 ixUOHE 8&58. =EB=tx UHOIH
E A E6t12 X2 mempoollf SS&.
Inv
—> UE LE0H MZ22 Hel CIoOIED JLD S8

& . (Relay)

(A& MY

: 6—-2.BitcoinPrototol(2).pcapng)

=] J @)

S = B Inv HIAIXIE Sol MZ22 Hel GIoIE D &

Soll tx HI0OIHE EWECt) 3GIL, =& A= tx HIAIXIZ tx OOl E

||| | bitcoin ] ~ | Expression- +
Mo Time Source Destination Protocol  Lenagth Info ”

1534... 92.189.4.61 192.168.8.9 Bitcoin 343 inwv

1534... 192.168.8.9 02.189.4.61 Bitcoin 91 getdata

1534... 92.189.4.61 192.168.8.9 Bitcoin 277 tx |
< >
v Bitcoin protocol a

Packet magic: BxfSbebdd9

Command name: inv
Payload Length: 289
Payload checksum: 8x811l4efBl
v Inventory message
Count: &
¥ Inventory vector
Type: MSG_TX (1)
Data hash: d34eBfddcedds
v Inventory vector
Type: MSG_TX (1)
Data hash: fdedlBe71bB82d13fA38e93be3dB44a58aed98FEF239des9.
¥ Inventory vector
Type: MSG_TX (1)
Data hash: aBabldlfeb2decdfcBc8619894390e59908eb989627echc.

Tx CIOIEL Al =5

dA8+ce5B58779cdd7A772829c79cabc.

HEZC HERAIA ESHE! Jl=2 0loH
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6. H|EXDCI P2P Z2EZ

(&

i}

I+ : 6-2.BitcoinPrototol(2).pcapng)
+ Hell (Transaction) BIAI Xl Relay : Inv, getdata, tx Ol Al X| &t

» EB(192.109.4.61)JF =& A (92.109.4.61)0ll Hl getdata HIAIXIE Soll tx CIOIEl 1J1& BEUHECtD A6t US.
» LEB=olE tx UIOIEIE A&E. 0l Hell= input 190, output 2JHQ! Hel0l D, & YR output2 =2 JH0IAHI 3.0 BTC (300000000 satoshi)& ELH= Hel Y.
» Locktime2 5e8 01310|22 25 IDE 2/0|5t2 Miner= & X212l highest 25 IDJI 515,1078 XI%W2H 0] HellE 59 AN ILEHAIZL.

|| | bitcoin [] ~ | Expression- 4 || | bitcoin and ip, addr==32, 109,4, 61 [x] ~ | Expression- +
Mo Time Source Destination Protocol  Length Info I Mo Time Source Destination Protocal Length Info A
1534... 92.189._4.61 192.168.8.9 Bitcoin 343 inv 1534.58.. 92.189.4.61 192.168.08.9 Bitcoin 343 inv
1534... 192.168.8.9 92.189.4.61 Bitcoin 91 getdata 1534.58.. 192.168.8.9 92.189.4.61 Bitcoin 91 getdata I
1534... 92.189.4.61 192.168.08.9 Bitcoin 277 tx 1534.91.. 92.189.4.61 192.168.08.9 Bitcoin 277 tx w
< > < >
Frame 44345: 91 bytes on wire (728 bits), 91 bytes captured (728 bit~ ¥ Bitcoin protocol ~
Ethernet II, Src: IntelCor 17:b9:cf (84:ef:18:17:b9:cf), Dst: Efmilet Packet magic: @xf9bebdd?d
Internet Protoceol Version 4, Src: 192.168.8.9, Dst: 92.189.4.861 Command name: tx
Transmission Control Protocol, Src Port: 5132, Dst Port: 8333, Seq: Payload Length: 223
[2 Reassembled TCP Segments (61 bytes): #44344(24), #44345(37)] Payload checksum: @xa@abl8lf
¥ Bitcoin protocol v Tx message QN v gogE BY
Packet magic: ©@xf9bebdd9 Transaction version: 2
Command name: getdata Input Cuunt‘E 1’,‘
Payload Length: 37 Transaction ifput
Payload checksum: @xfd9e4922 Output Countt 2/,‘
v Getdata message MSG_WITNESS_TX Ol TX GIOIEI 8 U Transaction olfput
Count: 1 (=0x40000001 : BIP-144) et g v Tr"a”-”'a‘:tiED—ﬂutP-UI\
v Inventory vector v Value:( 300080000 ; «<—— ‘=2Ji0I} 3.0 BTCE 2Ui= J2f Lhofel.
Type: Unknown (1873741825) / Script Lengfh: 23
Data hash: aPabl8lfeb2decdfcBc8619894398e55908eb989627echc. Script: a914393a?1C323353%2155523§d333faad9b59dab3953?
Block lock time or block IDi\ElElB?’,‘ v
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+ Reject HIAI X (BIP-61)

ol : 6-2.BitcoinPrototol(2).pcapng)

(A& It

» 2ZFLEETX U EE HAIXSE 2HOH K2 EIY M S 2586110 02 “E2 Relay ol=0l, 25 MHENA 2R W0| 2AZH 2AX = =02 Reject BIAI
XE oOH L2A0| 2HICIX LHE. RejectE U2 LA LEE Q| ABE HFNEOZ AIE2EL EF LD Ao Hol 2X 0=z 2= HA HIOIE0 CHaH Reject
E P &5 A2 Z RejectE &2 HAX === X101 Y GIOIEIE MHEQISIHU, RejectE P AIGHHLE S2 #HAE & = US

» Ol @EZ ja'ﬂa* CIOIES EAl0| 2R HAIXNS2 & % XX & £ o802 RAIE.

* Reject 7152 Bitcoin Core 0.9.0 28 E2&US. (&1 : ps-//glthub.com/bltco|n/b|tcoin/pu||/3185)

[ | bitcoin [x] ~ | Expression- +
Mo Time Source Cestination Frotocol Length Info ”
880.723.. 173.212.211.214 192.168.8.9 Bitcoin 310 tx
880.725.. 192.168.8.9 173.212.211.214 Bitcoin 188 reject v

[2 Reassembled TCP Segments (78 bytes): #16176(24), #16177(54)]
v Bitcoin protocol
Packet magic: Bxf9bebdd9
Command name: reject
Payload Length: 54
Payload checksum: 8x83ctb33b
¥ Reject message
v Message rejected
Count: 2

HE AR :

SHE Hell L0l mempooldi Ol
Ol H&EZH AS. J, M2 A
2 LHE 0l ot

~—ao -

v Reason
Count: 17
String value: txn-already-known
Data: ¢37clBc3dfbd981bdfB57fB8981d59184daecd93963Fb37971. ..

Transmission Control Protocol, 5rc Port: 9776, Dst Port: 8333, Seq: '~

|| | bitcoin <] ~ | Expression- +
Mi Ti Source Destination Protocol  Length Info ~
w 46.181.185.124 192.168.8.9 Bitcoin 383 tx
w A6.181.185%.124 192.168.8.9 Bitcoin 327 tx[Malformed Packet]
. d6.181.185.124  192.168.8.9 Bitcoin 458 tx o
< >
v Bitcoin protocol a
Packet magic: Bxf9bebddd

Command name: tx
Payload Length: 249
Payload checksum: Bxceed882d
v Tx message
Transaction version: 1
Input Count: @
Output Count: 1
v Transaction output
Value: 2883849316883478785
Script Length: 234
Script: 432c17c52dfach281887c75b98db85a7e25232461d88a75F. ..

Magic number= Bitcoin Ol Al XI O] X| 2,
CIOIE LHEOl HAIO 2X 20t HS

X E = U8,

[Expert Info (Error/Malformed): Malformed Packet (Exception Dccurﬂv

HIEDQ HERAZ E=EML! Jl=2 OldH
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+ Python

| A
a5

» Wireshark 212 2 X5IH T2EZ2 HAIXE g CtE &= US.
» Olel 2= 2 Wireshark? Version, VerAck HIAI XIS & X610 Python @2 Version, VerAck HIAI Xl IH3! S 2460 AH SE0H &ScH= AL,

: HHE3Z QI = E =1 Version, VerAck Bl Al X| m &

I+ : 6-3.protocolMsg.py)

37
38

return (nodeService + filler + nodefddress + nodePort)

39 # Version MIAIR] MM

aps T .

Wireshark analyzer & https://en.bitcoin.it/wiki/Protocol docur

41 def msgVersion(ip):

42
43
A4
a5
46
a7
43
49
50
51
52
53
54
55
56
57
58
59
60
61

62 # Verszion Ack H|A|R| M4

timestamp = int(time.time())

addrou = verAddr(soccket.inet aten(ip), tcpPort)
addrie = verfddr(b'', @)

nonce = random.getrandbits(64)

userfgent = swWersion

blockHeight = @

msg = struct.pack('<LQQ26526s50B16s5LE",
protocolVersion,
services,
timestamp,
addryou,
addrie,
nonce,
186,
userAgent,
blockHeight,
1)
return assembleMessage(b'version', msg)

V]
A

Network byte orderdil

Sl 3ls TEE

63 def msgWerfck():

a4
65

return assembleMessage(b verack', b'') # payload 215

66 def sendVersion(destIP):

&7

sock = socket.socket(socket.AF INET. socket.S0CK STREAMY

~

>

[F | biteain <] ~| Expression---  +
Mo, Tirme Source Destination Protocol  Length Info —a
192 257.8855.. 92.103.4.81 192.168.8.9 Bitcoin 156 version
T 193 257.0855.. 92.109.4.81 192.168.8.9 Bitcoin 78 verack [
< >
~ Bitcoin protocol ~
Packet magic: @xfS9bebdd9
Command name: wersion
Payload Length: 182
Payload checksum: 8xddatc9d5
~ Version message
|1 — Protocol version: 70815
Hode services: @x@02220a20adaaadad
Mode timestamp: Mar 29, 20818 16:28:56.000000000 CHEIEI= EEA
~ Address as receiving node
Mode services: @x20280220280282280
MNode address: ::Fffff:118.32.168.221
Mode port: 25591
Address of emmitting node -
~ s e A e N
9 be bd d9 76 6% 72 73 69 &6f e 20 22 202 @2 2o vers ilon--- - -
66 @88 88 88 dd af 9 d5 7Ff 11 81 80 ad @94 a0 o Feoovnan ciiaaan
22 22 22 22 58 41 be Sa 92 22 22 228 22 22 B2 o - R A
288 28 28 02 a8 BB 28 a8 B8 a8 28 88 BB a8 ff ff
76 288 a8 dd 63 f7 8d 84 98 28 22 80 20 88 8P o8 W o rrCrrr rrrrerres
"""" g 22 22 22 22 29 22 22 oo 22 92 22 22 o2 22 oo I I
Jc 9a ba 72 37 bE 77 F9 18 2Ff 53 61 74 6Ff 73 68 | - r7-w- - /Satosh
"""" 69 3a 28 2e 21 36 2e 38 2+ 16 de 87 82 21 ir@.le.@ /- - - - -
Frarme (156 bytas) Reassembled TCP (126 bytes)
@ ¥ Mode serv, Bbyted| Packets: 256 Displayed: 23 ¢9,0%) - Dropped: 0¢0.0%) || Profile: Default
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+ Python && : HIEZQ

= HEZO UHERI &2 &

» ALY L ED HAIROR

E =1 Version, VerAck HIAI Xl &t

S 5)1E HA838HK Version HIAIXIE 2W 11, ACHE2| Version, VerAckE 211, VerAckE 2

(& MY : 6-3.protocolMsg.py)

p;

S& SOIX &0l &= 1, AlHE = EJ} AFE3l= Protocol versionit Block height& & = US.

1# Bitcoin Protocol H& “ Name Size Type Date Modified “
2 # Bitcoin WER 2 & === Version, VerAck HIAIAIE WEEHCE [ mywallet(2).py 1 KB py File 2018-02-19 2= 3116
3# Version BIAIAIZE Zidl &CH ==2| protocol versionlt block heightZ ! 2 protocolMsg.py 3 KB py File 2018-03-29 27 10:23
_1 1_4. [B torcabiialiia ou. 2 KB e Cila Aando N A O a-En
S # 2A18.3.29 Yariable explorer File explarer
6# OHIOEH HE (4= [Python console g X
I# - M Console 1/4 5 -
8 In [13]: runi) A
9 import socket
10 import hashlib EEl:ZS:S?% Send Version to 84.1?6.?-?.1?9 ek heiah
11 3 @1:28:57] Receive version : Satoshi:®.15.1, Block height = 515686
ié izpz:z i:;:Ct S/W= 0.15.1 1+ 0.16.00] =2 Al [81:28:57] Receive verack
i 291D YD, 5} 25 515,606 Hel > L
13 import random s=s oD US [@1:28:57] Send Version to 92.1@9-4.BT~-~_ _---""""""7"=--_ -
14 == L e [@1:28:57] Receive version f_ Satu:ushl @.16. B-(\Blm:k; height = 515885 .
15 magic = Bxd9bdbef9 [@1:28:57] Receive =~ T---___---7 TTT----------7
16 protocolVersion = 70015 [@1:28:58] Send Version to 47.199.64.78
17 ion = b'/ j- z D ytel 2i0ls 160 7 &t $28: .199.64.
L7 swVersion b*/5atoshi:0.16.8/ =AE 20l= _E_ e [@1:28:58] Receive version : Satoshi:@.15.1, Block height = 515686
18 NODE_NETWORK = 1 # Node Service -.‘bltCDlr'l-"Sr‘C-"pr‘Cl'tCICCIl h &) [@81:28:58] Receive
19 services = NODE_MNETWORK
26 tcpPort = 8333 [@1:28:58] Send Version to 91.121.165.35
21 [@1:28:58] Receiwe version : Satoshi:®.15.1, Block height = 515686
[#1:28:58] Receiwve verack
22 def assembleMessage(command, payload):
23 checksum = hashlib.sha256(hashlib.sha256(payload).digest()).diges [@1:28:59] Send Version to 183.99.168.100
24 header = struct.pack(’'L12sL4s’, magic, command, len(payload), che [@1:28:59] Receive version : Satoshi:@.16.@, Block height = 515686
25 return header + payload v [@1:28:58] Receive v

History log IPython console
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6. HHEDQI P2P 2 EZ

(A& MY : 6-4.BitcoinPrototol(3).pcapng)
+ Python &l& : HIE3 QI ==&t Version, VerAck HIAIXl &
» HIAIX & UBS Wireshark2 2&E, 28 3! 20| 25 FAAUS &0 £ US.
|| | bitcain [x] ~| Expression-  +
Mo, Tirne Source Destination Protocol Length Info A
177 296.028588 192.168.8.9 84.176.147.179 Bitcoin 188 version
188 296. 3995048 84.176.147.179 192.168.8.9 Bitcoin 188 version, werack
182 296. 399761 192.168.8.9 84.176.147.179 Bitcoin 78 verack Version & VerAckJl m&g D S,
189 296. 727731 192.168.8.9 92.189.4.61 Bitcoin 188 version
192 297.865534 92.189.4.61 192.168.8.9 Bitcoin 156 version w
< >
v Bitcoin protocol s
Packet magic: B@xfS9bebdd9
Command name: wversion
Payload Length: 182
Payload checksum: Bx61173832
v Version message
Protocol wversion: 78815
Node services: @x0000000000000001 < R U880l 2F 3JES &E = US
Node timestamp: Mar 29, 2018 10:28:57.000000000 CHEIDIZ HEZ A
v Address as receiving node
Node services: BxBEB20E80868268881
Mode address: ::ffff:84.176.147.179
Mode port: 8333 y
88 36 6c 5B 25 18 84 of 18 17 b9 cf B8 88 45 B8 61X E A
B8 ab Ja 5a 48 08 58 86 16 3 c@ ad 80 89 54 b (2@ T
93 b3 63 f6 28 8d 71 18 b7 @7 81 55 dc db 5@ 18 C q u--pP
81 84 ce 4c BB B8 9 be bd d9 76 65 72 73 69 BF L versio W
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6. H|EXDCI P2P Z2EZ

+ SPV =& : Simplified Payment Verification

» Full == 2SH0 HIoIH MME U222 E 20t 285612, 2 HellQ Unspent output (UTXO) DBE 28622

» Full ctE&= 2 200GB (2018 48 &) ESHQ CIOIEHE 226H0F 322 ADIE J|D| (ADIEE, tEME) 2

= SPV (E2 Lightweight) = E= €522 ol 22 Merkle tree root 208 22 E 20t 2&06t= WACZ 2 UI0IH A& 22101 22 24 (Full =29
ok 1/1,000) 28 &H|0l HE38II| E0I&. (ex : 2H=Z 0| < Bitcoin Wallet App)

= SPV =E= Hel WY (Transaction : TX)0l JIS& =5 CI0IEJF 0] 20 HeHLE 252

» SPVEE=EFUl SEZ2RH dEEHOZ IHalo X2 2eEHE Hell LHES ¢E = UB.SP
ctl QAES £+ YN, ST EF0 K& KAl =42 2EE Hel HEE QEE = US.

» SPV SO XIS AL 2EHE Hell HHS UIERDN QAEGIH IP T2 &5 0 X2 29 FAHIFHE HHIQX HAXA T UERID 22HS| Ha

<
H 30

Ol @ = US. IE S0/ DoS BAE &= =% U, &6tH K& S/WOIA &2lct= HHIIMAE FES = U= A—0 UAS.

= E£8HL Hef HEE 3Eots Full S0 242X SHOZ ZRE Hell HES BEUE &30 HAO0| REEWN M A MinerOflHl 2 Feeg XIZ8 =% US.

» SPVEEE= Full =0 HIoH 22tal HAAO0| HE %0l 813.

= SPV =& Bloom Filter (BIP-37)8 AtE510{ 22t HAFS 0l BT 228 = US. > FHABO0| 2HJ| HEB&= X2 OtE.

= Bloom Filter& AtE6IE SPV & XHdlQ =4 0(22 OHE FAS 2ed Hdl HHEX 20| 2Fol0 [HAle A AFH oz L= NE SNE =+
UE. Full cE= Bloom Filter& Stol= 2 Hell HES SPV =E2 EUFI| 20 O 5 e R0l SPV =20 Sot=X HHGH| HHAS. SVP = E= ¢
el Hell WY S0l Ttal2l =200 oiEols 222 0186t LHHXl= HE.

= SPV .&+= Bloom Filter& AFE0t0{ OtA Mining &l Xl &2 Hell LHYE 202 = A2, 010/ Mining=l 0l S& S50l &8 Hell tHE X 20t = ANHA Kl

GllH A3 HEE &0l & US.
MY E29 ol B2 E £A5t1 (getheaders), Full cE0H &7 E20f

= MR SE0 A2 Hell L0l JCHH SPV =E= Tl Hell HH0l A3F 22 Mining & UCHE RS &1 == A1 (block height), &% £50| FII2 6
i Ol4 Mining & ® (block depth) At&I2] HeHdt ESH 0 SELUCH= NS 2B &8 = US.

o |
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6. HED

0l PP IRES

+ SPVE 2560 MY 25
. SPV CEOHIERC HER AW XS H=50tH Full =EJ1 I J= E5Ho 22 E5 60 22 20 25 0H UIOIEHE 2&8&.
» EF0H 2= SPV XA X2 2 @ Helot EF 250 Soll =Xl HRE SHE I AHESE.
SPV Node Full Node ||| | bitcoin and ip, addr==176,31,241,105 [] ~ | Expression- +
Mi Time Source Destination Protocol  Length Info - A
A1.77.. 192.168.8.9 176.31.241.185 Bitcoin 1851 getheaders
getheaders SPV - EJ} JtXI 1 ,AE Z2 229 30 HAIS . ¢
1 QIS 42 84. 192.168.8.9 176.31.241.185 Bitcoin 667 getdata
45.46.. 176.31.241.185 192.168.8.9 Bitcoin 1514 block [TCP segm|w
headers ) ~ i < >
< <+« SPVEEIJIINL U= 22 EE 01FQ EE 46
o ME= Su (20 2,00000 2) [3 Reassembled TCP Segments (1564 bytes): #357(24), #358(1468), #35% ~
v Bitcoin protocol
: e Packet magic: @xf9bebdd9
' FHOHE 238, Command name: headers
getheaders Payload Length: 1548 SPV LEE 22 A% HE REZ 22
g Payload checksum: Bx373fdeeb SIS MolsS RAE. Ol MolS S Hel
headers i v Headers message JHOIE =0 £6) YSK HSE oz
< <« DX ol BENX 2, Count:! 19 _
‘et H AtSE.
v Header l
| Block version: 536870912 . Y
< inv R 2E0| MAHGD UHE | Previous block: 1bb882d8c933355977d9e46ab5151436abd707651780:% !
B | Merkle_root:_Scfc3ea78ablad8b519e6cdaafflofabedBellldd71aba!, !
getdata Block timestamp: Mar 25, 2018 19:57:00.000000000 (HEt1= H3
> AR EEY G (H2 5, filtering® tx S) & Bits: @x17514a49
£ 238, (Bloom filter 212, IS0 C+8) llonce: @x3164ddds
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6. H|EXDCI P2P Z2EZ

+ Bloom Filter

Bloom Filter= O |AJ} S& &HE0 Soll =X HHEE &0 I AIBE= |88 AERXE
A& (Dictionary) & & A = {apple, banana, happy, :-} J}

o (B EX 2R X)
I banana, bitcoin, adfef 2t= SOOIt AIE EEH AN SO JU=K HFE &2l

m-bits2 Filter Ui € 3t kIJH 2 hash function (hy, hy, hs, k = HI&. 2t hash function® S& A0 CHoll 1 ~m DX HHSE RHF1 (ex -
h,(banana) = 5, h,(banana) = 13, hsy(banana) = 15), 1 Z 0|l i & &t= Filter2 HIE (ex : 5, 13 1SH HIE)E 12 &FE.
T A 2E AA0 CHSt hash gt Filter®ll SEa &, 222 CHH{ It Filter®ll SEE O U=l EQE =~ US. 6lE S0 bananalt Filterll SE&H U=
Xl #Qlotd ™ S hash functionS ALE0tH Y BIEJH 12 &EE 0 A=K &QI5tH &. 5, 13, 15 HIE 25 10|22 banana= & & A0l Soll US.
Hash function® Collision0] M & 4 A28 Z {H S0 hash 20l 25 10/2t= O S0{II & Al S UCHD EAE == 21 S (False positive error >
0). J2iU oY 2019 hash 2t S0l 5tLi2tE 10] OFLIHH (0 018) O S 0= &E Al ol UK RECHD BAIE 4~ AS. (False negative error = 0)

;o
(1]l ﬂl|0
[HH

w
~—

o &

» &0l banana= & Al Soll AS IIs4E0| UAS (SELL. AHEZ US).

apple banana happy = EHOI bitcoin2 &8 ANl SAHUK US (BAAN)
hs » OH0] adefe= A& ANl S0l AS JIsH0l US. (A HIE=E 28)

s= h,

hq m—bits = %™ hash function JH2= (k)2 Filter2 HIE 4 (m) 22X :

n2 &g A2 A J=0|11, p= 3 236l= False positive error &
||1|||1||1|||1|||1||1|||1||T|
24 Al h1 hZ Bloom Filter = n ln(p) k _ E ln(z)
hs (In(2))? n
banana bitcoin adfef
(AFEOl &= &)

» ZA & X https://en.wikipedia.org/wiki/Bloom_filter
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6. HIEZQIP2P TZ2ES2

(A& I : 6-5.bloomFilter.py)

+ Bloom Filter : Python & & — Bloom Filter =1t ItetMiEf (k, m) 2 & &t
= False Positive errordt &5H= +=&0| & =5 hash function JH== (k)2 Bloom Filter2| HIE= (m)& £&6t11, & X error€ S50 &olg
1# Bloom Filter S = Mame Size Type Date Modified =
2# 2S5 100MS Sotlli OO Al S, S5 9922 S0 S St [Z1 3-5.bloomFilter py 3 KB py File 2018-04-01 27F 317
EIEF A —T| ZHI|EH - : el 3
ii AU SERE ] SRR, [5 digitalSigniture.py 1 KB py File 2018-02-20 27 2:07
= == - . _ [B o T o ORT hutar ou. Cila Aando onn 4s O Ay
5 # False pCbi+i~fE ng ' Ejul 'I':'l-: #_ID' ElEE Bloom filter J.I.l-aH}”F_'I |:k, |T:|§ 'l,',l'ariahle Explurer F”E EKD|IIII’Ef
s# 28I, ZH False positive HIZE ZEEH 2CH
7# IPythan console q X
8# k = Number of hash functions
Caonsale 1/4
9% m = Number of Bloom filter bits = > s n
1a # ) ~
11 # Bitcoin Core= Murmur3 hash functions AEE! In [2]: run{prob = 8.1)
12# £ : 1. bitcoin/src/hash.cpp --» unsigned int MurmurHash3(...) PN
13 & 2. https://en.wikipedia.org/wiki/MurmurHash Desired FP rate =(\E+.1)
14 # 3. https://bitcoin.org/en/developer-examples#creating-a-bloom-filter Number of hash funttidns (k) = = False Positive
15 # Number of Bloom filter bdit—{m) = 479 ~ )
16 # 2018.3.30 Actual FP rate (p) =/ 8.11749 ) 5| 2gt S 0l Z X
17 # OHOtEH AE (Z4F) == 215 ojo
LB mmmmmmmm e e e e e e mmm—mmmm——m In [3]: run(prob = 8.3) N ot US
19 from bitarray import bitarray . AN False Positive
20 import math Desired FP rate =( 8.3, A=}
21 impert random Number of hash furj?:tiﬂ’nslik} = 2
22 import mmh3 # pip install mmh3 : Murmur3 hash function Number of Bloom filter bit {m) =
23 Actual FP rate (p) = El- 2993
24 # Bloom filter2 IE TZHHEIE ZFEICH T
25 # n = number of elements In [4]: run(prob = @.7)
26 # prob = Desired False positive probability .
27 def optParameteri{n, probj: Desired FP rate = E'.?
28 m=-1.44 * n * math.log(prob, 2) Number of hash furjctlonsll:k} = 1
29 k = math.ceil(m * math.log(2) / n) Number of Bloom filter bit (m) = 75
30 return k, math.ceil(m) Actual FP rate (p) = 8.76135
31
32 # elementE Bloom filterll SZFEHCH In [4]: -
- il ?rffT%gﬁﬂ:i:;flement) K, m): w| Histary log  |Python console
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1. HIEZQ T2 &2 HAIKX

+ SPV L E : Bloom Filter — BIP 37 (Connecting Bloom Filter)

» SPV ECE9 Privacy =& &2 2XotD|¥oll Bloom Filterdt T & (BIP 37). 280 olZE&= A2 0L 2 A 2HEHO| 2RE (HS =250 US).
= SPV = E = filterload HIAIXIZE Soll AHAIO| 2AIU= Hel LAY BIE £~ A, FilterloadE Sdll Bloom FilterE Full «tE0IH 8 EE.
» Full =E= Bloom FilterE S8t Tx S8 SPV = E 2 Relay&. SPV = E= A0 2AIA= Tx B Helotd, LHHXI= SAIE.

B ﬂ SPV Node Full Node
¥ scooooaoc Filter bytes: 2
m=16 BEOf ....... Filter: 1010 1101 1111 0000 version
—_— n _ H = =
k=11 0b000000 ... nHashFuncs: 11 » <— Relay = False (Filterload & 22| BNXl TxE Relay
SHXl Zetn 23F)
aooQoood ... nTweak: 0/none filterload
—> :
00 oeeennn.. nFlags: BLOOM UPDATE NONE
T < inv
, S , getdata )
= AFEO XHAIC] Hell B2 (public key hash ) & &8t Bloom Filterg& > <«—— Bloom FilterE S8t Hell LA e 2L
X6t (k, m, filter bit array) Full =S 0IH 24, tx, tx, -
» Full == 0] Filter& Sot= Hell K8 SPV =0l Hl Relay &. D
= SPVLEE 2AUE Hell S XG0 LHXIE SAIE. filteradd
> < [lter0l| item= =} SE0l= &2

» 2AIGH= HellJF 20L& 25 (Loose filter) SPV = E=9| Privacy =& &
T = 2AGHKIC Relay &= Tx 0| HOtH A Hel& TrafficOl S0 Y.
BHEH Ol R AISHE Hell ot MO =45 (Strict filter) SPV = S0 X2l g getdata
Traffic2 2261 XI8t Privacy =& &= St

» SPV &= Privacyt Traffic X2l AtOl2] Trade—off & 1125t Filter
g 838 (SPV =52 bandwidthE D). .

- Full =S Filter® S8 Tx S SIS Tx SE Relay & 4 USE filterclear
Filter& add & =& U8 (nFlagsZ =& &)

A

<«— HIE FilterE SH& Hll HASS EH.

A 4

tx, tx, -

A

<+— FilterE ol MIE

v
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6. H|EXDCI P2P Z2EZ

+ SPV L E : Bloom Filter &3 - BIP 37 (Connecting Bloom Filter)

= Filteradd Ol Al XI 0l = Bloom Filter€ /24dol= d2IJI &S0 US. =I10l SPV

L EE= Full = E0I Bloom Filter 22 &8

» nFlagIt 23 &0 UA2H, Full =t E= FilterE S16t= HAl =2 output B2 E FilterOil FIHE. 01242 SPV = EDF XHAI2Q] UTXO set2 22|56t flolf 2 RE.
» Full ED TIS2 2 FilterE Y OI0IEGHH False positive errordt X SIOI6IE2 SPV . E= 0|8 XBZECE HEGIH MZ 2 FilterE £ LHOLE!.

* Filterload format

Bytes MName Data Type Description
Varies | nFilterBytes EﬂgpjiittSI Mumber of bytes in the following filter bit field.
Varies Flter uint8_t[] A bit field of arbitrary byte-aligned size. The maximum size is

36,000 bytes.

The number of hash functions to use in this filter. The maximum

4 |nHashFuncs | uint32_t 1) e allowed in this field is 50.

An arbitrary value to add to the seed value in the hash function

4 nTweak uint32_t used by the bloom filter.

A set of flags that control how outpoints corresponding to a
1 nFlags uintd_t |matched pubkey script are added to the filter. See the table in ®|

the Updating A Bloom Filter subsection below.

[1] seed = nHashNum * Oxfba4c795 + nTweak

<«—— Ol filter 2 HIOIE £

<«— Full tE0lA AHell LS

o

ZEHE filter. Filter2 HIE 2= =m.
<«—— Hash function Ji4=. SPV =E0IMH Z2EMA Full tEHIH LS.
Full EE& SPV =E2F S2 8t Hash function (murmur3 32—-bit), k, m2 AIZE!.

<—— Murmur3 hash function2 D seed gt. ([1] &X)

""" N n A2 Tx1 &M Full REJ BUWS. SPYV E= UTXO SE.
\ » Full EE&= Tx192 outputdl }= Public key scriptE A =s2 2 FilterOl add&t.
= Tx12 AIEol= Tx2 €M, Tx2% filtering ZI0 SPVE EUWHA. SVP= Tx12

nHashNum : 1 ~ nHashFuncs (sequence number) M outputS SpentE S3& + /US.
0xfba4c795 : nHashNum 0| =2 ¥l = seeddt 2 HEIT=E % = 5= Value Name Description
=t 0 BLOOM_UPDATE_NONE The filtering node should not update the fiter.
nTweak : SPV = EJt FIHCZ QA 6t= seed gt
1 BLOOM UPDATE ALL If the filter matches any data element in a pubkey script, the

[2] Filtering CH&H = 1. &M TXID

corresponding outpoint is added to the filter.

1.

2. 8 TXID2 inputOl Jtel3]= TXID2 output index.

3. Unlock Script (ScriptSig) 2
4. Lock Script (ScriptPub)

If the filter matches any data element in a pubkey script and
BLOOM UPDATE _P2PUBKEY OMLY |that script is either a P2PKH or non-P25H pay-to-multisig
script, the corresponding outpoint is added to the filter.
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6.

HEZD

olpP2P EZ2EZE

+ SPV =& : Merkle Block — BIP 37 (Connecting Bloom Filter)

SPV
Full
SPV

Merkle rootJ} £

L=

L C=

LEE

4 — T

getdata DI AI XIE

SPV ==JI Merkle Tree

Ful tEJI Y e 0l
2 XIGHH Filtering® Tx Jt 0|

Soll Full =&

Z22H S& 252 Merkle blocks &2 == U3
£ BHS O Merkle rootE H&HE &= JEE, 28 THE S (merkleblock) 1, FilterE S48t Hel LY
Ot 2t HENS Partial Merkle TreeE SHS 1) Merkle rootE J4tet & 25
S50 SE-0 ACt= N0l L= AL,

£ (x)2 2d.

8l 2] Merkle rootet Hl &,

SPV Node Full Node
01000000 .....ccceeviirrrrieerennne Block version: 1
getblocks 82bb869cf3a793432a66e826e05a6fc3
2250 ME=E QF e 8 7469f8efb7421dc88067010000000000 ... Hash of previous block's header
) ! 7f16¢5962e8bd963659c793ce370d95f - ----~
093bc7e367117h3¢30c1f8fdd0d97287 {, Merkle root, H ALSE Merkle rootet Hl m &,
inv 76381b4d ..., Time: 1293629558~ OIF|5IM ST Ty= 0| =22
g= HNyg= = < 2XotH N Tx= 0] EE
=St 3=8 gas. d b 4C86041D .....ovvvvee. nBits: 0x04864c * 256**(0x1b-3) et o1 e
Ol ol A= 20| =alst,
554b8529 ....ooeiieiieieii Nonce ————————
getdata 07000000 ......coovvrererrrerenn e ‘.- Transaction count: 7 )
ot= E52 Merkle 828 F&. — > 0 Hash count=4-----""
(type=MSG_FILTERED_BLOCK) 3612262624047ee87660bela707519a4
kleblock 43blclce3d248chfc6c15870f6c5daa? ... Hash #1
«—Terxiebloc p 019f5h01d4195echc9398fbf3c3b1fad SPVE 0l B2 E 0185101
bb3183301d7alfb3bd174fcfa40a2b65 ... Hash #2 Merkle Tree= OtS0f
J tx 41ed70551dd7841883ab8f0b16bf041 . N
< 76b7d1480e4f0afof3d4c3595768d068 ... Hash #3 2l Merkle root2t Hl W &
. - - o tx 20d2a7bc994987302e5b1ac80fc425fe
Filter& Sut&t Hell LHISES 2. — 7 < 25f8h63169ea78e68fbaaefa59379bbf ... Hash #4
01 o . Flag bytes-F - — — _
515 I o .Flags:1011100 0~
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6. H|EXDCI P2P Z2EZ

+ SPV =& : Merkle Root Hl &= BIP 37 (Connecting Bloom Filter)

» SPV E= Full =20 282 merkleblockE OI23tH O 2t 201 Partial Merkle TreeE & = UL, Merkle rootE H&HE &= US.

» Transaction countE 012510 6t £t2l (Leaf = &) =& 8JHE HHXIGID =D|38tst CHS, Flagse = Y H ESE, Rootll A Al&36H0H Hash # == Ui XI &

= HIE “1” & non-leaf 01 L= 0l Hash Hl &0l 2 206ICH= 2010112, “1” & leaf 01H FilterE S8t Txek= 21012 (Matched Tx). “0” & non-leaf 012 Hash
# ML E HiXIdtet= 2010112, “0” & leaf O™ Filter& S1otXl &2 Tx 2t= 2012 (Unmatched Tx).

» HHM BIE 12, rootOllAl AIEGHA RZSZ I (1 & non-leaf), & B HHE 022 Hash #12 Ui XI&. Hash #1 0| £ oI9 T EEQ F3F= L EHE AS.
s JHHMEBIE1IZ2 RS E2 I, U BHM, O HMUHE 12 AEO2 JIA Hash #28 HIXI & (Matched Tx). (i B 02 Unmatched Tx 0l 2 Hash #3
S HiXIE. 2= B HE 022 Hash #42 HHXIGIH RootE HAHE = US.
Elarg 4 UAS—>
01000000 .......coveeeerrrans Block version: 1 T ¥ RootE i T H &
82bb869cf3a793432a66e826e05a6fc3 T
7469f8efh7421dc88067010000000000 ... Hash of previous block's header - - -~
7f16c5962e8bd963659¢793ce370d95F _ _ - - - - — _ _ 7T e 2 HI D E
093bc7e367117b3c30c1f8fdd0d97287 .. Merkle root -~
7638104 ovooveen, Time: 1293629558 - - -~ ~
4C86041D ..o nBits: 0x04864c * 256**(0x1b-3) | __» Hash #1 H A Hote 2 9
55408529 .....vooeeeeeeeenn. Nonge- - - - — - _ _ N _ -7 )
07000000 ........cevveernecee (... Transaction count: 7 ) «— ﬂbeﬁ&:f ==8HE -7 } Partial
04 oo Hash™coant:-4- ===~~~ TEE Lt Merkle Tree
3612262624047ee87660be1a707519a4 JUPPTE Flags BIE O*LF* ct
43b1clce3d248chfe6c15870f6¢c5daa2 ... Hash #1 - =~ Treell HiXI&
019f5b01d4195ecbc9398fbf3c3b1fad
bb3183301d7alfb3bd174fcfa40a2b65 .. Hash #2 H & Hash #4
41ed70551dd7e841883ab8f0b16bf041

76b7d1480e4f0af9f3d4c3595768d068 ... Hash #3
20d2a7bc994987302e5b1ac80fc425fe
25f8b63169ea78e68fbaaefab9379bbf ... Hash #4

1d s ¢;Flags:10111000 > +—1¥ HIESH, Root £ E S, Hash Hash
#2 #3

= - —_—
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6. H|EXDCI P2P Z2EZ

+ J|E} BIAIXI : Feefilter, mempool, notfound

» L C A= FeefilterE 0236t FeeIdt 20t 0| 421 T2 Relaydl & 1S RAGtL, =& B= Feedt 1 0|42 20 Relay & (muste 0Hd).

» Feefilter= Spam TxE YXI5t| FoH AIEE =5 U}, MinerJt mininge M SE6HH MBS =& US.

= Otk - C AJ} SPVO| 12 Bloom Filterdt MI®E Sl AEH0IAM feefilterE RA G Bloom Filtert & & 01X 2 Merkle Z20| O SR561J| 2.

* Mempool HIAIXI= O Mining &l Xl &1 memory poollf]l 2 JU=Tx ES D AE M AIE2E. == AJl mempoolE RAEGHH =& B= A2 memory
Tx &

pooldl &S Tx 22EEE BUYF1, = E A= X412 memory poollll 8le Ol getdataE REoI0 &3.
* Mempool 2 TEJIUHIERAN =) ES58 I S8 = UL, MinerS0| Tx =2 22 Il F20HH AISE = U3.
= Notfound Bl Al XI= getdatall 222 QA8 UI0IE (Tx, block, merkleblock) Jt 212 M EWZ!.
== A ==8 LEA LEB
feefilter mempool
» <+—Fee Ji 20t 014421 Tx 2 Relayol » <«— Ot&! Mining & Xl &3 memory pooldil
=28 238, O Tx S8 2 2211 238,
inv inv
< N < .
getdata R getdata R
> <4+— Bx-lol- Fee OIAFE j'IEHDL_ Re|ay%" > ¢ [ AL II'/\I—-I me mDOO|0'” &E
tx tx TxSEH QEBI0 S,
. tx ) tx

A
N
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6. Hi P2P &&=
+ Penalty 20 £ =& Xt

» EF LD AQNOI 2XHOZ HRE HAIXNE SEJIH OIS U2 2 LEES2 Y “EMHH EB& (Penalty)S B0 E.

» QN2 EAH LCO 22X MR (DoS 2H S)ZLEEH HIERQ HERKIAE BS61)| 8t =X

» HIE S0, S8 LIl SAHES Alert HIAIXIZE WS (Alert HIAIXI= 2016 Bitcoin Core0llA MAZUS) 10 B A2 2ot ), Hell Yol 2RE

HMAUASEO USH IR Al2sH s THHEI0 100 o HAE 2 S8,

» O LLEO HAQ| 100 2 ZUoIH G EE=24 A2 SO HIERANA Hel 2XIE. (BAN THRESHOLD EXCEEDED)

= Ol Gl Al= (Block chain data 22| debug.log YY) =& 52.40.146.155 DI &€& 50& A 100822 sHLIBA XSS Al .

. 2 UpdateTip2 Y 252 US2E = 1S BEHFED US.

| debug.log - HEE B = X

OEFE EHEE M40 27N E22H

2018-03-22 15:10:58 UpdateTip: new best=000000000000000000107f862a3a3180254985F2dd2449447 066 Valazfedce height=H11735 version=0x20000000 |ogl. ~
2018-03-22 15:11:03 UpdateTip: new best=00000000000000000037fh8ede3496efff1elfdc8dcdalablaalalhele?034b4 height=h11796 version=0x20000000 |ogl.
2018-03-22 15:11:07 UpdateTip: new best=000000000000000000558c3bf3cd690bde12386d1d75aa31dafeb 107300850 height=h117937 version=0x20000000 |ogl.
2018-03-22 15:11:08 Pre-allocating up to position OxcOO00OD in revO1197 . dat

2018-03-22 15:11:09 Updatelip! new best=0000000000000000004bZbacddiledanlaabiddc/cfIod7To162a4731c400210 height=011738 version=0x20000000 |ogZ.
2018-03-22 15:11:10 Updatelip! new best=00000000000000000030b3343acddcBl7adcd308c2 fa404adf 1b093e0cf324d0a3 height=011733 version=0x20000000 |ogZ.
2018-03-22 15:11:11 UpdateTip: new best=00000000000000000053dbT0d6852a1chb38aldcl2 1ea845cb195ddadch266cd? height=h11800 version=0x20000000 |ogl.
e L LR A et B o e n e Lo e R o D e R s Dok oo e O e PP P A ARAF PR 1B T 1002V A A7 fdbd33a623 1 cdah, h
2018-03-22 15:11:11 Mishehaving: 52.40.146.155:8333 peer=355 (50 -> 100) BAW THRESHOLD EXCEECED

Z018-03-22 15:11:12 UpdateTip: new best=00000000000000000053533304a00d042205936347 287 ealbef01af80d-37a5de height=511801 version=0x20000000 |ogs.
Z018-03-22 15:11:14 UpdateTip: new best=00000000000000000041562192c30499-465e8b3a1abBc882am25def 4422541 height=511802 version=0x20000000 |oge.
Z018-03-22 15:11:17 UpdateTip: new best=0000000000000000005567 of21503d42e3afadadbbhce535034364F 2795540 height=511803 version=0x20000000 |ogd.
Z018-03-22 15:11:22 UpdateTip: new best=00000000000000000048d4act14fafedddd39bhcc30181 1200958662071 780 height=511804 version=0x20000000 |oge.
Z018-03-22 15:11:26 UpdateTip: new best=0000000000000000004Fde8285344932aea29-730b604daaaf 0B 3ef of debdfBET height=511805 version=0x20000000 |ogs.
2018-03-22 15:11:30 Pre—allocating up to position Oxd00000 in rew01197.dat y
£ >
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7. Bitcoin Core & Xl & =SS X2 GIOIE E 24 nYE 4¥E ES8LH
G MO A 2SR e B A
7-1. Bitcoin Core & Xl A H2 A
7-2. Bitcoin Core & & (A1, 2ct0IHE) Ak o= 8.00060000 BTC
O] =2 0. 00D00DDD BTC
7-3. Bitcoin Core GIOIE HIOl A
7-4. S5 H Q! 4I0OIE &M gon: 000000000 BTC

7-5. Bitcoin Core API : JSON-RPCs
7-6. JSON-RPCZ Python = AIE
7-7. Python 8 &l& : 5 UOO0IH, Hell HIOIH £3 S

ETC HD 22 of
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7. Bitcoin Core & X & =S A

Ol HIOIE & 44

+ Bitcoin Core & X|

https://bitcoin.org/en/download

Download Bitcoin Core

Lateskt verslon: 0.16.0

&Y Download Bitcoin Core

Or choose your operating system __

-
-

1A R i "” Ll
Lo Windows A /L/mm-c (tgz)
64 bit - 32 bit _27 B4 bit - 32 bit

/

- =~o

‘ ,,lr't.-' Windows 2|le \ EARM Linux

S B4 bit - 32 bit - B4 bit - 32 bit

S~ —

‘ Mac 05 X

dmg - tar.gz

@ Ubuntu (PPA)

Verify release signatures
Download torrent M
Source code
Show version history
Bitcoin Core Release Signing Keys

FyDE6-0821 FvI03-0102 FPvl110+

* Bitcoin Core= JI2& 22 Full nodeZ S0t S &
(2018 3’ & X 175GB) ClA3 0|l &XI5H0F &.

= (1) Bitcoin Core Z2 132 CI22H0t 2= XSt = (2) ESHMQ HIOIEI HEBE ECE 44381, (3)
configuration (bitcoin.conf) It 0l rpcuser, rpcpassword, 25 XQ! HI0IE E2HE XI&E & (ex : d:Whbitcoin
Wdata)

* bitcoin.conf It Y 2 C:WUsersW<username>WAppDataWRoamingWBitcoin 0l = S A&, Ol
bitcoin—cli.exe EEJ%“OI 71 ROIlA configuration It 2 | IHE< (default path).

I

z|_|

“Fol2=, 2t 200 GB 0142 3210 A=

A2 bitcoind.exe,

» txindex=1 2 22U Tx =2 T3 & M ZLRE. Tx HashZ A A35IJ| /A= Indexing 0| 2 &,
________________ = -
_______ W =ET LW L=
R (0 data)e—— (2) SEHOI0 NBE 20120320 2= T =0
(Tb-in:}\\ EHE MAHE, 2018-03-20 2= LY =G
“include S 2018-03-20 2= . IY =0
lib \\ 2018-03-20 2= LY =G
share \ 2018-03-20 23.. oY £4
1
(3) configuration I+ M4 & :
C:WUsersW<username>WAppDataW v
RoamingW8itcoin 0l 2 A&, = a ZH B LW ow 37
() bitcain conf . 2018-03-20 2%.. CONF Ot B
l [ biteoin-ch.exe 2018-02-22 = =28 mE1 2 964KB
rocuser=<username> [#5] bitcoind.exe 2018-02-22 2% S£E£ EZE0% 0,306KE
rocpassword=<password> bitcoin-gt.exe 2018-02-22 2. 22 Z=1E 33,175KB
datadir=d:WBitcoinWdata (8] bitcoin-tx.exe 2018-02-22 2 g2 o= 3,375KB
txindex = 1 [ test_bitcoin.exe 2018-02-22 2% SE EF% 3,571KB

I
o

:
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7. Bitcoin Core & Xl & == M Q! CIOIE E44

Bitcoin Cowe - X3 — o =

+ Bitcoin Core &/ &

B

2RE = o SR

OF MR £ BUONS) R TR B A

= bitcoin—qt.exe —server —datadir=d:WhbitcoinWdata

< ==3 0 AN =
l N @ ZRLICE JHSE PUS AT DE0| Y o =Sl tols &l =

Pv— D L R F R T UL 2L Y (20174 3@ 19< GIOIE
: 45| AFFHOl Ok
Sifcoin CorelW 24838 SSELIF JJI-XI & N EH e- .
66.14%)
T2IM0| HES2 YLD VELCH Bitcoin CoreTt BICIH HOEIE REWA Mg & &L
Bilcoin Core2 Bilcoin BR H212 M2E =200 HEELICE 4 203682 AOIE 70l CF
M| RIS D2E S7H R 2SI, AZE 0 CXEAH AEELCH
O JIE HOIE SHE MS8E =R
® 3~ HOIH 80 NS APE BY SRS 409%
oiol0l E= A9 ClOIEDt RS ECE NFE A% ERNA Wt N2 8 A
630 GB AHE S,
MES COIE SO7 2 &ELICH
201F BTSN Bitcoln Core= DS HIEZOIME MO (200G8) 4§ 2009 0l CHESCHID 3 — Bitcoin Core - X1 - o X
OIS HIEINT} AISE [ 248 712 2T EFTASE ADELCH |eznze 8 ime EEL 3 o e o
lﬁ:‘LigjEIIEEM%QEF%?H%EI:TJ%ECHE?LE}E = SIEN0 SHJ BAE 4 2SLICE Bicoin Lures ww e wur DED =2TR ESEE
CHE = E2E : @. MEO) £ 2L g #I(R) B HaH(h
Pt ] H2 A
AHE b= 0.00000000 BTC
Cancel
O 0.00000000 BTC
Hons 2270 ooz XHo = =
» AS0==2F A HOIEHII RSB 2 =8| Full nodeZ2FH HIOIEHE S0 000000000 BTC
2HOLFOF &, (=] AEHE= Genesis blockB A S)
2 =5 xHo A XA TIOHSE = - =
* DNS seedE Soll &=H2| Full node 8% =AE 28t & Full nodelll =230 GO0l s E!i:i%%ri
=] = = S
H == OOIHE RAEE. -5 HUS. E% =T
= getblocks, inv, getdata, block HIAIXIE Soil £ GIO0IEIJI B&SE. l
= = = ol = N
» XD EEAHOHO0IH PES 24 3~42 X ARF (2018 3= &) BTEHQ:F!\
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7. Bitcoin Core &X| & S S M Q! GO EA

+ Bitcoin Core : GIOIE{HIOI A

» Bitcoin Core C|0IE= Ot 2t 201 ES X Q! loIH, eEA DB, UTXO set, Xl &
HIOIH S22 450 US.

= &1 : https://en.bitcoin.it/wiki/Bitcoin_Core_0.11_(ch_2):_Data_Storage

= OHIOIEHIOIAE Googlel LevelDBE AF2EL. (LevelDB is an open source on—
disk key—value store written by Google fellows Jeffrey Dean and Sanjay
Ghemawat. Inspired by Bigtable, LevelDB is hosted on GitHub under the New
BSD License and has been ported to a variety of Unix—based systems, Mac
OS X, Windows, and Android. https://en.wikipedia.org/wiki/LevelDB)

o=
/
= Bitcoin Core2l GIOIEIHIOIA ZC /
1
bin 2018-03-20 2% oz =0 ',
blocks 2018-03-28 2= Ity E0G ¢
chainstate 2018-03-28 2= oY £4 o
wallets 20180328 2= OZ = - .
| | Jock 2018-03-20 28, LOCK o2 OKB *
| | banlist.dat 2018-03-25 2= DAT I+ 1KB
| ] bitcoin.conf 2018-03-20 2¥_. CONF I+tZ KB
£| debug.log 2018-03-26 2. HAEE 9,960KB
| | fee_estimates.dat 2018-03-28 2% DAT ot¥ 243KB
| | guisettings.ini.bak 2018-03-20 2= BAK ILtY 19KE
| | mempool.dat 2018-03-28 2. DAT ¥ 010KE
| | peers.dat 2018-03-28 2% . DAT ot 4052KB

’
&

index

|| blk00001 dat
| | blk00002 dat
| | blk00003 dat
| ] blk0OO04.dat
| ] blk00005.dat
| | blk00006. dat
| | blk00007.dat

i

139290.1db
141550.1db
144202 |db
147024 1db
147330.1db
147793 |db
148015.1db
148016.1db
148017 1db

Indexing (pointer) 822

o e = = = = e e e e e e e e e = e

f

| | blk00008.dat
| | blk00009 dat
|| blk00010.dat
| | blk00011.dat
| | blk00012 dat
| ] blk00013.dat
| ] blk00014.dat
| | blk00015 dat
| | blk00016.dat

148018.1db
148019.1db

148021.1db
148022 |db
148023 1db
148024 |db
148029.1db
148030.1db

1480201db <«——

g 000109 1db
@ 000151.1db
g oo0152.1db
g 000153 1db
@ 000154 1db
g 000155 1db
@ 000156.1db
g 000157 1db
@ 000160 1db

SX el Raw CIOIHE

g 000161 1db
g 000162 1db
g 000516.1db
g 000517 1db
g 000518.1db
g 000519 1db
g 000520.1db
g 000521 1db
g 000523 1db

E X2l Raw GIOIE. 25 OI0IE, Transaction QIOIEIJI 25 JISZH US.

LevelDB Gl OIE HI 0l A. Unspent
Transaction Output (UTXO) Set2t 0] &
TransactionE2| Chain GI0| &t 0l 2.

4l 77 Blockt TransactionS & & WM At

&l
Se.

Al 77 BlockO| A= m{OICH UTXO setOl
HAE . Spent output2 AHHIE D, ME22

Unspent Output

S =24

- oM o.
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7. Bitcoin Core & Xl ol HIOIE B

=Sxl

X el Iole Ehad

+ Bitcoin Core : 28

» Bitcoin Core= X2 M4, Hell S TSt Jls2S £+=&6HKIQH 2 UF A= =S H Q! &M (Blockchain explorer) 280l CHol & EHEDIZ &

» SEHCIS EMEIA S Olei 2 20| Bitcoin Core AH, 2cl0I1HE &AH0| 2HRE.

» M= bitcoin—qgt —server —datadir=d:WhbitcoinWdata £ & &oli = =11, OleH 2t 20l bitcoind E A& S &. bitcoindZ &l &st L= 22l0|HE F0|AH

bitcoin—cli stop 2E2Z AHE & AlZ&.
My
JWBitcoin=bitcoind —datadir=d:#bitcoinfdata —-printtoconsole D:#Bitcoinzbitcoin-cli —getinfo
20158-03-23 02:50:50 Bitcain Core wersion w0.16.0 (release build)
2018-03-23 02:50:50 InitParameterInteraction: parameter interaction: -whitelistforcerelav=l -> setting —whitelistrela "wersion” : 160000,
2018-03-23 02:50:50 Assuming ancestors of block 0O0O000000CO0000005214481d2d961 898e3d541 6e43359: 1 4569442909d242e0 have "protocolversion”: TOO15,
2018-03-23 02:50:50 Setting nMinimumChainWork=000000000000000000000000000000000000000000f91 c573d570addbeE2 T80 "walletversion”: 159300,
2018-05-23 02:50:50 Using the "ssed’ SHAZRE implementation “balance” 3 AT BOQ00000, T = ==
2018-03-23 02:50:50 Using RdRand as an additional entropy source "blocks” :( 514751 ) «— S 514,751 &
2018-03-23 02:50:51 Default data directory Ci#fUsers#seongiippDat affPoamingBitcoin "timeoffset<-—=F, ol AS.
c018-03-23 02:50:51 Using data directory d:#bitcoin#tdata "cnnnect|nn5 : 8,
2018-03-23 02:50:51 Using config file d:#bitcoinftdatattbitcoin. conf "PrORy "
Z018-03-23 02:80:51 Using at most 125 automatic connections (2048 file descriptors available) "d|ff|culty JAEZEAZ391191 . BE3,
2018-03-23 02:50:51 Using 16 WIiB out of 32/% requested for signature cache, able to store B242858 elements "testnet”: false,
2018-03-23 02:680:51 Using 16 MiB out of 3272 reguested far script execution cache, able to store 524288 elements "kevpoololdest”: 1621473115,
2018-03-23 02:50:51 Using 4 threads for script werification "kevpoolsize™: 1000,
2018-03-23 02:50:51 scheduler thread start "pavtxfes” 0, 00000000,
2018-053-23 02:50:51 HTTP: creating work gueue of depth 16 “relayfee” : 0,00001000,
Z018-03-23 02:50:51 Config options rpcuser and rpcpassword will soon be deprecated. Locally—run instances may remove “warnings®: "
2018-03-23 02:50:51 HTTP: starting 4 worker threads }
D:#Bitcoinzbitcoin-cli getblockocount

2018-03-23 02:51:01 net thread start 514751
2018-03-23 02:51:01 dnsseed thread start
2018-03-23 02:51 :01 addcon thread start D:#Bitcoins
2018-03-23 02:51:01 opencon thread start L
2018-03-23 02:51:01 msghand thread start A
2018-03-23 02:51:02 Imported mempool transactions from disk: 1462 succeeded, O failed, O expire 18-
2018-03-23 02:51:09 Hew outbound peer connected: version: YOO15, blocks=5147A1, peer=i AH 2210|HE
2015-03-23 02:51:12 Loading addresses from DNS seeds (could take a while] _ __
2018-03-23 02:51:13 140 addresses found from DNS seeds >
2018-05-23 02:51:13 dngseed thread exit M|
2018-03-23 02:51:15 MNew outbound peer connected: version: Y0015, blocks=514751, peer=2 W
'y b3

HIEDR

Ol HIERIAS S=He! JI=<l OldH
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7. Bitcoin Core & Xl EX2! Glole &

+ Bitcoin Core : 25 HI2! HIOIE &M

[(—3
- S

D:#Bitcoin=bitcoin-cli aetblockhash 514747
0OD0O00000000000004a1 Vad71 23b0eae9: 150ab f 7951 ad 24c 4ddb adBe o 20606

?ZﬁEitcuin}hitcnin—cli gethlock 0000000000000000004:1 7ad 71 2300282901 5eab {7051 ad2d:

"hash” - "0000O00000000000004:1 Tad?123b0eae9c15cab {7951 ad24c44dbadBec 20606 ,
"confirmations”: B,

“strippedsize”: 952947,

"size”: 1133874,

"weight”: 3992715,

"height”: 514747,

"wersion” o B3EETO91Z,

"wersionHex" : 20000000,
"merkl?rnnt": "B1eB043073668d 32 dbdb f 962072321 bE3054d7A8a0d 45da30003 7§ dd 754 f 76
B -

a6 2cd3ee8e 36020681 21 23683 haccal ddcaebBe f9251dede 0225726 1 GEEED,
22301 c85d4441 5Be9e03e6] ec B0 b334cb B cd 3805453 daleEheb feebbeec

E59 Hl LIS &0l (getblockhash - getblock > getrawtransaction)

~

M
EIﬁBithin>hitcnin—cli getrawtransaction 22301cB5d4441682903e61 ec260f b384chBocd™

:ﬁxiﬂ:: " 22301854 4441682920361 ec 260 b 394 b Becd 73805053 daleBEebPeebbcec ™,
ash™:
"wersion®: 1,
"size”: 339,

" 22301 c85d44416829: 03661 ec260fb394cbBocd 3805453 daleEEeb feebboec ™,

"wgize: 339,
“locktime™: 0,
“win": |

"tuid": ;DEEES&BTTBEECEEBESEBEEHETTEE1E1TH1DD3&dh35&5hE1E1da11EdeEEhd9da",
“wout”:od1,
“scriptSigt:
“asn": "3045022100cdfcad afcchbeoddac T3R5 272 A3 1 1bd1 12062 1 3f 72401 49
“hew": "483045022100cdfcallaf ccbePoddacTa51d81 27220 43ae f 10d1 12062191 T2d0f

“e VT T9abbE2dba f Te2Bac 53440 Bb 10341 5790930a052 1 28795 ecB1bf faedda”,
“7971 DeZdeed5abcb39d f e Se0bbhea TRTE6E2c 26577 62d633Vec0d3b0eed 35657, =
"Bc0d f5529:6290b 8075820198524 72bc 69220 4322 38b58000b 231 aD0e Tdeeb 0", =
" fObcad43666cdde Te0532602d61 Dae 7o5dee 4650530 c 294d05bd0bebe fHE 71347,
“caclch0aE0s f ad0355c395d f 54787301 5041041 eaeela 3B 45d 00552345402,
"B1TE9fBT0a30d AETZE1 Oa2e 0a VBT 895 B9c0297758d 4c7 1 bEc58ed f aBEddBe ™,

"BEZT1 {31 dedB96bE93TEC 4256636534bd 91 2o BE0Th 4655b 3069255 f DachB4ana”,
"b5f 5196349641 afedc2e fOcacte foccadblal 6d0aS9cd592dced 055 fel1 61955847,
“'febedb f895de 1 62bAchbAbBe BEEEC 3aB8d 433286008 bbalBbo aab2 T2 de 41 5554

"time”: 1521770G0E,
"mediantime”: 15217BET1Z,
"nonce”: 1611635483,

"bits": "17514249",
"difficulty”: 3462542391191, 663,
“chainwork”:

"nextblockhash™:

" 000000000000000000000000000000000000000001 555305ae 9c4c 2324001 fcB4 ™
“previoushlockhash” @ " O0000000000000000048:6d5f c56c 1eb435302361 93bdBbecB1 01 cat
" O0000000000000000005d 9276 0258d5d5bed 1 3951 o1 9ec B2 f d4b 1 b532cc

W

> , "éequence"r 4294967295

"twid": "T28120b3bTce8f a084dd b9 Tbeb B3 T2 dae f aPcdeaBBTaZ f eball BOGAdacOT1 ",
“wout ™o o0,
"scriptSigt o
“agm”: "3044022051567e98ee oo 1 23d4041 1 Teekaae f 9e 2062278071 3540026391 Bbc B f
“hew": "4T3044022051567e98eedcc 12304041 1 Yeebaae f Je 2062278071 354bb 26391 Bhe

"éequence": 4794967295
]

“wout” [

‘value': 0,03032331,
n": 0,
"scriptPubKey”: 4
“asm”: "OP_DUP OP_HASH1BO a7fBefadfee3dbe0559d43e 48471 444001 ea3bY OP_EQU
"hex": "T6a314a7{5eBad fee3dbe 05858443 f 48d71 444bb1eadb788ac ™,
“reaqsigsti o1,
“type”: "pubkevhash”,
"addresses” |
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7. Bitcoin Core & Xl & == M Q! CIOIE E44

+ Bitcoin Core API| : Remote Procedure Calls (RPCs)

» Bitcoin Core= JSON-RPC 2IEHIOIAE HI238I22, 2 T2 A (ex : Python)et s JIsE.

" Block Chain RPCs : (M2 i & =X : https://bitcoin.org/en/developer—reference#remote—procedure—calls—rpcs)

Methods Description

GetBestBlockHash returns the header hash of the most recent block on the best block chain,

GetBlock gets a block with a particular header hash from the local block database either as a JS0OM object or as a serialized block, Updated in 0.13.0

GetBlockChaininfo provides information about the current state of the block chain, Updated in 0121

GetBlockCount returns the number of blocks in the local bhest block chain.

GetBlockHash returns the header hash of a block at the given height in the local best block chain.

GetBlockHeader gets a hlock header with a paricular header hash from the local block database either ag g JS0ON ohject or as a serialized block header, New in 0120

GetChainTips returns information about the highest-height block (tip) of each local block chain.

GetDifficulty returns the proof-of-work dificulty as a muliple of the minimum difficulty,

GettdermPooléncestors returns all in-mempool ancestors for & transaction in the mempool, New in 0.13.0

GettemPoolDescendants returns all in-mempool descendants for a transaction in the mempoal, New in 0.13.0

GettdemPoolEntry returns mempoaol data for given transaction (must be in mempoaol), Mew in 0.13.0

GethtdemPoollnfo returns infarmation about the node’s current transaction memory pool, Updated in 0120

GetRawhemPool returns IaII transa:til:unl identifiers (T=IDs) in the memory pool as a JSON array, or detailed information abouwt each transaction in the memaory poal as a
JS0M ohject, Updated in 0.13.0

GetT=0ut returns details about a transaction output, Only unspent transaction ouwtputs (UTX0s) are guaranteed to be available.

GetTxOutProof returns a hex-encoded proof that one or more specified transactions were included in a block, Mew in 0.11.0

GatTOutSatinta retulrns statistics E!bl]ut the confirmed unspent transaction output (UTX0) set. Mote that this call may take some time and that it only counts outputs from
confirmed transactions—it does not count outputs from the mermory pool,

PreciousBlock treats a block as if it were received before others with the same work, New in 0.14.0

PruneBlockChain prunes the blockchain up to a specified height or timestamp, New in 0.14.0

YerifyChain verifies each entry in the local block chain database.

Verity TxOutPraaf .uerifiels that & proof points t.':' one or mare transactions in a block, returning the transactions the proof commits to and throwing an BPC error if the block
iz notin our bhest block chain, Mew in 0.11.0
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Control BPCs

Methods Description
izetinfo prints various information about the node and the network, Deprecated
Hal lists all available public BPC commands, or gets help for the specified BPC, Commands which are unavailable will not be listed, such as wallet BPCs if
H wallet support is disabled.
Stop safely shuts down the Bitcoin Core server,
Mining RPCs
Methods Description

GetBlockTemplate

gets g block termplate or proposal for use with mining software.

Gethininglnfo

returns various mining-related information. Updated in 0.14.0

GetMetworkHashPS

returns the estimated current or historical network hashes per second based on the last n blocks.

PrioritiseTransaction

adds virtual priority or fee to a transaction, allowing it to be accepted into blocks mined by this node (or miners which use this node) with a lower priority
or fee. (it can also remove vidual priority or fee, requiring the fransaction have a higher priority ar fee to be accepted into a locally-mined block.)

SubmitBlock

accepts a block, verifies it is a valid addition to the block chain, and broadcasts it to the netwaork, Extra parameters are ignored by Bitcoin Core but may
be used by mining pools or other programs.

Network RPCs

Methods

Description

AddMode

attempts to add or remove a node from the addnode list, or to try & connection to 3 node once. Updated in 0.14.0

ClearBanned

clears list of banned nodes, New in 0,120

Disconnectode

irmmediately disconnects from a specified node, New in 0.12.0

GetaddedModelnfo

returns information about the given added node, or all added nodes (except onetry nodes), Only nodes which have been manually added using the
addnode BPC will have their information displayed. Updated in 0.14.0

GetConnectionCount

returns the number of connections to other nodes,

GetMetTotals

returns information ahout network trafiic, including bytes in, bytes out, and the current time. Updated in 0.12.0

GetMetwarklnfo

returns information about the node’s connection to the network, Updated in 0.13.0

GetPeerlnfo

returns data about esch connected network node, Updated in 0.13.0

ListBanned listz all banned IPs/Subnets, New in 0.12.0
. sends a P2P ping message to all connected nodes to measure ping time. Results are provided by the getpeerinfo BPC pingtime and pingwait fields as
Fing , , . , . : . , ,
decimal seconds. The P2P ping message is handled in a gueue with all other commands, so it measures processing hacklog, not just network ping.
=etBan attemnpts add or remove a IP/Subnet from the banned list, New in 0120
cetMetworkactive disables/enables all PZP network activity, Mew in 0.14.0
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Raw Transaction PRACs

Methods Description

crestes an unsigned serialized transaction that spends a previous output to a new output with 5 P2PKH or P25H address. The transaction is not stored

CreateRawTransaction in the wallet or transmited to the network,

FundRawTransaction adds inputs to 3 transaction until it has enough in value to meet its out value, New in 0120, Updated in 0.14.0

DecodeRawTransaction decodes a serialized transaction hex string into & J50N object describing the transaction. Updated in 0.13.0

DecodeScript decodes a hex-encoded P25H redeem script,
gets g hex-encoded serialized transaction or a JS0OM obhject describing the transaction, By default, Bitcoin Core only stores complete transaction data

GetRawTransaction for UT®Os and yvour own transactions, so the BPC may fail on historic transactions unless vou use the non-default tzindex=1 in your Bitcoin Core startup
settings, Updated in 0.14.0

SendRawTransaction validates a transaction and broadcasts it to the peer-to-peer network,

SignRawTransaction signs a transaction in the serialized transaction format using private keys stored in the wallet or provided in the call,

Utility RPCs

Methods Description

CreatehultiSig creates a P25H multi-signature address,

EstimateFee estimates the transaction fee per kilobyte that needs to bhe paid for a transaction to be included within & cerain number of blocks, Updated in 0.14.0

EstimatePriarity estimates the priority that & transaction needs in aorder to be included within a certain number of blocks as a free high-priority transaction. Deprecated

Gettdernaryinfo returns information about memory usage.

YValidatedddress returns information ahout the given Bitcoin address, Updated in 0.13.0

Yerifybdessage verifies a signed message.
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Wallet RPCs
Methods Description
ShandonTransaction marks an in-wallet fransaction and all its in-wallet descendants as abandoned. This allows their inputs 1o be respent. New in 0,120
sdd'Witness address adds a witness address for a script {with pubkey or redeemscript known), New in 0.13.0
AddbdultiSigéddress adds a P25H multisig address to the wallet,
Backup'Wallet safely copies wallet.dat to the specified file, which can be a directory or a path with filename,
BumnpFee replaces an unconfirmed wallet fransaction that signaled BBF with a new transaction that pays a higher fee, New in 0.14.0
DurmnpPriviey returns the wallet-import-format (WIP) private key corresponding to an address. (But does not remove it from the wallet.)
Dump'™allet creates or overwrites a file with all wallet kevs in a human-readable format.

encrypts the wallet with & passphrase. This is only to enable encryption far the first time, After encryption is enabled, vou will need to enter the

Encrypti¥allet passphrase to use private keys,

returns the current Bitcoin address for receiving payments to this account, If the account doesnt exist, it creates both the account and a new address

Getsccountdddress for receiving payment, Once a payment has been received to an address, future calls to this BPC for the same account will return a different address,
Deprecated

Getdccount returns the name of the account associated with the given address,

GetaéddressesByAccount returns a list of every address assigned to a padicular account, Deprecated

GetBalance gets the balance in decimal hitcoins across all accounts or for & particular account,

Gethewaddress returns a new Bitcoin address for receiving payments, f an account is specified, payments received with the address will be credited to that account,

GetRawChangeéddress returns a new Bitcoin address for receiving change. This is for use with raw transactions, not normal use.

returns the total amount received by addresses in & particular account from transactions with the specified number of confirmations, It does not count

GetReceivedbyAccount coinbase transactions. Deprecated

returns the total amount received by the specified address in transactions with the specified number of confirmations, It does not count coinbase

GetReceivedByaAddress .
transactions.
GetTransaction gets detailed information about an in-wallet transaction. Updated in 0.12.0
GetlUncorfirmedBalance returns the wallet's total unconfirmed balance.
GetWalletinfo provides information about the wallet,
adds an address or pubkey script 1o the wallet without the associated private key, allowing vou to watch for transactions affecting that address or pubkey
Importéaddress , . , .
script without being able to spend any of its outputs,
. imports addresses or scripts (with private keys, public keys, or PZ5H redeem scripts) and optionally performs the minimum necessary rescan for all
ImportkAult . ;
imports, Mew in 0.14.0
ImpontPrunedFunds imports funds without the need of a rescan, Meant for use with pruned wallets, New in 0.13.0
ImportPriviey adds a private key to vour wallet. The key should he formatted in the wallet import format created by the dumpprivkey BPC,
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Wallet RPCs
Methods Description
impors private keys fram a file in wallet dump file format (see the dumpwallet BPC), These keys will be added to the keys currently in the wallet, This call
Irnportiall et ; , , . .
may need to rescan all or parts of the block chain for transactions affecting the newlv-added keys, which may take several minutes.
K.eyPoolRefill fills the cache of unused pre-generated kevs (the kevpoal).
Listdcocounts lists accounts and their balances, Deprecated
. . lists groups of addresses that may have had their commmon ownership made public by common use as inputs in the same transaction or from being
ListéddressGroupings . .
used as change from a previous transaction.
ListLockUnspent returns a list of tempararily unspendakle (ocked) outputs,
ListBeceivedByAccount ligts the total number of hitcoing received by each account. Deprecated
ListBeceivedByAddress ligts the total number of hitcoing received by each address.
ListSinceBlock gets all transactions affecting the wallet which have occurred since a paricular block, plus the header hash of a hlock at a paricular depth,
ListTransactions returns the most recent transactions that affect the wallet, Updated in 0121
ListUnspent returns an array of unspent trangsaction outputs belonging to this wallet, Updated in 0.13.0
termporarily locks or unlocks specified transaction outputs, & locked transaction output will not be chosen by automatic coin selection when spending
LockUnspent hitcoins, Locks are stored in memary only, so nodes stant with zero locked outputs and the locked output list is always cleared when a node stops or
fails.
hove moves a specified amount from one account in vour wallet to another using an off-hlock-chain transaction. Deprecated
RermovePrunedFunds deletes the specified transaction from the wallet, Meant for use with pruned wallets and as & companion to impodprunedfunds, New in 0.13.0
SendFrom spends an amount from 3 local account to & bitcoin address, Deprecated
Sendkdany creates and broadcasts a transaction which sends outputs to multiple addresses.
SendToaddress spends an amount to 3 given address,
Setdcocount puts the specified address in the given account. Deprecated
SetTuFes gsets the transaction fee per kilobwte paid by transactions created by this wallet,
Signbessage signs a message with the private key of an address.
Signbessage'WithPrivkey signs a message with a given private key, New in 0.13.0
removes the wallet encryption key from memaory, locking the wallet, After calling this method, vou will need to call walletpassphrase again before being
WalletLock . .
ahle to call any methods which require the wallet to be unlocked.
stores the wallet decryption key in mermary for the indicated number of seconds, lssuing the walletpassphrase command while the wallet is already
WalletPassphrase , i ,
unlocked will set a new unlock time that overrides the old one.
WalletPassphraseChange changes the wallet passphrase from ‘old passphrase’ to ‘new passphrase’,
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+ Bitcoin Core API : Remote Procedure Calls (RPCs) — Python 99&

= getblockchaininfo method2 & M Block chain2 AEHE &QI&.

(Als oY -

7—-1.GetBlockChainlInfo.py)

from bitcoin.rpc import RawProxy
import pprint
11 pp = pprint.PrettyPrinter{indent=1)

[sx]

"startTime': 1462868808,
"status': 'active',
"timecut': 1493596388},
"segwit': {'since": 481824,
"startTime': 14791630808,
"status': ‘active’,
"timeout': 151@7edesall,

1# Bitcoin Core API : JSON-RPC J|S AlE

2 Blockchain Info :
3 # Block chainZ2| &HI{ ZMEHE EZIeCh (getblockchaininfo) 1 'bestblockhash”:
4%

5 # TH?|Al @ https://github.com/petertodd/python-bitcoinlib (by Peter Todd)

6 #

74# 2018.5.8 OI0LEH BME (Z4H)
e

G

"blocks': 521632,

: ' BBEEEGRRE0E0EE0000000000000000000000000081aTecBbl8basTateld2fo58",
"difficulty': Decimal{'4822859196164.954"),

521632,

“ ] L] II Ll L Ll
13 # Bitcoin Corell EZ5EHCE Icha}n : 'main’,
i chainwork
14 p = RawProxy()

N . in Ag= o= "headers':
16 # Blockchain HEE Z{H=CH

B

info = p.getblockchaininfo()

;
Wwoca

print{"\nBlockchain Info :")
pp.pprint({info)

L]

"softforks'

Pad B2 B3 B3

W Ra

"'warnings':

In [47]:

"initialblockdownload': False,
‘mediantime’; 1525785259,
‘pruned’: False,

'size on_disk': 198837929245,

: [{'id": "bip34', ‘reject': {'status': True},
{'id': 'bipsg", 'reject': {'status': True},
{'id"': 'bipg&5', 'reject': {'status': True},

'verificationprogress': Decimal('®.9999978769366572"),

'}

In [46]: info[ 'bestblockhash']
Out[46]: 'Gec0ee0000080000083253d202148127d6775%:aldlcd4@3869beed73016c12dd’

‘version': 2},
'version': 3},
'version': 4}],

' BAAAAAREEEEEEEEEER32583d202148127dAT75%aldlc4B3869beed730816c12dd ",
'bip2 softforks': {'csv': {'since': 419323,

» | History log

IPython console
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+ Bitcoin Core API :

(A& M :

Remote Procedure Calls (RPCs) — Python ¢&

7-2.GetBlock.py)

» ESHQY OHXNL ES UHEE X3E. (ES6H + Hell LHY)

1# Bitcoin Core API : JSON-RPC J|S AlH

24 In [62]: block

3 # Block chainZ| OFA|TN =22 == == EHCL out[62]:

4 &# {'bits’ "1745Th53",

s # IHZIA https://github.com/petertodd/python-bitcoinlib (by Pet "chainwork': '6288822002006220000002200000000000000880081bRRdT775a567878968T18746° ,
B i "confirmations': 1,

7# 2018.5.8 OMOFEMH EE (Z43H) "difficulty': Decimal('4822859196164.954"),

A -2 PP "hash': 'G@eeeeoee002800000034d95T1cl12643751a5ale53c958Te3bad7c8dseadadasy’,

9 from bitcoin.rpc import RawProxy "height': 521841,
1@ import pprint "mediantime': 1525711853,
11 pp = pprint.PrettyPrinter(indent=1) 'merklerocot': 'ebS5fTaa82bd323494288838878bb4ad7et81ba20Ted84e2e3decldd5ledeth2Tct’,
17 "nonce’: 2431299782,
13 # Bitcoin Corel| EZEHCH "previcushblockhash': 'eeE0220022080220083C782e53Ta7976chdbl16217358T16h7F8cRR27bETS4528",
14 p = Rawprgxyﬂj "size' 1111384,
15 "strippedsize’: 968634,
16# ZEHY tip (2 2219 hach, height= UHEC} ‘time': 1525714846,

]

tip = p.getchaintips()

19 # E= height

28 height = tip[@][ "height"]

21 bHash = tip[@®][ "hash']

23# 28 HME = height & £ Al 22 HH=C
24 # bHash = p.getblockhash(height)

25

264 £E5 B2E HHEC

27 block = p.getblock({bHash)

28 pp.pprint(block)

["7c2ebcasfedds92f3cdbsdbdf3d45ecdend48bbc?2b5c3738d2b151ffdba@B1a ",
'a2Beeel2Ba2fO6BC548936214533476T44CcB8560352e862b6C42422555e6c098bE " ,
'999568dccc8l47937798836cbc97efe22bba16dbac68a788b54T23819c50eBb1 ",
'875Te2de585b6d@3615c5819ekaT885eeddeat6lie3itabadasb3infts7a68de7de ",
'6654d5aT254d168cd5Te%9ed745b7cadcfe299clc@ddcdbocBai T84e731bo4dcdct”,
'5po@dfchfbcele@Bee@b218c715e1@2c@d718bce7c@d55T1lR5bBeT1382F453dE ",
'25942ec97b54abdbasfo2ffead2d76b@7d3374cE@e36T235CcR806R43C9137bbs ",
'72454d168378b43d9b294259b3cdbS5Tde 1T 7dbaalbdc74775598a5046C0959314 ",
'B52a64144dad@asddtbceala3lbd723dcopdd2darbalbles25b89357174cebed’,
"led?7583c5128ddsTE3d3bb5aa®393ac04176d8e816badbcbal faba9ca@s38d22" ,
'3b8babea2acdba3b83T2753deled45e320858acb52TT3ca2cdecd48924bbichecd’,
'fde87383b61ldEeedd7Tb58T5etlceadaiddatbced283cd7adbbicc3es6atedd?’,
'ecBd2e27B6Eedadbbidlatddab2e?75batds42ded8318ebdddaa3illcbd26e7208 ",
'7ebof3at395feR3d1l3p480d3e@1335724ae58755a42bk3cc3a@87ad38bc4l31b ",
"11fcflfbalccefles7ad3@8alatflo9317ab37ac68b5ddETE@141963a4222177a",

'daS0larfraffRIS8Ffd7aldSrhaRdaShhfEg2tdhAdBfad 3 7@11aal1R8RFEE821 TE5A"

History log [Python console
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(A& W : 7-3.GetHeader.py)

+ Bitcoin Core API : Remote Procedure Calls (RPCs) — Python &&
» ESNAS £2 E=0l0 1,0000HE X28lotl), E5 dd A2t 22X E &0I8 =586, HEE Xt = 581 =.

1 # Bitcoin Core API : JSON-RPC 2|S AlH A | 995 521838 1525712788 Gee0E2800002288000818415937768ddals%eadlfE36823. ..
:# i ' 996 521639 1525712955 GQ02000000000000000213b22c53b4beacadddd4c2onet4. ..
_n == = = 2= MM 71 2Rs 997 52146 1525713801 GE00020000000000883c78ee53Tav7o76cbdble217358F1. ..
Ji i{;c:réralﬁé E”Eljulij ﬂgcwf;mmmm:!r rl L EDFEFE Df‘iu—l Ei 998 521641 1525714846 @OEGEGEEBE0RE08800034d95T1c12643751a5ale53c9587. ..
N oo ST - = bz = - 009 521642 1525715117 GeE0022000020000880665dce731c3T31eafb225c8F 1. ..
s# ECIg0, 182 OILHH M2t miningE EEES HlMEH 2CH € c &a ceTtc
E# - . . . o [1888 rows X 3 columns]
7# IR : https://github.com/petertodd/python-bitcoinlib (by Peter Todd) = 1ppe Jf = u:r|||:‘|E SIHEHS L CF

M T Minin M:’._" = =

o# 2018.5.8 OHt=H BE (=49) BEFOAt =g581 (ZEJ P

e .

11 from bitcoin.rpc import RawProxy o ] o ]

12 import pandas as pd Mining Time Distribution

13 impert numpy as np

14 import matplotlib.pyplot as plt

15 ) 200 1

16 # Bitcoin Corell ZESEMCH

17 p = RawProxy()

18 150 1

19# SEHUZ == M= HH=C

2? n = p.getblockcount() 100

22 # I12 1eelf EE2 HOE HHM B4 AlZE ZEEC

23 header = []

24 for 1 in range(n - 999, n+l): 201

25 bHash = p.getblockhash(i)

26 hdr = p.getblockheader(bHash) ‘ ‘ | i

o b 3 - ! 1 ! D 1 . II 1 1 1

27 helght = hdr[ "height'] 0 1000 15¢m zunu 2500 3000 3500 4000

28 btime = hdr[ 'time"] o =

29 bhash = hdr['hash'] 18T OILHHI LH HEH?’P MiningE EE = 64.85 (%)

3e header.append([height, btime, bhash])

. w || In [B@]:

< - - ' - > History log [Python console
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(& OHY : 7-4.TxDistribution.py)
+ Bitcoin Core API : Remote Procedure Calls (RPCs) — Python ¥ &

» EEXQL X2 EE 2000HE X3l6tD, EE0| L& E Transaction? 22X E &QI8HCH. B2 Transaction = 1,415

pr—

] ] — N 457, 1839, Ipow, /9l, 1ob, o3, 1&ls, loss, 979, L, Zob, &53, 1999, 2379, 2019, |

;i Bitcoin Core API : JSON-RPC J|S AlH 187@, 1869, 1921, 668, 1526, 525, 1756, 79, 515, 1328, 1172, 1139, 1624, 18, 8
, — I I , e 1489, 1877, 1634, 1991, 1911, 1569, 2158, 1288, 1987, 557, 749, 1222, 1119, 115@,

3% Bl“ﬁ_ Czhf‘ﬂll”n—rl OIS = e 20eiS =50, E= T Transaction M2 1731, 1799, 1475, 1584, 1594, 2861, 1862, 2143, 2389, 1723, 1779, 1996, 2834,

a3 EEE ERISHCE 2017, 2347, 2885, 2435, 2822, 2972, 2378, 1878, 2332, 2874, 1943, 1766, 2113,

3E 2136, 1542, 1238]

6# IHF|&l : https://github.com/petertodd/python-bitcoinlib (by Peter Todd)

T# Transaction B = 1415.12

g# 2018.5.8 OHOIEH BE (Z43)

e e e

1@ from bitcoin.rpc import RawProxy

11 import matplotlib.pyplot as plt

12 impert numpy as np

13

14 # Bitcoin Corell EEEHC

15 p = RawProxy()

16

17 # E5HUE =5 M= HH=C

18 n = p.getblockcount()

15

20 # &2 2000 EEE LMHAM Transaction = ERISH}

21 nTx = []

22 for 1 in range(n - 199, n+l):

23 bHash = p.getblockhash(i)

24 block = p.getblock({bHash)

25 nTx.append({len{block[ "tx"]))

26

27 print{nTx)

28 print("\nTransaction B = %.2f" % np.mean(nTx})

29 2000 2500

38 # Histogram= 12 =C}

31 plt.figure(figsize=(8,5)) wl|lIn [4]: W

> History log  IPython console

>

Mumber of Transactions
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+ Bitcoin Core API :

Remote Procedure Calls (RPCs) — Python ¢&

(A& M

: 7-5.Difficulty.py)

» EEH QS X2 Difficulty? H8IE &8 Difficulty= 2016 250U BlolE 2, X2 255H 2016 25 0/ &2 DifficultyE 10004 2 &

1# Bitcoin Core API : JSON-RPC J|S AlE ~ Time Difficulty

2 # 91 28l5-81-18 1931136454487 .716

3 # Block chainZ| Z|Z DifficultyZ| HEE ZHEEMCH Difficul+ = 2016 S=0HCH 92 2018-01-22 22278476385083.628

s BIPDR, ZI2 S22 2016 018 S=0| pifficultyS 100 | BHEFBICE 93 2016-02-04 2603077300215.593

5 # -@2- :

& # IHZ|Al : https://github.com/petertodd/python-bitcoinlib (by Peter Todd) 3: ;gi:':g'?g ;33;:3;3::;’;2;;

o a7 2815-83-29 3452542391191.563

:J; 2131353DHZIP-.-EH %E'Egjj _________________________________________ 98 2018-84-11 351186@552899.72
. . . . a9 28la-84-24 3839316899829.672
18 from bitcoin.rpc import RawProxy 100 2018-05-D8 4022059196164 954
11 import pandas as pd ’
12 import matplotlib.pyplot as plt o
13 from datetime import datetime 1217 Difficulty
14 i 4.0 4 {
15 # Bitcoin Corelfl ZEZE(CH "
16 p = RawProxy() 351 /'}
_,. . 2ZI0|0] 22 =TT 3.0 /1
18 =EH2E =25 M= HH=CH /
19 n = p.getblockcount() 25 - i
20
21# E2 1000 S22 HIEHE DA MY MRS THEC 207 /
22 |:|11"1"1|::ult3-r [] 15 4 J.-'
23i =0 VA
24 while True: 10 1 F
25 bHash = p.getblockhash(n)
26 hdr = p.getblockheader({bHash) 05 I
27 0.0 A m—
28 dt = datetime.utcfromtimestamp(hdr[ "time']) T T T T T T T T
29 st = dt.strftime( ¥y-%m-%d") 2014-12  2015-06 2015-12 2016-06 2016-12 2017-06 2017-12 2018-06
38
31 difficulty.append([st, hdr[ difficulty']]) In [70]: |
32 A

e OF 7% T 525 OIQPrL nierioels agie SE CHOIE QNI IS v| History log  IPython console
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+ Bitcoin Core API : Remote Procedure Calls (RPCs) — Python 99&

« 8 TH MemPool0ll X && Transaction2] &Ml CIOIEHE X35 &

(alg MY : 7-6.MemPool.py)

Bitcoin Core API : JSON-RPC 2= AlE

ron

tCk

HIl MemPoolll 5= Tranzactions TE|

[, [ N WY % T B

=17

https://github.com/petertodd/python-bitcoinlib (by Peter Todd)

(s3]
HOH OH OH O OH H

.

-

wWoca

from bitcoin.rpc import RawProxy
import pprint
pp = pprint.PrettyPrinter(indent=1)

|
[sx]

# Bitcoin Corell E&EHCH
p = RawProxy()

[ TN B S WY S ]

# MemPooll| Sl= Tx MEE EDUEC
mem = p.getmempoolinfol)
print{"\nnNumber of Tx

|
]

, mem[ 'size'])

;
Wwoca

L]

# MemPooll| Sl=TxidE ZE|EHCL
memTxid = p.getrawmempocl()

# MemPooll| Bl= T GIOIE] 102 2F &M HIDIEHE == ECH
i=8
for tx in memTxid:

# MemPoolll SlE Txidl &Ml HIDIEZ LH=Ch

memTx = p.getmempoolentry(tx)

rawlx = p.getrawtransaction(tx)

print{"\nTXID :", tx)

pp.pprint(memTx)

print({"‘\nRaw TX :")

print({rawTx)

L]

=] ol pa
(]

wWoCa

[N WY R Wy 6 T L O S T S R S
[sx] o

ka =

Mumber of Tx : 3824
TXID : T5bbdd4483a2e7?3a3acdl39e8Teddd390872cb9cafcbh223dcdantbbdade3ed2f3b
{'ancestorcount': 1,

'ancestorfees': 2088088,

‘ancestorsize': 225,

"depends': [],

‘descendantcount’: 1,

'descendantfees': 2ppgea,

'descendantsize’: 225,

"fee': Decimal('@.@8208008"),

"height': 521787,

'modifiedfee’: Decimal('e.B02000008" ),

‘size': 225,

"time': 1525755649,

"wtxid': 'fSbbdd4483a2e73a3acdl3fed3fed4d59872ch9calcbh223dcd4asthbiadelen2f3ib’}

Raw TX :
gleaapaeelach2ed8bbdfabf788aTEbE78a95132c337d7b5aclecafSThllbodeded25cccac@lapaa
BRGad7 344822827 cabadbhiSdcaad®oedsled493T13b3466204d684384c9035087368T25815T4daa 2
287127834cB0a928d7cT2f 986362 Tbbde7e817da91lc279ed4dc83blag@ve73ba7edl21e37bf71lea?
d95556al17cef5ae7899c3d4clT@@aa?19d3Raada3i748148la3edlfaaftefffiffez4ecll3z2e08000
BR1976a914842439e27819a5baTheatafd77eebld2cat9afbedtacs@cecadfa308888081976a914b3
86350126ae56T50ada9b38ced3ecedselfe2laddacebfoaree

THID : @b4da?s7fc5a6279351b216821a3bccl982ad978e4]1 c@9deddRdbbafa9e68a48
{'ancestorcount': 1,

'ancestorfees': 169588,

‘ancestorsize': 225,

"depends": [],

History log [Python console
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+ Bitcoin Core API : Remote Procedure Calls (RPCs) — Python &

» B HE5E LEE9 FE2E X3|E.

IP =4, =1

nt
o

(0
=

HIEDOI P2P ZRES HAIX 2 S8 HoIg 4+ Y

0/

: 7-7.GetPeerInfo.py)

Bitcoin Core API : JSON-RPC 2= AlH

Al S U =22 LS EE|EC

W Ra

a

s

IHZIA = http

://github. com/petertodd/python-bitcoinlib (by Peter Todd)

-] n
MK OB H OB OB H

\woco
I

from bitcoin.rpc import RawProxy
import pprint
pp = pprint.PrettyPrinter(indent=1)

]

# Bitcoin Corelfl TZEICL
p = RawProxy()

F
[, [ N WY T

EH ZE2 peer T=E=2 HEE
17 peer = p.getpeerinfo()

18 print{"\n\nNumber of Nodes :"
19 print({"%n")

28 pp.pprint(peer)

I
[
H

2101310,

» len(peer))

Mumber of Nodes : 8

[{'addnode': False,

"addr': "77.173.189.58:8333",

"addrbind’: '192.168.8.9:7352",

"addrlocal': '118.32.168.221:7352",

"banscore': @,

"bytesrecv': 2787961,

"bytesrecv_per_msg': {'addr': 35852,
"block': 1123984,
"cmpctblock”:
‘feefilter': 32,
'getdata': 5852,
‘getheaders': 1821,
"headers': 212,
"inv': 318822,
"notfound’: 18372,
'ping': 1928,
'pong': 1928,
"sendcmpct': 66,
"sendheaders’: 24,
"tx': 1129218,

'verack': 24,
'version': 128},

"bytessent': 525563,

"bytessent_per_msg': {'addr': 6185,
‘feefilter': 32,
'getaddr': 24,
‘getdata': 111793,
‘getheaders': 1821,

72196,

History log [Python console
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A el CloIE &4

+ Bitcoin Core API :

= Miner 0| MemPoolUl A HIOIE & 442 (Fee per bytes)J} =2 TxS

=< o
== EjI_J

= 22 25 TS

Remote Procedure Calls (RPCs) — Python &

o
=

fu=oz

S&HGIH 22
Input2 UTXOSt Outputll valueE 0|E5t0 FeeE HAtGHL], Tx sizeZ LI HIOIE

Ol Z&ADIE

[
A
AL
%}-T

4

14# Bitcoin Core API :

23

3 # Minerdt
4% - .'-'.inE =
s# - Bt =

B #

J# 2818.5.11
g# 0HOIEH EE
Of ----mmmm -

18 from bitcoin.rpc import RawProxy
.pyplot as plt

11 import matplotlib
12

13 # Bitcoin Corelf|
14 p = RawProxy()

15

16 def getUtxo(x, n):
17 tt =
18
19
2% EEH2 +ip ¢
21 tip =
22

23 # ORRIES
24 height =
25 bHash
26 block
27

Py
=

=2z2 ol
== =

tip[@][ ha

28 # OFRI2 2= T.aE H=Ch

289 nTx =
38

len(block[ 't

31 T TRIZ ZHIEAH FeeES HILFECL

H& 3k

p.getrawtransaction(x, True)
return tt["vout"][n][ "value"']

p. getchalntlps{}

H=Ct
tip[@][ "height']

p.getblock(bHash)

1S0N-RPC 2= AlE ~
Block Height

o310},
Humber of Tra

= 1,2 oMzoz 22H E
ez SIHIAHM fee per

= 522814
nsactions = 2113

Transaction Fee per bytes

800 -

Fee (satoshi)

32| hash, heightE SHZECH

sh']

In [15]:
1) [15]

{Coinbase Tx= || <€

50

104 150

Tx number

200

Accumulated Transaction Fee per bytes

35000 4

30000 4

25000 4

20000 4

15000 1

10000 4

Accumulated Fee (satoshi)

5000 -

™ Fee= X A
£ 5 Sizedl HE£5 Fe
SolotLt JI120|= ZAE

313
=.

@
-

i

150 200 250

Elock size

100

>
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secp256k1 : http://www.secg.org/sec2-v2.pdf

Bitcoin Developer Reference : https://bitcoin.org/en/developer-reference

Bitcoin Developer Guide : https://bitcoin.org/en/developer—guide

Bitcoin Improvement Proposal (BIP) : https://github.com/bitcoin/bips/blob/master/README.mediawiki
Bitcoin Script Language : https://en.bitcoin.it/wiki/Script

Bitcoin Core : https://bitcoin.org/en/bitcoin—core/

pybitcointools (by Vitalik Buterin) : https://pypi.python.org/pypi/bitcoin

Blockchain explorer : https://blockchain.info

P2P Protocol Analyzer (Wireshark) : https://www.wireshark.org/

HERC HEAA} =22 MIC! J1=2] 0lal — Copyright (C) 2018-2019. blog.naver.com/chunjein All rights reserved.

219



