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RETHINKING TABULAR SYNTHETIC DATA GENERA-
TION FOR IMPROVING FINANCIAL FRAUD DETECTION:
NEW CHALLENGES IN THE BANKING SCENARIOS

Dae-Young Park & Songyi Hwang In-Young Ko

Al Innovation Center School of Computing

Financial Security Institute (FSI) Korea Advanced Institute of Science and Technology (KAIST)
{ma inthread, songyih}@fsec .or.kr ikofkaist.ac.kr

ABSTRACT

Tabular synthetic data generation has become crucial for more accurate financial
fraud detection in the banking sector, especially where there are data privacy regu-
lations such as General Data Protection Regulation (GDPR) restrict access o orig-
inal datasets. In this study, we investigate and analyze two critical yet unexplored
challenges that hinder the effectiveness of financial fraud detection models trained
on the generated tabular synthetic data. First, we define the TSDG challenge,
where the performance of fraud detection models trained on tabular synthetic data
significantly declines as the intensity of two key data characteristics increases —
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Comparison of Fraud Detection Success Cases by Fraud Type
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