{huang.hsiuyuan}@stu.pku.edu.cn, {yytpku, sanwoo, wuyf}@pku.edu.cn, {1120210536}@bit.edu.cn

arXiv:2410.15326v1 [cs.CL] 20 Oct 2024

A Survey of Uncertainty Estimation in LLLMs: Theory Meets Practice

Hsiu-Yuan Huang'!?, Yutong Yang'2, Zhaoxi Zhang'*, Sanwoo Lee'?, Yunfang Wu

1,2

!National Key Laboratory for Multimedia Information Processing, Peking University
2School of Computer Science, Peking University, Beijing, China
3School of Computer Science & Technology, Beijing Institute of Technology, Beijing, China

Abstract

As large language models (LLMs) continue
to evolve, understanding and quantifying the
uncertainty in their predictions is critical for
enhancing application credibility. However, the
existing literature relevant to LLM uncertainty
estimation often relies on heuristic approaches,
lacking systematic classification of the meth-
ods. In this survey, we clarify the definitions of
uncertainty and confidence, highlighting their
distinctions and implications for model predic-
tions. On this basis, we integrate theoretical
perspectives—including Bayesian inference, in-
formation theory, and ensemble strategies—to
categorize various classes of uncertainty estima-
tion methods derived from heuristic approaches.
Additionally, we address challenges that arise
when applying these methods to LLMs. We
also explore techniques for incorporating un-
certainty into diverse applications, including
out-of-distribution detection, data annotation,
and question clarification. Our review provides
insights into uncertainty estimation from both
definitional and theoretical angles, contribut-
ing to a comprehensive understanding of this
critical aspect in LLMs. We aim to inspire the
development of more reliable and effective un-
certainty estimation approaches for LLMs in
real-world scenarios.

1 Introduction

As large language models (LLMs) continue to pro-
liferate across various applications, understanding
and quantifying their uncertainty has become in-
creasingly important. Uncertainty estimation pro-
vides valuable insights into the confidence of model
predictions, which is crucial for decision-making in
high-stakes fields such as medical diagnosis (Fox,
1980; Simpkin and Schwartzstein, 2016), where in-
correct predictions can have serious consequences
(Alkaissi and McFarlane, 2023; Shen et al., 2023).
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Moreover, uncertainty estimation can play a crit-
ical role in mitigating hallucinations in LLMs by
providing an indication when answering questions
outside their knowledge boundary (Li et al., 2023;
Huang et al., 2023; Xu et al., 2024). Without effec-
tive measures of uncertainty in transformer-based
systems, relying on generated language as a trust-
worthy source of information becomes difficult
(Kuhn et al., 2023).

Despite the mature theoretical frameworks and
practical applications for uncertainty estimation es-
tablished in machine learning, these frameworks
are typically model-specific (Banerjee et al., 2024)
or may not be adaptable to emerging LLMs due
to two main factors. First, LLMs encompass an
immense number of parameters, which makes the
computational costs of traditional uncertainty esti-
mation methods prohibitively high (Arteaga et al.,
2024). Second, the widespread use of commer-
cial black-box API models complicates matters fur-
ther, as these models often lack transparency and
provide no access to internal parameters or output
probabilities (Xiong et al., 2024). As a result, tradi-
tional uncertainty estimation approaches become
impractical (Lin et al., 2024). Therefore, there is
an urgent need for a new, generalized, and reliable
uncertainty estimation scheme tailored for LLMs.

Recently, there have been several review articles
on uncertainty estimation methods (Gawlikowski
et al., 2023; Geng et al., 2024). However, many
of these papers explore uncertainty estimation in
a heuristic manner, focusing on issues like hallu-
cination (Zhang et al., 2023b), or may not clearly
differentiate between confidence and uncertainty,
which can lead to misunderstandings in the field.

We argue that grounding these methods in a clear
theoretical framework is crucial for helping readers
fully understand the concepts and inspiring future
researchers to address the challenges mentioned
above. Therefore, this review aims to bridge that
gap by offering a more theory-driven exploration



of uncertainty estimation methods.

We begin by clarifying some easily confused
concepts (Section 2). Next, we introduce the cor-
nerstone of uncertainty estimation: Bayesian infer-
ence (Section 3). These methods rely on modeling
the distributions of model parameters, which makes
them not directly applicable to LLMs. However, it
is still possible to indirectly incorporate Bayesian
ideas for uncertainty estimation through various
approximation techniques, often heuristic in na-
ture. Following this, we discuss ensemble strategy
(Section 4), a non-Bayesian approach commonly
used to approximate distributions, and we tailor
this concept specifically for LLMs. Then, we il-
lustrate the uncertainty in LLMs through the lens
of information theory (Section 5), using entropy,
perplexity, and mutual information. Additionally,
we explore existing verbal-based approaches to un-
certainty estimation from the perspective of lan-
guage expression (Section 6), a unique character-
istic of LLMs. These multi-faceted perspectives
allow us to present a comprehensive understanding
of uncertainty estimation in LLMs, bridging the
gap between theoretical foundations and practical
methods. In Section 7, we demonstrate the task
highly related to uncertainty. Figure 1 provides an
overview of the article’s structure.

2 Preliminary

2.1 Uncertainty: Aleatoric vs. Epistemic

According to Kiureghian and Ditlevsen (2009),
there are two main types of uncertainty: epistemic
(systematic) uncertainty that is caused by exceed-
ing knowledge boundaries or lack of data, which
can be reduced by expanding the training data;
aleatoric (statistical) uncertainty that captures the
inherent randomness within the experiment, which
is inevitable in nature.

Although there is no consensus on whether these
two types of uncertainty (epistemic and aleatoric)
should be strictly separated in machine learning
(Hiillermeier and Waegeman, 2021), clarifying the
distinction can help us better understand the chal-
lenges of uncertainty estimation in LLMs. (1)
Since the training data for LLMs is either un-
known or too vast to retrieve realistically, confirm-
ing whether a specific piece of knowledge falls out-
side the model’s learned scope is impractical, mak-
ing the evaluation of epistemic uncertainty difficult.
(2) Additionally, the varying decoding strategies
used in LLM generation complicate the evaluation

of aleatoric uncertainty, as the noise inherent in the
generation process is harder to quantify.

According to Lambert et al. (2024), many exist-
ing uncertainty estimation works (61.95%) assess
total uncertainty rather than distinguishing between
specific types. This paper primarily addresses total
uncertainty, however, we also highlight the impor-
tance of differentiating between uncertainty types
in specific contexts, such as question clarification
(Section 7.3). It is worth noticing that in the realm
of LLM, addressing and mitigating epistemic un-
certainty should be our ultimate goal. A reliable Al
assistant should be able to recognize when a situa-
tion exceeds its knowledge boundaries and either
prompt human intervention or refuse to provide
answers.

2.2 Differences: Uncertainty vs. Confidence

Uncertainty and confidence are distinct yet inter-
related aspects of model evaluation, particularly
in LL.Ms. While some researchers suggest that in-
creased uncertainty correlates with decreased con-
fidence (Geng et al., 2024; Xiao et al., 2022; Chen
and Mueller, 2023), this view lacks a clear distinc-
tion between the two concepts. Following Lin et al.
(2024), for P(Y'|x) = N(u, 02), o2 represents un-
certainty, while confidence in output Y = yq is
expressed as ——£. For instance, in a classifica-
tion task, low uncertainty signifies a dominant class
probability, which correlates with high confidence.
However, high confidence does not necessarily im-
ply low uncertainty, as the probabilities of other
classes contribute to the overall uncertainty.

In brief, uncertainty refers to the overall out-
put distribution, indicating the variability in poten-
tial predictions, whereas confidence pertains to a
specific prediction, denoting the likelihood of that
output (Manakul et al., 2023). The existing works
mainly focus on aggregating multiple responses to
get the most accurate answer, as shown in Section 4,
than focus on one particular prediction. Therefore,
we argue that “uncertainty” is a more precise term
than “confidence” in the context of estimation. In
this article, we emphasize uncertainty estimation.

3 Uncertainty Estimation with Bayesian
Inference

The Bayesian theory is crucial for estimating uncer-
tainty, as most methodologies draw upon concepts
derived from Bayesian theory to varying degrees.
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Figure 1: Taxonomy of uncertainty estimates. Blue nodes stand for white-box-LLMs-only methods, while green
nodes stand for methods suitable for black-box LLMs as well.

3.1 Bayesian Neural Networks

Bayesian Neural Networks (BNNs) estimate the
posterior distribution of weights p(w|D) based on
training data D, which is crucial in Bayesian infer-
ence as it represents the updating of beliefs about
model weights with increasing data (Shridhar et al.,
2019). By taking the expectation over the poste-
rior, BNNs calculate the predictive distribution of
label y given input x as E,,py [P(y|z, w)], ef-
fectively incorporating uncertainty into their pre-
dictions. In contrast to traditional Deep Neural
Networks (DNNs) that rely on point estimates, typ-
ically optimized via maximum likelihood or maxi-
mum a posterior estimation, BNNs provide a more
comprehensive view of model uncertainty.

3.2 Approximate BNN Methods

While BNNs provide a principled framework for
uncertainty estimation, the complexity and com-
putational cost of obtaining the exact posterior is
often unacceptable. To address this, approximate
BNN methods have been developed to efficiently
approximate the posterior distribution.

Variational Inference Variational Inference (VI)
is a crucial approach for estimating model uncer-
tainty (Graves, 2011), which involves constructing
a simpler variational distribution to approximate
the true posterior (Jordan et al., 1999). Theoreti-
cally, the Kullback-Leibler (KL) divergence (Kull-

back and Leibler, 1951) measures the difference
between these two distributions. However, comput-
ing the KL divergence directly is often intractable.
Instead, the Evidence Lower Bound (ELBO) (Jor-
dan et al., 1999) is more commonly employed to
approximate the posterior.

Deep Gaussian Processes Deep Gaussian Pro-
cesses (DGP) are flexible, non-parametric mod-
els that leverage Bayesian inference to predict out-
comes by estimating posterior distributions from
prior data (Iwata and Ghahramani, 2017). Liu et al.
(2020) introduces the concept of distance aware-
ness, which measures the similarity between in-
ference samples and training data. While DGPs
are adaptable and perform well with small datasets,
they come with high computational costs and scal-
ability challenges. Moreover, the choice of kernel
function is critical and requires careful tuning to
optimize performance. DGPs are adaptable and
perform well with small datasets but are computa-
tionally expensive and challenging to scale. The
choice of kernel function is critical and requires
tuning experience.

Markov Chain Monte Carlo Markov Chain
Monte Carlo (MCMC) generates samples that ap-
proximate posterior distribution by constructing a
sequence of states in a Markov chain. Each new
state relies solely on the current state, ensuring that
the process retains the Markov property. As the



chain progresses, the samples converge to the de-
sired posterior distribution. Xiao and Wang (2018)
applies MCMC in the context of semantic segmen-
tation, demonstrating its utility.

3.3 Takeaways

BNNs’ inference provides both mean and variance,
which are helpful in tasks needing high-confidence
predictions like autonomous driving and medical
diagnosis. Although BNNs offer a flexible frame-
work for defining priors, selecting an appropriate
prior for specific tasks remains challenging. Noise
Contrastive Priors (NCP) (Hafner et al., 2019) pro-
poses a method by adding noise to input data using
a prior, and a wide distribution as the output prior.
Considering the resource requirements, variational
inference is the most ubiquitous method.

4 Uncertainty Estimation with Ensemble
Strategies

Ensemble methods offer a robust framework to en-
hance predictive performance and, more pertinent
to our focus, to provide uncertainty estimations. In
this section, we summarize three mainstream ap-
proaches for integrating model outputs to assess
uncertainty, including variance-based, consistency-
based and similarity-based ensemble techniques.

4.1 Variance-Based Ensemble

Ensemble-based methods for DNNs measure uncer-
tainty by leveraging the diversity of predictions gen-
erated by multiple model versions under slightly
varied conditions (Fadeeva et al., 2023). Specifi-
cally, the variance between the predictions of the
individual predictor can be seen as a natural ve-
hicle for uncertainty estimation, with higher dis-
agreement indicating higher uncertainty. The final
prediction is calculated by averaging each model’s
output (Lakshminarayanan et al., 2017), using:

M
plylx) =M1 po,, (ylx,0m) M

m=1

where M indicates the set of models, and the vari-
ance can be calculated as :

or(x) =M1 (07, (%) + s, (x) — pi(x) (2
Monte Carlo Dropout Dropout (Srivastava et al.,
2014) is a widely used regularization technique in
neural networks, designed to prevent overfitting
during the training phase by randomly discarding a

fraction of neurons. Monte Carlo Dropout (MCD)
(Gal and Ghahramani, 2016a) extends this concept
to the inference phase. By retaining the dropout
mechanism during inference and randomly drop-
ping neurons at each iteration, MCD generates mul-
tiple output samples. These samples can then be
used to estimate the variance of the predictive distri-
bution, providing valuable insights into the model’s
uncertainty regarding its predictions.

Deep Ensemble Deep Ensemble, introduced by
Lakshminarayanan et al. (2017), has emerged as a
state-of-the-art method for uncertainty estimation.
Unlike traditional single-model approaches, Deep
Ensemble leverages multiple models trained inde-
pendently on either randomly sampled subsets or
the entire dataset (Lakshminarayanan et al., 2017).

Batch Ensemble Batch Ensemble (Wen et al.,
2020), a more lightweight and parallelizable variant
of deep ensemble, introduces the concepts of “slow
weights” and “fast weights.” The slow weights
serve as the base weights, while the fast weights
provide modifications to these base weights, allow-
ing Batch Ensemble to be effectively employed
with LLMs (Arteaga et al., 2024).

4.2 Consistency-Based Ensemble

Research has shown that higher predictive uncer-
tainty is associated with an increased likelihood of
hallucinations (Xiao and Wang, 2021). Uncertainty
estimation methods for black-box LLMs largely
rely on heuristic approaches to mitigate hallucina-
tions, linking uncertainty to both confidence and
hallucination scores (Zhang et al., 2023a; Manakul
et al., 2023). We propose framing these heuristic
methods within uncertainty estimation approaches
from an ensemble perspective by focusing on how
to evaluate response consistency, without strictly
distinguishing between these concepts.

Vanilla Methods Inspired by Chen and Mueller
(2024), we categorize methods for deriving uncer-
tainty estimates from user observations of LLM
responses as vanilla methods. The idea that an-
swer consistency reflects uncertainty in LLMs is
supported by Wang et al. (2023), who propose self-
consistency (or temperature sampling) and find
that consistency correlates highly with accuracy.
This suggests that low consistency indicates un-
certain and therefore confers some ability for the
model to “know when it doesn’t know”. Cole et al.
(2023a) introduced two metrics—repetition and di-



versity—to measure consistency. Let O denote the
outputs of the LLM, O, represent the greedy out-
put, and S be the set of sampled outputs. Repetition
is expressed as:

[fo€ S|o= 04}
5]
Diversity, inversely proportional to the number of

distinct samples, is defined by:

Repetition = 3)

5|

| Distinct(S)| @

Diversity =1 —

Here, | Distinct(S)| is the count of unique sam-
ples in S; a value of zero is assigned if all sam-
ples are distinct. Additionally, Huang et al. (2024)
framed uncertainty quantification in LLMs as a
binary problem, where the LLM inconsistency is
considered to be uncertain and vice versa certain
after a definite number of samplings.

Adversarial Methods Maximizing diversity
among individual networks is crucial when apply-
ing ensemble methods (Lakshminarayanan et al.,
2017; Renda et al., 2019; Gawlikowski et al., 2023).
The adversarial methods we summarised build
upon vanilla approaches by adding a twist of ad-
versarial components, which increase variability in
LLM responses. Zhang et al. (2024a) introduce
a mechanism that perturbs semantically equiva-
lent questions to evaluate the consistency of LLM
responses across variations of the same question.
Additionally, Huang et al. (2024) inject correct
and incorrect labels, respectively, into the prompt
during sampling, in addition to using the vanilla
method. The uncertainty level is then determined
by the LLLM responses’ consistency across three
samplings for each instance. If the results are con-
sistent, the model is classified as certain; otherwise
uncertain.

Re-Verified Methods The biggest difference
between re-verified and other consistency-based
methods lies in the round of interactions. These
methods check the LL.M’s consistency by having
the LLM itself, or another model, answer a closed-
ended fact-checking question. While they are typi-
cally designed to mitigate LLLM hallucinations, they
can also be regarded as a means of evaluating con-
sistency. Manakul et al. (2023); Chen and Mueller
(2024) instructed the LLM to evaluate its response
by selecting from a limited set of options, such as
A) Correct, B) Incorrect, or C) Unsure, and then
a numerical score is assigned to each option, and
the average score across multiple rounds of such

verification questions is computed to determine the
LLM’s uncertainty for each instance.

4.3 Similarity-Based Ensemble

These methods, proposed by Lin et al. (2024), cal-
culate the similarity between multiple responses
to indirectly quantify the dispersion of model out-
puts. Compared to consistency-based methods,
similarity-based approaches offer a more continu-
ous measurement of uncertainty, as the similarity is
derived from the predicted probabilities of an off-
the-shelf Natural Language Inference (NLI) model
rather than by assigning values to different vari-
ables and averaging them. Lin et al. (2024) used
a small NLI model to divide the semantic set of
responses, where the predicted probabilities are
viewed as the similarity. With the similarity be-
tween each answer obtained by the NLI model, we
can construct the adjacency matrix. Then, the sum
of eigenvalues of the graph Laplacian (EigV), de-
gree matrix, and eccentricity can be calculated. For
more detail, please refer to Lin et al. (2024).

4.4 Takeaways

Monte Carlo Dropout (Gal and Ghahramani,
2016b) and Deep Ensembles (Lakshminarayanan
et al., 2017) are two classical white-box variance-
based ensemble techniques that efficiently approx-
imate Bayesian inference for uncertainty estima-
tion. However, modifying multiple models can be-
come prohibitively expensive (Lakshminarayanan
et al., 2017), especially as the number of param-
eters scales up with LLMs, which renders these
techniques primarily applicable in theory rather
than practice for LLMs. In contrast, Batch En-
semble provides a practical solution to address this
challenge.

As for the consistency or similarity based ensem-
ble methods, they estimate uncertainty by evaluat-
ing the consistency or similarity of responses across
multiple samples. While relatively straightforward,
these methods come in various forms, each offering
unique perspectives on uncertainty.

5 Uncertainty Estimation Based on
Information Theory

Shannon established the foundations of information
theory by integrating the principles of probability
theory with the quantification of information, sig-
nificantly impacting various fields, including ma-
chine learning. This section explores uncertainty



estimation in LLMs from the information theory
point of view.

5.1 Entropy

For classification tasks, entropy indicates the de-
gree of dispersion in the distribution of the model’s
predictions for a given input (Wang et al., 2022;
Malinin and Gales, 2018), which can be present in:

H(X) == p(z:)logp(x:) ®)
=1

where p; is the model’s prediction probability for
category ¢. The higher the entropy value, the more
uncertain the model’s prediction. Quantifying un-
certainty across an entire sequence in text genera-
tion tasks using LLMs is more complex. Kadavath
et al. (2022) use the probability of the complete se-
quence to compute Predictive Entropy (PE). Given
an input x and a generated sentence s consisting of
N tokens, where s is a completion based on z, the
probability of generating the ¢-th token s; given the
preceding tokens s.; and the prompt x is denoted
as p(z; | s<i, x). The PE of the entire sentence s
is given by:

PE(s,x) = —logp(s|lz) = Y —logp(sils<i, @) (6)
This token-level measure is commonly used as a
baseline for assessing uncertainty.

However, free-form text generation presents
unique challenges due to semantic equivalence,
where different sentences can convey the same
meaning. This can lead to inflated uncertainty es-
timates at the token level because different tokens
might represent similar meanings. To address this,
Semantic Entropy (SE) has been proposed (Kuhn
et al., 2023). SE enhances token-level measures by
clustering sentences into equivalence classes based
on their semantic similarity and computing entropy
over these classes:

SE(x) = - p(c|z) log p(c|x) ™

where c denotes an equivalence class of semanti-
cally similar sentences.

Recent work by Duan et al. (2024) highlights
that not all tokens contribute equally to the un-
derlying meaning, as linguistic redundancy often
allows a few key tokens to capture the essence of
longer sentences. To improve uncertainty estima-
tion, Duan et al. (2024) introduce SAR (Shifting
Attention to Relevance), a heuristic method that

adjusts attention to more relevant components at
both the token and sequence levels.

5.2 Perplexity

Perplexity is a widely used metric for evaluating
the readability and accuracy of text generated by
LLMs, which is calculated by exponentiating the
average cross-entropy loss. It can be understood
as a measure of how surprised the model is when
evaluating a sequence of tokens (Mora-Cross and
Calderon-Ramirez, 2024). A higher perplexity
value indicates that the model assigns a more dis-
persed probability distribution, signifying greater
uncertainty about the next word. Therefore, per-
plexity can also serve as an indicator of LLLM un-
certainty. Margatina et al. (2023) uses perplexity to
evaluate the uncertainty of each in-context exam-
ple and select those with the highest perplexity as
few-shot data for in-context learning (ICL).

5.3 Mutual Information

A basic result from information theory shows that
Shannon entropy can be additively decomposed
into conditional entropy and mutual information
(Ash, 1965):

H(Y) = H(Y|O) + I(Y, 0) ®)

Conditional entropy H (Y'|©) represents the un-
certainty remaining in Y when the realization of
© is known, and it naturally serves as a measure
of aleatoric uncertainty. Thus, mutual information,
which captures the difference between total uncer-
tainty and aleatoric uncertainty, serves as a measure
of epistemic uncertainty (Depeweg, 2019).

Malinin (2019) posits that mutual information
measures the ’disagreement’ between models in
an ensemble, and therefore reflects epistemic un-
certainty, which arises from the model’s lack of
understanding of the data. However, Wimmer et al.
(2023) argue that mutual information is better inter-
preted as a measure of divergence or conflict rather
than ignorance, may not be the right measure of
epistemic uncertainty.

5.4 Takeaways

Notably, information-based methods require ac-
cess to token-level probabilities from LLMs, which
makes them unsuitable for current black-box LLMs
or API models. A potential solution is to utilize
white-box LLMs as surrogate models to provide
these probabilities. Shrivastava et al. (2023) demon-
strates that probabilities from weaker white-box



surrogate models can effectively estimate the inter-
nal confidence levels of stronger black-box models,
such as GPT-4, and outperform linguistic uncer-
tainty measures.

6 Uncertainty Estimation Using
Language Expressions

By training on vast amounts of natural language
data, current LLMs are able to produce language
that closely approximates human speech. A key as-
pect of human intelligence lies in our capability to
express and communicate our uncertainty in a vari-
ety of ways (Cosmides and Tooby, 1996). Unlike
uncertainty in the statistical sense, which relates
to the degree of dispersion in output, this section
examines LLM’s uncertainty through the lens of
naturalistic expressions.

This scope of research focuses on prompting
LLMs to explicitly articulate their level of uncer-
tainty alongside their responses. Lin et al. (2022)
introduces the concept of verbalized confidence
that prompts LLMs to express its uncertainty using
natural language for representing degrees. Tian
et al. (2023) proposes prompting LLMs to generate
the top-k guesses and their corresponding confi-
dence for a given question. Xiong et al. (2024)
proposes Self-Probing which is to ask LLMs “How
likely is the above answer to be correct?”” and have
them verbalize its uncertainty in the form of the
numerical number in the range of 0-100%.

It is important to note that the conclusions re-
garding uncertainty estimation in this section vary
by methods, tasks, evaluation metrics, and mod-
els, and these findings should be interpreted within
their specific context. Xiong et al. (2024) conducts
an empirical assessment of zero-shot verbal-based
methods across different sampling and aggregation
strategies, revealing that LL.Ms often exhibit over-
confidence. This overconfidence can be mitigated
by employing prompting strategies, such as zero-
shot Chain of Thought (CoT) (Kojima et al., 2022).
However, Tian et al. (2023) reaches an opposite
conclusion, indicating that CoT does not enhance
verbalized calibration. Additionally, research has
shown that the accuracy of verbal-based uncertainty
estimation varies by task. For instance, in senti-
ment analysis, models tend to be underconfident,
while overconfidence is observed in tasks such as
math word problems and named entity recognition
(Groot and Valdenegro-Toro, 2024).

7 Uncertainty Application

7.1 Out-of-Distribution Detection

Out-of-distribution (OOD) data refers to samples
that significantly deviate from the training data of
a machine learning model (Lambert et al., 2024).
In other words, when the model encounters inputs
beyond its training knowledge, it typically exhibits
high uncertainty. Epistemic uncertainty, which re-
flects the model’s lack of knowledge about certain
inputs, is interrelated with and complementary to
OQD detection. On the one hand, by leveraging
epistemic uncertainty, the accuracy of OOD detec-
tion can be enhanced, as high epistemic uncertainty
often indicates that the sample is likely to be OOD
(Mukhoti et al., 2023). On the other hand, un-
derstanding OOD data can help refine uncertainty
estimation methods. By recognizing the high un-
certainty models exhibited when faced with OOD
data, researchers have developed techniques like
Monte Carlo Dropout (Srivastava et al., 2014), sig-
nificantly improving OOD detection.

Mahalanobis Distance (MD) is widely employed
for OOD detection. Given a mean vector y and a
covariance matrix >, the MD is defined as:

MD(zest; 50 11) = (2ztest — 1) 2 (Ztest — 1) (9)

The method (Lee et al., 2018a) calculates uncer-
tainty using MD based on the distance to the near-
est class-conditional Gaussian distribution. Greater
deviation indicates higher uncertainty, suggesting
the sample is likely OOD. Notably, MD can also be
considered a density-based uncertainty estimation
method(Fadeeva et al., 2023). Both OOD detection
and density-based uncertainty measurement aim
to identify data points that differ from the training
data. In OOD detection, these points are treated as
outliers, whereas in density-based approaches, they
are often seen as residing in low-density regions,
which correlate with higher uncertainty.

Based on MD, Ren et al. (2022) introduced the
Relative Mahalanobis Distance (RMD), defined as:

MD(Ztest) = MD(Ztest§Hz7zz) (10)
RMD(Ztest) = MD(Ztest) - MDO(Ztest) (11)
where M D represents the distance from a sample
to the global distribution (Ren et al., 2022). MD
is becoming popular as a new concept and has ex-

tended with multiple variants (Vazhentsev et al.,
2023; Ren et al., 2023; Lee et al., 2018b).



7.2 Data Annotation

Mitigate the Randomness Introduced by An-
notators Supervised learning fundamentally de-
pends on manually labeled data, often referred to
as “gold standard” annotations. However, human
annotators are inherently susceptible to variabil-
ity and subjective interpretation (Zhu et al., 2023),
contributing to the aleatoric uncertainty.

Zhu et al. (2023) proposed a method using BNNs
to detect annotation errors. In recognition of hu-
man cognitive bias, the authors introduced a non-
zero value to represent the variance associated with
these errors. Similarly, Ge et al. (2024) applied
Monte Carlo Dropout (MCD) to balance annota-
tion errors during the distillation process across
multiple languages. Beyond error detection, uncer-
tainty plays a critical role in other aspects of Named
Entity Recognition (NER). Considering that NER
is extremely sensitive to “gold standard” data He
et al. (2024), recognizing and utilizing the data
uncertainty plays a critical role in boosting its per-
formance He et al. (2024); Liu et al. (2022).

Furthermore, uncertainty can be integrated with
LLMs.Zhang et al. (2024b) introduced a method
linking NER with ICL. In their approach, several
smaller models first perform traditional NER. Then,
the result with the lowest uncertainty is selected
and incorporated into the prompt for ICL.

Active Data Annotation Active Learning (AL)
(Cohn et al., 1996) aims to enhance data labeling
efficiency by identifying the most informative unla-
beled data for annotation within reasonable budget
constraints. Uncertainty can serve as a key metric
for determining which data points are most valu-
able to annotate.

For traditional supervised active learning, un-
certainty sampling is widely considered one of
the most effective approaches (Shen et al., 2017;
Schroder et al., 2021; Margatina et al., 2021).
However, in ICL scenarios, researchers have re-
ported mixed results. For instance, Diao et al.
(2023) demonstrated that selecting the most un-
certain questions for annotation yielded promis-
ing results on eight widely used reasoning task
datasets. In contrast, Margatina et al. (2023) found
that uncertainty-based methods underperformed
compared to other prevalent AL algorithms.

A potential explanation for this discrepancy is
that larger models benefit from demonstrations
with higher uncertainty, whereas smaller models,
such as GPT-2 and GPT-large, perform better when

provided with low-uncertainty prompts.

7.3 Question Clarification

In real-world scenarios, queries often contain some
degree of ambiguity due to missing background
knowledge, insufficient context, or open-endedness.
Recently, several works have employed various
uncertainty-based methods to identify ambiguous
questions and guide appropriate follow-up actions.

Manggala and Monz (2023) investigate the align-
ment between predictive uncertainty and ambigu-
ous instructions in visually grounded communica-
tion. Specifically, they generated pairs of clear
and ambiguous instructions through minimal edits
(such as removing color or quantity information).
Suppose the predictive uncertainty for an instruc-
tion is significantly higher than its clear counterpart.
In that case, the instruction can be deemed ambigu-
ous, at which point the model should ask clarifying
questions to resolve the ambiguity.

Hou et al. (2023) proposes an input clarifica-
tion ensembling framework that generates an en-
semble of input clarifications. By evaluating the
disagreement among these clarifications, the au-
thors quantify aleatoric uncertainty (due to input
ambiguity) arising from total ambiguity. Similarly,
Cole et al. (2023b) measures denotational uncer-
tainty—defined as question ambiguity—by gener-
ating various possible interpretations of a question
and selecting the most likely interpretation.

On a different note, Yona et al. (2024) proposes
the GRANOLA QA evaluation method, which al-
lows multiple levels of granularity for correct an-
swers. They introduced a new decoding strategy,
Decoding with Response Aggregation (DRAG),
which adjusts the granularity of answers based on
the model’s level of uncertainty. If the model is
uncertain about a specific answer, it may provide a
coarser-grained response, which, while less infor-
mative, has a higher likelihood of being correct.

8 Conclusion

In this paper, we provide a comprehensive survey
of uncertainty and its estimation from four dis-
tinct perspectives, offering valuable insights into
uncertainty estimation in LLMs. Our work aims to
bridge the gap between theoretical foundations and
practical methodologies, contributing to a deeper
understanding of uncertainty estimation in LLMs.
Additionally, we showcase various methods for in-
tegrating uncertainty into a range of applications.



‘We hope to inspire the development of innovative
approaches that enhance the reliability of LLMs
across diverse contexts.

Limitations

This review, while comprehensive, has certain limi-
tations. First, the focus on four theoretical perspec-
tives—Bayesian inference, information theory, en-
semble strategies, and language expression—may
overlook other emerging approaches that could con-
tribute to uncertainty estimation. Furthermore, the
rapidly evolving nature of the field means that new
methodologies may emerge that are not covered in
this review. Lastly, our survey and classification of
methods is inherently subjective, as it is influenced
by the selected literature and its interpretation.

Ethics Statement

Use of AI Assistants We have employed Chat-
GPT as a writing assistant, primarily for polishing
the text after the initial composition.
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